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1.

Introduction

E-mail and the Internet are used widely by staff within Liverpool Clinical Commissioning Group
(LCCG) to support them in undertaking their duties. It is important that staff use e-mail and the
Internet professionally and efficiently to maximise benefits to the organisation. LCCG is legally
obliged to ensure that all staff are protected against viewing or accessing inappropriate materials. It
is therefore mandatory that employees when communicating by e-mail or using the Internet, adhere
to this Policy. Failure to follow this Policy may lead to disciplinary action being taken against the
user.
Information plays a vital role in the conduct of the business of the CCG and the information
technology and communications facilities must be used correctly, professionally, legally, in line with
the duties of the role, with respect for colleagues and patient data and in accordance with the data
protection policies and procedures. The current Data Protection Act 1998 will be replaced on 25th
May 2018 by the UK version of the General Data Protection Regulation (GDPR). See appendix A for a
list of GDPR Articles which refer to the protection of personal confidential data. The purpose of this
document is to provide guidance to all Liverpool CCG staff on the acceptable use of the CCG’s
information and information systems.

2.

Aim

The aim of this document is to present a policy for the acceptable use of the internet and email. This
sets out the expectations of the CCG for the proper use of its email systems and compliments other
Information Governance policies. Its aim is to ensure the appropriate and effective use of the
internet and email by:
Setting out the rules governing the sending, receiving and storing of email
Establishing user rights and responsibilities for the use of systems
Promoting adherence to current legal requirements and NHS information governance standards
To minimise risk of inadvertent, accidental or deliberate unauthorized access or disclosure of
information.

3.

Clear desk / and clear screen policy

The CCG operates a clear desk and clear screen policy which can be found on LCCG intranet site.
Personal identifiable or sensitive information relating to staff, service users or business sensitive
information should not be retained on desks or displayed on unattended computer screens.
Personal identifiable or sensitive information in manual format or paper records must be locked
away or secured when staff are away from desks, and especially at the end of the working day.
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Personal computers and terminals should not be left logged on when unattended. Staff should
ensure that they log off or log out of terminals before leaving the desk during the working day and
terminals should be shut down at the end of the working day. Automatic timeout sessions will
ensure that computers become inactive after a designated period of time, however, it is the
responsibility of staff to log out to avoid any inappropriate access or viewing.

4.

Whiteboards acceptable use

Staff should ensure that whiteboards are cleared of person or sensitive information and business
sensitive information when leaving a meeting room/office.
Whiteboards should not contain person identifiable or business sensitive information in public areas.

5.

Transportation of person/sensitive or business sensitive information

Staff should ensure that any loose papers or notes from meetings are secured in transit. This applies
to transit between CCG premises and external organisations.
Meeting agendas/minute/papers and notes should be placed into confidential waste bins for
disposal.
Staff who may attend meetings with health professionals where personal/sensitive information is
provided and discussed should ensure that they do not inappropriately remove and transport the
information.
Staff required and approved to transfer personal sensitive information external to the CCG premises
between places of work/meetings should ensure that it is secured in the boot of the car.
Extra care should be taken when transferring documents files and folders outside of the CCG
premises in difficult climatic conditions.
Person identifiable/sensitive information should not be transferred on public transport unless
absolutely unavoidable. Where this is absolutely necessary the information should be secured in a
locked bag which should be secured by the transporter and should never be left unattended or
behind on the vehicle.

6.

Security and management of faxes

Staff must follow safe haven procedures, outlined below, to create a safe and secure environment
for sending and receiving faxes containing person identifiable or business sensitive information. Staff
must conform to the following procedure:
•
•
•
•

Only send person identifiable information by fax when absolutely necessary and where there is
not an alternative more secure method of transfer.
Fax machines must be secure and located area not accessible to the public.
Safe haven fax procedures for sending and receiving faxes must be located close to the fax
machine.
Programme frequently used numbers into the fax machine. If this facility is not available double
check the numbers before pressing send.
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•
•
•
•
•

Always send faxes containing sensitive information to a named individual.
Advise the individual that you are sending a fax that contains personal identifiable information
and ask them to stand by the machine to ensure it is secured once received.
Ask for confirmation of receipt.
Use a cover sheet with a disclaimer giving details of who to contact if received in error.
Remove all documents after use and if no longer required dispose of via confidential waste.

7.

Security and management of post

The following procedures should be applied where person identifiable information is sent by post:
•
•
•
•
•

When sending sensitive information to a third party, consider the most secure method of
transfer e.g. special delivery, recorded delivery or for large an approved CCG courier
Mark the envelope as Private or Confidential
Correspondence must be sent in a sealed envelope to a named individual
Check the name and address of the recipient has been correctly written and that the letter is
inserted into the correct envelope.
Open incoming post away from public areas.

8.

Use of telephones for sharing personal identifiable information

When contacting service users or staff to discuss their personal issues, or health professional to
discuss a service user by telephone you should take care not to reveal the identity of the individual
you are discussing to those within hearing range. You must not disclose personal identifiable
information inappropriately in telephone conversations. The policy requirements are detailed as
follows:
•
•
•

•

Telephone calls in which you need to discuss sensitive information relating to service users or
staff should be conducted in a private location to avoid being overheard.
Replay answer machines messages that may have come from service users or staff in their
private capacity in a private location.
If you receive a telephone call requesting person identifiable information always check the
identity of the caller and make sure that they have a legitimate right to receive the information.
Ring the caller back before any disclosure is made having first checked the phone number from
a source other than the caller. Check with your line manager that the information can be
provided before taking any action and do not be bullied into divulging the information.
Avoid leaving messages on service users or staff telephone answer machines that identify an
individual. You may record which organisation you are calling from who you wish to contact and
your name and contact details and ask them to ring back.

9.

Acceptable use of the E-mail system

This Section explains how the CCG e-mail system should be used. It is your responsibility to ensure
that you understand and comply with this policy. It ensures that:
•
•

You understand your responsibilities and what constitutes abuse of the service
Computers and person identifiable or sensitive data are not put at risk

9.1. General information about the CCG E-mail System
LCCG Acceptable Use Policy V06
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E-mail is an important means of communicating quickly and easily to support the business needs of
the organisation. However e-mail can be used inappropriately, either deliberately or otherwise.
Remember that any e-mail, sent or received, may have to be disclosed in litigation or in an internal
or external investigation or following an access to records request or a request under the Freedom
of Information Act.
The CCG e-mail system has been provided for business purposes and this should be your main use of
the service.
There may be circumstances under which it is necessary for a designated and authorised person
other than yourself to view the contents of your files and folders within the e-mail system for
example if you have a secretary or PA that organises your diary.
Staff contact details are provided in a Directory to support the business function of the organisation.
These details are available to other members of staff in local NHS organisations
All data retained within the service remains the property of the CCG
9.2. Your responsibilities when using the CCG e-mail system
General responsibilities:
You must not use the e-mail service to violate any laws or regulations of the United Kingdom or
other countries. Use of the service for illegal activity is usually grounds for immediate dismissal and
any illegal activity will be reported to the police. Illegal activity includes, but is not limited to, sending
or receiving material related to pornography, terrorism, incitement to racial harassment, stalking
and sexual harassment and treason. Use of the service for illegal activity will result in the immediate
suspension of the account and will evoke disciplinary procedures
You must not use the CCG e-mail service for commercial gain. This includes, but is not limited to:
unsolicited marketing, advertising and selling goods or services.
You must not attempt to interfere with the technical components, both hardware and software, of
the e-mail system in any way.
You must ensure that your system password is kept confidential and secure at all times. Where you
have any reason to suspect that your system password has been compromised, or that someone has
accessed your e-mail account you must immediately notify the IM&T Helpdesk and report through
the CCG incident reporting procedures. You should not use your system password for any other
account or any website.
You will never be asked for your password. e.g., by phone or email by the IM&T Service. Do not
divulge this information to anyone, even if asked.
E-mail messages are increasingly becoming a source of the introduction of computer virus infection
which often sits within attached documents. The CCG e-mail system is protected by anti-virus
software although occasionally, a new virus may not be immediately detected. If you are unsure of
the source of an email or attachment you should leave it unopened and inform the IT Helpdesk. You
must not introduce or forward any virus or any other computer programme that may cause damage
LCCG Acceptable Use Policy V06
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to NHS computers or systems. If you are found to be deliberately responsible for introducing or
forwarding a programme that causes any loss of service, disciplinary procedures will be invoked.
You must not use the e-mail service to disable or overload any computer system or network. Where
excessive account activity is detected your account could be suspended without notice to safeguard
the service for all other users
All communication you send through the CCGs e-mail system is assumed to be official
correspondence acting in your official capacity on behalf of the organisation. Should you need to
send communication of a personal nature you must clearly state in the subject field that your
message is a personal message and not sent in your official capacity.
You must familiarise yourself with the CCG Information Security and Management Policy which
includes important policy statements.
If you are accessing your e-mail account remotely you must not provide access to any other person.
You must log out of the system when away from the computer during remote access sessions. You
should not use the CCG e-mail system in public areas where the content of business e-mails may be
visible to members of the public.
You should not send business information via e-mails to or from personal web based accounts such
as hot mail.
You must not attempt to disguise your identity or your sending address, or send e-mails via another
users account under the pretense that you are the account holder.
You must not send any material by email that could cause distress or offence to another user. You
must not send any material that is obscene, sexually explicit or pornographic. If you need to transmit
explicit material for a valid clinical reason then you must obtain express permission from the
Caldicott Guardian.
You must not use the CCG e-mail service to harass other users, members of the public or groups by
sending persistent emails to individuals or distribution lists.
You must not forward chain emails or other frivolous material to individuals or distribution lists.
It is your responsibility to check that you are sending email to the correct recipient, as there may be
more than one person with the same name using the service. Always check that you have the
correct email address for the person you wish to send to - this can be done by checking their entry in
the e-mail Directory or telephoning the intended recipient to confirm the e-mail address.
Email is admissible as evidence in a court of law and messages can be classified as legal documents.
Internal emails may also need to be disclosed under the Freedom of Information Act 2000 and the
Data Protection Act 1988. Emails should be treated like any other communication and care should
be taken to ensure that content is accurate and the tone is appropriate.
9.3. Responsibilities when using the e-mail Directory:
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It is your responsibility to make sure that your details in the CCG Directory are correct and up to
date. Inform the helpdesk if you have changed your job role telephone number, e-mail address or
organisation.
You must not use the e-mail directory to identify individuals or groups of individuals to target for
commercial gain, either on your own behalf or that of a third party.
9.4. Information governance issues
The CCG e-mail system supports the secure exchange of information and is not designed as a
document management system. Documents or emails that are required for retention/compliance
purposes should be stored on the secure CCG network.
The CCG is entitled to seek access to the contents of your mailbox, sent/received messages or other
audit data as required, to support information governance processes and without your prior
consent. Such requests are strictly regulated with the process detailed in the CCG Information
Security and Management Policy.
9.5. E-mail and exchanges of person identifiable sensitive information
You must never send person identifiable or sensitive information to or from your liverpoolccg.nhs.uk
e-mail account.
Exchanges of person identifiable or sensitive information by e-mail should be approved by the CCG
Caldicott Guardian and should only be conducted by NHSmail (nhs.net) or Secure Encrypted e-mail.
You should contact the IT Helpdesk for information on how to set up an nhs.net account or utilise
Encrypted e-mail.
NHS mail may be used to transfer person identifiable or sensitive information to other secure e-mail
addresses such as:
•
•
•
•
•

NHSmail addresses (i.e. from an '*.nhs.net' account to an '*.nhs.net' account),
Government secure email domains (between *.nhs.net and *.gsi.gov.uk, *.gse.gov.uk and
*.gsx.gov.uk),
Police National Network/Criminal Justice Services secure email domains (between *.nhs.net and
*.pnn.police.uk, *.scn.gov.uk, *.cjsm.net),
Ministry of Defence secure email domains (*.nhs.net and *.mod.uk),
Local Government/Social Services secure email domains (*.nhs.net and *.gcsx.gov.uk).

Exchanges of person identifiable or sensitive information must adhere to the following guidelines:
•

•

You should make sure that any exchange of sensitive information is part of an agreed process.
This means that those sending and receiving the information know what is to be sent, what it is
for and have agreed how the information will be secured and used prior to, during and after the
exchange.
Caldicott and Information Governance principles should apply whenever sensitive information is
exchanged.
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•

•

•
•
•

•

•

10.

As with printed information, care should be taken that sensitive or personal information sent or
received by secure /encrypted e-mail is not saved anywhere that it can be accessed by other
people, e.g. on a personal computer without password protection.
When you are sending sensitive information you should always request a delivery and read
receipt so that you can be sure the information has been received safely. This is especially
important for time-sensitive information such as referrals
You must not hold sensitive or personal data in your calendar if your calendar may be accessed
by other people.
where personal identifiable information is visible to other people it is your responsibility to
make sure that those people have a valid relationship with the person
You must always be sure that you have the correct contact details for the person that you are
sending the information to. If in doubt you should check the contact details in the CCG Directory
or by a telephone call phone to the intended recipient.
If it is likely that you may be sent personal and/or sensitive information you must make sure
that the data is protected when received. You should only access your e-mail account from
secure, encrypted devices which are password protected and unattended devices must be
locked to ensure that data is protected in the event of the device being lost or stolen
Remember that personal information is accessible to the data subject i.e. the individual who is
the subject of the information, under Data Protection legislation

Security, management and acceptable use of the Internet

This Section explains the CCG policy on acceptable use of the Internet. It is your responsibility to
ensure that you understand and comply with this policy. It ensures that:
•
•
•

You understand your responsibilities and what constitutes abuse of the service
Computers and person identifiable or sensitive data are not put at risk
The CCG limits personal use of the Intranet to prior to your working day beginning, your lunch
break, and after your working day has ended.

Individuals who have access to the CCGs Internet facilities should ensure they are familiar with and
adhere to the following policy standards and good practice guidelines at all times.
•
•

•
•
•
•
•

Users should not attempt to use the Internet without having been assigned a personal
authorised network account.
You must not attempt to access, view, download or save any defamatory, offensive, obscene or
indecent messages, images, data or other material such as, but not limited to, images of nudity,
racist or sexist material, violent images, incitement to criminal behaviour etc.
Users must not download any material that will infringe the copyright of another person or
company.
You must not download games software or licensed/unlicensed software from the internet
User must not bypass or attempt to bypass the web filtering software in a manner that is
incompatible with Trust policy or by illegitimate methods.
Users should not utilise the CCG Internet access to promote or conduct personal or third party
commercial/ business activities.
Staff must not use network passwords on Internet sites.
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•
•

•
•

•

•

11.

You should not download very large files that might affect the responsiveness of the system for
others.
The CCG recognises that Internet facilities such as Facebook, MySpace, and Twitter etc. may be
used by staff in their private and social lives. To protect the CCGs reputation and prevent
damage to staff and service users the following guidelines must be met in the use of such
accounts
Personal Facebook, MySpace, Twitter accounts must not be accessed during the working day on
CCG computer equipment.
Information relating to the business of the CCG, its staff and its service users must not be
disclosed in a manner that may breach confidentiality, be defamatory or bring the reputation of
the Trust into disrepute
Photographs taken within CCG premises must not be published on the Internet without the
explicit consent of the CCG. Photographic images of staff or service users must not be posted on
Internet sites without their explicit consent. The content of photographic images must not
contravene decency nor be defamatory in content.
Information must not be posted on social networking sites that would be considered
harassment, bullying, or victimisation or would slander CCG staff.

Security and management of SMS/Text messages

SMS/text messaging technologies are readily accessible and easy to use and send. The CCG
understand that there may be instances were such messaging systems may be considered for use
within the organisation. The CCG recognises that there are legal obligations and potential dangers in
the unmonitored use of such technology.
Use of SMS and text messaging to contact service users/the public must be approved by the CCG
before implementation. Messages stored on NHS owned systems are governed and must comply
with legislation. Department of Health guidance recommends that:
•
•

•
•

•
•
•

There is a policy in the organisation for the use of SMS/text messaging, which is outlined here
Services wishing to utilise SMS/text messaging solutions to contact the public must produce
comprehensive plans for deployment, which include risk assessment and detail how compliance
with legislation will be achieved. Services who propose utilising contracted SMS services must
provide assurance that the Contractors security and confidentiality arrangements meet
required standards. Plans must be taken to the Information Governance Steering Group for
consideration.
Ensure the consent of participating service user/member of the public is obtained before
messages are sent, and that they are able to opt out of SMS arrangements at any point.
Staff implementing approved SMS/text messaging services must have completed Information
Governance training, be fully aware of best practice, personal accountability and professional
codes of practice.
Staff must not send SMS/text messages that may embarrass or cause distress to the recipient.
To avoid misinterpretation users should not use ‘text speak’, abbreviations or acronyms in
messages to the public.
Staff should apply and manage appropriate message retention periods to SMD/text messages.
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12.

Security and management of portable/removable media

Removable media should not be considered an appropriate format to store or transfer person
identifiable/sensitive information. Removable media is vulnerable to loss, theft and corruption and
should not be used to transfer such information where other more appropriate methods are
available. The CCG Network should be considered the primary area for the long/short term storage
of information as it is backed up on a daily basis.
Removable media can be defined as any portable device that can be used to store and
transfer/transport information and includes but is not limited to:
•
•
•
•
•
•
•

Universal Serial Bus (USB) memory sticks, also known as flash disks or drives
Compact disks (CD)
Digital versatile disks (DVD)
Magnetic tapes and cassettes
USB Hard Disk Drives
SD or PDA memory cards
And includes laptops, Blackberry and mobile/IP phones

Staff must be aware of the following:
•
•

•
•
•

Portable/removable media must be encrypted to appropriate security standards.
Person identifiable/sensitive information relating to service users, members of the public or
staff and business sensitive information must not be transferred to portable/removable media
unless it is part of a previously authorised CCG data flow and is encrypted to required NHS
standards.
Portable/removable media must be stored when not in use in a secure environment preferably
in a locked drawer or cupboards in keypad controlled areas.
Portable/removable media no longer required or in use must be returned to the IT department
for recycling or secure destruction.
Staff must not connect privately owned portable/removable media directly to the CCG network
unless it has been cleared as posing no risk to the network by the IM&T Service and approved
by the CCG.

Portable/removable media must be scanned for viruses on each occasion that it is connected to the
CCG system. This can be done by:
•
•
•

Open ‘My Computer’ on the desktop
Right click on the device or volume of data and
Select ‘Scan with anti-virus’ from the drop down menu.

Loss of portable/removable media must be reported immediately to the IT Helpdesk and through
the CCG incident reporting procedures and to the CCG Senior Information Risk Owner (SIRO).
Contact details may be found at the end of this document.
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13.

Security and management of Remote Access & Home Working

Remote working/homeworking can bring advantages to both the employee and the Trust, however
it is essential that such working does not jeopardise the confidentiality, integrity and security of
information.
•
•

•
•
•
•
•
•

14.

Remote and home working must be authorised by Line Managers through the IM&T service.
Staff who are authorised to work from home or through remote access must ensure that the
security of CCG networks and the confidentiality of the information they contain is protected at
all times.
Laptops, tablets etc. must be kept physically secure in both onsite and offsite locations.
Equipment should be secured in a locked cupboard or draw overnight or when not in use, in the
home environment.
Staff must not provide access to CCG Laptops, Tablets etc. to family members or other
unauthorised individuals.
Laptops, Tablets etc., when not in use in the workplace should be secured in locked cupboards
or cabinets.
Person identifiable or sensitive information must not be transferred to equipment that is not
owned or managed by the CCG.
Backup and continuity procedures must be in place to ensure information is not lost.

Security and management of CCG electronic systems.

Access to CCG electronic systems must be controlled to avoid inappropriate access and use.
Electronic office systems include calendar systems such as Outlook, folders set up on the local secure
drive and other Microsoft Office applications such as Word, Excel and Access. To ensure access to
such systems is appropriate and controlled the following controls should be applied:
•
•

•

•
•

•
•
•

Line Managers must authorise access to the CCG network for new users.
Users are responsible along with line management) for controlling delegate access to their
calendar, email (and other similar functions). Delegate access should be provided on a need to
know basis.
The CCG provides a secure infrastructure which allows staff to save files/documents to a secure
shared network drive. The secure networks drives are backed up daily to ensure the business
continuity of the CCG.
Staff must under no circumstances save person identifiable, sensitive information or business
information to local C drives or desktops.
Staff wishing to set up databases of personal or sensitive information must seek the prior
authorisation of the Senior Information Risk Owner (SIRO). Users of database tools will require
authorisation for the development of appropriate databases. A record of databases within the
CCG will be maintained for Data Protection Notification purposes.
Departmental Managers will approve access to shared network drives/folders. IM&T Service will
provide access to users through the provision of user names and passwords.
The CCG will ensure that access is removed or changed for users who leave the organisation or
change job role.
Users are responsible for deleting files when no longer required and keeping folder up to date.
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If you have any questions or are unsure or unclear about the content of this document you should
contact:
Senior Information Risk Owner/Acting Chief Finance Officer
Liverpool CCG
This document will be updated as and when necessary. Staff will be informed of any changes that
affect working practice. The latest version will be available on the Information Governance pages of
the CCG Intranet.
Staff must familiarise themselves with the content of later versions when notified of their
publication.
Breach of this Policy
Do we need to cross refer to another policy if there are any identified breaches of this policy
Implementation
This policy will be available to all staff for use in relation to the use of email and the internet.
Training Implications
It has been determined that there are no specific training requirements associated with this
policy/procedure.

Equality Impact assessment
Do we need to subject this and other policies to an EIA assessment?
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Appendix A: GDPR Articles
CHAPTER I - General provisions
Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)
CHAPTER II - Principles
Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)
CHAPTER III - Rights of the data subject
Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of
the data subject (58, 59)
Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60,
61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data
subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)
Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of
processing
Article 20 - Right to data portability (68)
Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)
Section 5 - Restrictions
Article 23 - Restrictions (73)
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CHAPTER IV - Controller and processor
Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority
Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)
Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)
Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)
Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies
CHAPTER V - Transfers of personal data to third countries or international organisations
Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data

LCCG Acceptable Use Policy V06

Page 16 of 16

Information Governance
Businss Continuity Management Policy

LCCG Business Continuity Management Policy V06Page 1 of 7

Documentation Control:
Version
Ratified by
Date Ratified
Author(s)
Responsible
Committee/Officers
Date Issue
Review Date
Intended Audience

Version 06
The Board
27/02/2018
PCU
SIRO
27/02/2018
27/02/2020
All Organisation Staff

Further Information about this document:
Name
Business Continuity Management Policy V01.docx
Contacts(s) for further
Mark Bakewell
information about this
document
This document should be
read in conjunction with
Published by

Information Governance Framework

Copies of this document are
available from

Mark Bakewell

Version Control:
Version Number
01

Liverpool CCG

06

Reason
Finance, Procurement &
Contracting Committee
Modifications to content
IG Steering Group Approval
Framework Reviewed – Caldicott
principles added – no changes to
framework methodology
GDPR Updates added and IG
responsible roles modified
Document Reviewed

<VerNumberV07>
<VerNumberV08>

<ChgCommentV07>
<ChgCommentV08>

02
03
04

05

LCCG Business Continuity Management Policy V06Page 2 of 7

By
Date
Peter Case-Upton 31/03/2014
Peter Case-Upton 27/02/2014
Peter Case-Upton 08/09/2015
Peter Case-Upton 22/02/2017

Peter Case-Upton 15/11/2017
19/02/2018
Derek
Rothwell/Ian
Davies
<AuthNameV07> <ChgDateV07>
<AuthNameV08> <ChgDateV08>

Contents
1
2
3
4
5
6
7

Introduction .......................................................................................................................... 4
Risk Management ............................................................................................................... 4
Business Continuity Management Process ............................................................... 4
Business Continuity and Risk Assessment ................................................................. 5
Developing and implementing a continuity plan. .................................................. 5
Business Continuity Planning Framework.................................................................. 6
Testing, Maintaining and Re-assessing the Business Continuity Plan............. 6

LCCG Business Continuity Management Policy V06Page 3 of 7

1

Introduction

Liverpool Clinical Commissioning Group (LCCG) defines business continuity as “the activity
performed to ensure that business critical functions are available and that the CCG is able to
maintain acceptable levels of service and consistency in the event of a disruption”.
Business Continuity Management (BCM) is, therefore, an activity that identifies the key processes
that the CCG undertakes and the impact of a disruption on business operations. It provides a
framework for building organisational resilience which results in an effective response in the event
of a disruption, so safeguarding the CCG’s key interests.
BCM is in place to counteract interruptions LCCG, (the Organisation) business activities and to
protect critical business processes from the effects of major failures or disasters. This area will be
covered via the new UK Data Protection Law which will be based on the General Data Protect
Regulation and will be enacted on 25th May 2018.
The main GDPR Article relating to BCM is Article 32 (Security of processing),
1. (b) ‘the ability to ensure the ongoing confidentiality, integrity, availability and resilience of
processing systems and services and (c) the ability to restore the availability and access to
personal data in a timely manner in the event of a physical or technical incident; (d) a
process for regularly testing, assessing and evaluating the effectiveness of technical and
organisational measures for ensuring the security of the processing.
This policy sets out the general principles and corporate framework for the creation and revision of
a Business Continuity Management System relevant to the business activities of the CCG. The policy
encourages the adoption of a proactive approach to BCM and defines the activities for establishing
and maintaining an on-going BCM capability
This document should be read alongside the main CCG organisational Business Continuity
Management Plan and the specific BCM plans of our IMT provider iMersey (hosted by Mersey Care
NHS FT)

2

Risk Management

The risks identified under this policy include interruptions to business activities, disasters and
unavailability of information services. There is linkage between Risks, Information Assets and
Processes

3

Business Continuity Management Process

3.1

It is important that a managed process is in place to develop and maintain business
continuity for the organisation (LCCG). The following key areas will be part of the business
continuity process:



Identify key business processes and list them in order of recovery
Identification of risks that could affect the organisation


Identification of the assets involved in critical business processes
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An understanding of the impact and consequences, should anyone or combination
of events occur within the organisation. (See Template provided for Business
Impact Analysis).



Ensuring that Liverpool CCG has suitable and adequate insurance as appropriate
and in accordance with risk.



Identification and consideration of additional preventive and mitigating controls



Ensuring sufficient financial, organisational, technical and environmental
resources are available to address the identified information security
requirements.



Ensuring the safety of personnel and the protection of information processing
facilities



Development and documentation of business continuity plans addressing
information security requirements.



Regular testing, maintaining and updating of the plans and processes put in place



Allocation of responsibility for co-ordinating the business continuity management
process to an appropriate person in the CCG.

Ensure that the necessary training and awareness is available to ensure all CCG staff are
aware of their roles and responsibilities.

Business Continuity and Risk Assessment

4.1

The Organisation will identify the events that can cause interruptions to its day to day
business processes e.g. equipment failure, flood and fire. A risk assessment is described as
part of the main organisational BCM plan. This assessment then informs the
determination of the impact of those interruptions, both in the damage scale and recovery
period. This risk assessment will consider all business processes, and will not be limited to
information processing facilities.

4.2

An overall BMC strategy plan is in place that , uses the results from the risk assessment,
and which describes the overall approach to business continuity.

4.3

The business continuity plan is reviewed by the Senior Management Team and adopted by
the Governing Body

5
5.1

Developing and implementing a continuity plan.
Plans will be developed to maintain or restore business operations in the required time
scales following interruptions to, or failure of, critical business processes. The business
continuity planning process will, therefore, consider the following:


Identification and agreement of all responsibilities and emergency procedures

LCCG Business Continuity Management Policy V06Page 5 of 7

6



Identification of any acceptable loss of information and services



Implementation of emergency procedures to allow recovery and restoration
within the minimum time-scale. Particular attention will be given to external
business dependencies and the contracts in place e.g. clinical systems suppliers,
hardware maintenance contracts.



Clear and precise documentation of all agreed procedures and processes



Appropriate training of staff in the agreed emergency procedures and processes,
including crisis management



Testing, maintaining and updating plans

Business Continuity Planning Framework

6.1

The Business Continuity Plan will specify clearly the conditions for its activation and the
individuals responsible for executing each component of the plan.

6.2

The plan will include (but not be limited to):












7

Conditions for activating the plan
How the plan will be activated
Emergency procedures, including effective liaison within LCCG, public authorities,
e.g. relevant NHS organisations, police, fire service and local government and
other relevant business partners.
Fall-back procedures, e.g. manual processes,
Temporary operational procedures to follow pending completion of recovery and
restoration
The resumption of procedures, actions of how and when normal working practice
can be resumed
A schedule of when the plan will be tested and the process of maintaining the
plan;
How an effective and on-going awareness and training scheme can be developed
That all individuals are totally aware of their roles and responsibilities with a full
understanding of who deputises for whom in the eventuality of absenteeism
The critical assets and resources needed to be able to perform the emergency, fall
back and resumption procedures

Testing, Maintaining and Re-assessing the Business Continuity Plan

7.1

The Business Continuity Plan will be tested annually. The test will include ensuring that
that all Organisation staff and any other relevant persons are aware of the plan.

7.2

The test schedule for the plan will indicate how and when each element of the plan will be
tested. A variety of techniques will be used in order to provide assurance that the plan will
operate in real life
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7.3

The Business Continuity Plan will be maintained by regular reviews and updates to ensure
its continuing effectiveness.

7.4

Responsibility will be assigned to individuals within LCCG for regular reviews of the plan.
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1.

Introduction

This document is a guide to required practice for those who work permanently or temporarily
within, or under contract to NHS Liverpool Clinical Commissioning Group, concerning the
confidentiality and security of person identifiable information.
The implementation of the NHS Care Record Service, Electronic Patient Records, Choose and Book
and the Electronic Staff Record, require NHS organisations to monitor access to confidential
information. Access to information systems, must be monitored and controlled.
The Data Protection Act 1998 and GDPR from 25th May 2018, and the Computer Misuse Act 1990
require organisations to prevent inappropriate access to IT systems and the information they
contain. To this purpose access to electronic communication systems must be restricted to those
who have a legitimate right of access to avoid breaches of confidentiality.

2.

Purpose

The purpose of this document is to provide an assurance mechanism by which the effectiveness of
controls implemented within the organisation are audited, areas for improvement and concern are
highlighted and recommendations for improved control and management of confidentiality are
made.

3.

Responsibilities

3.1

The Chief Officer

The Chief Officer has ultimate responsibility for the management of person identifiable information
within Liverpool CCG

3.2

The Caldicott Guardian

The Caldicott Guardian is responsible for the confidentiality of person identifiable information as
designated in the Caldicott Report.

3.3

Senior Information Risk Owner

The Senior Information Risk Owner (SIRO) will review and report on information systems and
identified information risks and reported Serious Untoward Incidents.

3.4

Data Protection Officer

As the organisation is a public body and processes large amounts of personal confidential data, the
board is aware that a Data Protection Offices as described in Article 37 of the GDPR is mandatory.
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This decision is based on Article 37 of the GDPR which details three specific cases where an
organisation must recruit, appoint and give responsibilities to a DPO if:•
•

•

They’re a public authority or body processing data (e.g. a hospital or CCG)
The core part of the business is the control and processing of data, and they do this on a
large scale, with ‘regular and systematic monitoring of data subjects’ Although the official
law does not define what ‘large scale’ means, other authorities have deemed this to be the
processing of data from over 5000 individuals, within a 12-month period.
The CCG processes personal data revealing racial or ethnic origin, political opinions, religious
or philosophical beliefs, or trade union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation

The criterial above is the basis for the organisation to appoint a DPO. The position will be regularly
reviewed as required.
As outlined in the GDPR Article 39, the DPO’s responsibilities include, but are not limited to, the
following:
•
•
•
•
•
•

•

3.5

Educating the company and employees on important compliance requirements
Training staff involved in data processing
Conducting audits to ensure compliance and address potential issues proactively
Serving as the point of contact between the company and GDPR Supervisory Authorities
(e.g. the ICO)
Monitoring performance and providing advice on the impact of data protection efforts
Maintaining comprehensive records of all data processing activities conducted by the
company, including the purpose of all processing activities, which must be made public
on request
Interfacing with data subjects to inform them about how their data is being used, their
rights to have their personal data erased, and what measures the company has put in
place to protect their personal information
Information Asset Owners

Information Asset Owners are responsible for ensuring that access to electronic and manual
confidential information is strictly controlled within their area.
They will be responsible for ensuring that appropriate authorisation is gained prior to allowing
access to confidential records in order that only those individuals with a legitimate right are given
access. The authorisation will be documented and retained for monitoring purposes.
Failed access attempts will be investigated where there is no legitimate access rights established.
Information Asset owners will ensure that tracking and tracing mechanisms are in place to conform
to the NHS Code of Practice on Records Management.

3.5

The Information Governance Lead

The Information Governance Lead will monitor the processing of identifiable information on behalf
of the Caldicott Guardian and provide advice and assistance with confidentiality audit procedures
and issues.
LCCG Confidentiality Audit Procedure V04

Page 5 of 11

3.6

The IG Steering Group

The IG Steering Group will provide a focus for the discussion, evaluation, and recommendation and
implementation of change to confidentiality audit procedures and processes. The group will receive,
discuss and recommend action on identified breached.

3.7

The IT Services (supplied by iMerseyside hosted by Mersey Care NHS FT)

The IT Services will ensure that all electronic systems comply with Department of Health guidance
and National Standards for the secure holding and transferring of person identifiable information.
The IM&T Services will be responsible for ensuring that confidentiality audits relating to central IT
systems and subsequent recommendations are complied with within specific timescales.

3.8

Senior Management Team / Heads of Departments

The Senior Management Team / Heads of Departments must ensure that audits are conducted
within their departments on all information processing systems and that all staff are aware of their
responsibility to the confidentiality of information contained in information systems. They should
also ensure that access to information systems is only provided to their staff that has a legitimate
reason to access and that they are aware of what constitutes inappropriate access and the
consequences of not following the organisations Policy

3.9

Staff

Staff (including employees, officers and clinical appointments) are responsible for familiarising
themselves with the organisations policies and procedures on confidentiality and system access it is
the responsibility of every member of staff to read and abide by this Code of Conduct and to report
any breaches or inappropriate practice.
Staff should meet the standards outlined in this procedure and within their terms of employment
and where appropriate professional codes of practice. Staff should always strive to improve practice.

4.

Monitoring and Auditing Access

4.1

Monitoring Access to Confidential Information

In order to provide assurance that access to confidential information has only been made by those
individuals that have a legitimate right of access, it is necessary to ensure appropriate monitoring is
undertaken on a regular basis.
Monitoring will be carried out by the Information Asset Owner. Reports will be provided to the SIRO
through the Information Governance Officer. The SIRO and Information Governance Officer will
LCCG Confidentiality Audit Procedure V04
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identify where immediate action is required and ensure that appropriate steps are taken to rectify
the situation.
Actual or potential breaches of confidentiality should be immediately reported to the Caldicott
Guardian and Information Governance Officer.
The Information Governance Manager will report to and inform the IG Steering Group of any
breaches detailing the steps taken to resolve the situation and any further actions that are required.
Inappropriate access to or use of the information in the organisations systems will be considered
under the organisations disciplinary procedures.

4.2

Auditing Access to Confidential Information

The following areas will be subject to audit:
•
•
•
•
•
•
•
•
•
•
•
•
•

Security applied to manual files, e.g. storage in locked cabinets/locked rooms
Arrangements for recording access to manual files, e.g. tracking cards, access requests by
solicitors, police, data subjects etc.
Identity checks being carried out to ensure that the person requesting access has a legitimate
right to do so.
The existence and location of whiteboards containing confidential information
The use of, and secure disposal arrangements for post-it notes, notebooks, other temporary
recording material and confidential waste.
Record retention and disposal arrangements
The location of fax machines and answer phones checks on safe haven faxes?
Confidential data flows via e-mail – for applied encryption
Information removed from the workplace - has authorisation been gained either for long-term
or short term removal
Physical transfers and transportation of confidential information
Staff understanding of their responsibilities with regard to confidentiality and restrictions on
access to confidential information;
Security applied to laptops, compliance with the Trust’s Remote Access Policy;
Compliance with password and user name Policies.

See Appendix A which includes an audit checklist

4.3

Audit Methodology

Audits will be carried out through a series of interviews with SMT / Heads of Departmental,
Departmental Managers Information Asset Owners and by informal walk through.
Interviews will be conducted either on a one to one basis, or as a department, or a mixture of the
two. The auditor will complete a report which will be provided to the Information Governance
Officer.
Where walk through audits are conducted the auditor will make notes to qualify any inappropriate
actions taken in the department or inappropriate use of information systems.
IT Services will conduct regular electronic audits on IT information systems to check for
inappropriate or unexplained access/download/use of confidential information. Where
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inappropriate access to National IT systems is reported to the Privacy Officer appropriate
investigations will be carried out as a matter of urgency and reported to the SIRO and Information
Governance Manager

4.4

Frequency

Audits will be carried at least twice per year on physical assets. These will be on-going throughout
the year.
IT Services will provide a timetable of electronic audit which identifies the frequency appropriate for
individual systems.
Once the audit programme has been produced, it will be submitted to the Information Governance
Working Group for approval prior to implementation. The audit programme will be communicated
to all Heads of Department and Departmental Managers prior to the audit commencing in their area.

4.5

Conducting the Audit

The audit is based on compliance with the Data Protection Act and Caldicott Principles and applies to
the physical and electronic environment.
The audit will be conducted in an impartial manner. All risks should be identified through the preaudit questionnaires, observation and direct questioning of departmental staff.
Where highly inappropriate methodologies are identified it may be necessary to suggest immediate
remedial action. This should be documents and presented in the report.
Evidence to support compliance will be recorded. Where risks are identified immediate risk
assessments will be conducted with the department and steps taken to mitigate. These will form
part of the report to the SIRO and IG Steering Group.
Staff awareness interviews will be conducted to assess the level of awareness of the individual of
confidentiality issues and the organisations Information Governance and Security Policies.
Responses will be written down for audit purposes.

4.6

Reporting

A formal report will be provided to the area being audited which will detail the outcome of the audit.
This will also be provided to the Information Governance Officer.
The report will note areas of risk and will provide information on how to mitigate those risks. It will
also identify where further staff training and understanding may be required. A timeframe for
compliance with the mitigation of risk will be provided and a date given for a follow up audit.
Areas of immediate/high concern will be corrected at the time of the audit.

4.7

Audit Follow-Up

Once the audit process is complete, arrangements will be made for follow-up where risks and noncompliance has been noted this will allow the auditor to confirm that the recommended corrective
action has been implemented.
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4.8

Audit Closure

Once corrective action has been checked and agreed as compliant by the auditor, the audit can be
formally closed.
A further report will be provided to the IG Steering Group details mitigated risks and compliance in
the specified department.

5.

IT Audits

The IT Services will monitor inappropriate access to IT systems including the Network, E-mail and
Internet and other electronic systems managed by that service. Audit report will be presented to the
IG Steering Group as and when completed. The IT Services will maintain an audit schedule.
Serious breaches will be reported immediately to the IG Officer and the SIRO and corrective action
will be taken.

6.

Abuse of privilege

It is strictly forbidden to download or make any unauthorised access to, view or use any clinical or
personnel information relating to service users, family, friends, members of staff, or people in the
public eye who are treated by or work for Liverpool CCG. This includes clinical records photographic
or x-ray images or any other information held on any other media.
Any member of staff found to be in breach of this principle may be subject to Liverpool CCG
disciplinary procedures and may be subject to external civil action and monetary penalties under the
Data Protection Act or the Computer Misuse Act.

7.

Dissemination and implementation

This Code will be made available to staff through Liverpool CCG Intranet site and will be included in
training sessions. New staff will be made aware of this Code through the Induction process
This Code of Conduct will be made available to the Public through Liverpool CCG Internet site in
supporting documentation and upon application.

8.

Monitoring compliance with effectiveness

This Code of Conduct will be reviewed at least every two years or sooner if new legislation, codes of
practice or national standards are introduced. Implementation and compliance with this Code will be
monitored by the Information Governance Sub-Committee
Policies strategies and processes will be implemented, where necessary, that will detail the steps to
be taken to comply with relevant sections of this Code.
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Compliance will be monitored during the investigation of complaints or identified breaches,
incidents or risks.
This policy will be monitored through supporting evidence to:
•

Department of Health HSCIC IG Toolkit

9.

Associated documents
•
•
•
•
•
•
•
•

10.

Access to Health Records Policy
Data Protection Policy
Freedom of Information Policy
Information Governance Policy
Information Security Policy
Risk Management Policy
Records Management Policy
Office Closure or Moves Policy

References
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Access to Health Records Act 1990
Children’s Act 1984
Computer Misuse Act 1990
Crime & Disorder Act 1998
Criminal and Justice Immigration Act 2008
Data Protection Act 1998 and GDPR from 25th May 2018
Freedom of Information Act 2000
Health & Social Care Act 2004
Human Rights Act 2000
Privacy and Electronic Communications Regulations 2000
Regulation of Investigatory Powers Act 2000 (& lawful Business Practice Regulations 2000)
Public Interest Disclosure Act 1998 and GDPR from 25th May 2018
Caldicott Principles 1997
Confidentiality: NHS Code of Practice
Records Management: NHS Code of Practice
Information Security: NHS Code of Practice
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Appendix A: Template
Liverpool CCG - Confidentiality Audit
Example Compliance Checklist (For IG Toolkit Requirement 14.1-206)
Site / Department………………………………………………………………………..
Compliance Check

Assessment

Comments:

PC : ensure users are logged out /
password screen saver activated
when PC is left unattended
Fax: check all confidential
information has been removed
from fax machines and safe haven
fax machines are secure
Photocopiers/ printers: check all
confidential information has been
removed
Smartcards: check that smartcards
are not left unattended
Clear desk: ensure that
confidential information is not left
on desks overnight/ when staff
leave the office
USB Sticks: ensure USB sticks are
encrypted
Laptops: Ensure that laptops are
locked away when not in use.
Check laptops are encrypted.
Whiteboards: ensure any
whiteboards do not have any
confidential information
Confidential waste: Ensure
confidential waste is appropriately
destroyed e.g. placed in secure
confidential waste bins
Access to personal informationpaper files: ensure confidential
information is kept in locked
drawers/ cabinets when not being
used
Access to areas: check physical
security mechanisms are working
appropriately e.g. keypad locks in
place,

Actions:
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1.

Introduction

A Data Protection Assessment (DPIA) is a process which helps assess privacy risks to individuals in
the collection, use, and disclosure of information. DPIAs help identify privacy risks, foresee problems
and bring forward solutions.
Liverpool CCG must be seen to act responsibly in key issues of privacy to maintain and enhance its
reputation.
Privacy poses risks which need to be professionally managed in a similar way to other categories of
risk. Organisations that handle personal data must monitor on-going operations, whether they are
dealing with the personal or sensitive information of service users or employees.
The General Data Protection Regulation includes requirements (Article 35 and 36) to develop a Data
Protection Impact Assessment with prior consultation as part of the planning and implementation of
a project or new working process that involves the handling or processing of Personal Confidential
Data.

2.

Why undertake a DPIA?

Liverpool CCG should undertake DPIAs to:
•
•
•
•
•

3.

Identify and manage privacy risks to service users and employee’s information systems.
Identify privacy and Data Protection compliance liabilities
Avoid loss of trust and reputation.
Inform the Trusts communications strategy.
Meet and exceed legal requirements.

What is privacy?

Interpreted most broadly, privacy is about the integrity of the individual. It therefore encompasses
many aspects of the individual’s social needs.
However, for the purposes of completing a data protection impact assessment (DPIA) it is more
useful to examine different aspects of privacy. A DPIA could consider the:
•
•
•
•

privacy of personal information
privacy of the person
privacy of personal behaviour
privacy of personal communications

These four aspects of privacy will overlap and should be seen as working guides to the issues a DPIA
should explore, rather than strict definitions.

LCCG Data Protection Impact Assessment Procedure V066

Page 4 of 14

4.

Background

Where a type of processing in particular using new technologies, and taking into account the
nature, scope, context and purposes of the processing, is likely to result in a high risk to the
rights and freedoms of individuals, the organisation shall, prior to the processing, carry out
an assessment of the impact of the envisaged processing operations on the protection of
personal data. A single assessment may address a set of similar processing operations that
present similar high risks.

5.

When should you conduct a DPIA?

A Data Protection Impact Assessment is required in the case of:
(a)

a systematic and extensive evaluation of personal aspects relating to individuals which is
based on automated processing, including profiling, and on which decisions are based

(b)

processing on a large scale of special categories of data referred to in Article 9, or
Article 10 1; or

(c)

a systematic monitoring of a publicly accessible area on a large scale.

A DPIA should be conducted at an early stage of a project. Compliance checks, on the other hand,
are usually performed later, after business processes and rules have been specified sufficiently so
that they can be assessed for their compliance with the law.
It is more effective to integrate a DPIA within the project plan or within broader risk assessment, and
risk management activities.
DPIAs are most effective when they are started at an early stage of a project, when:
•
•
•
•

the project is being designed
you know what you want to do
you know how you want to do it
you know who else is involved

and:
•
•
•
•

1

before decisions are set in stone
before systems have been procured
before contract are signed
while you can still change your mind

See http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN
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6.

Who should take responsibility for a DPIA?

A DPIA has strategic significance, and therefore, direct responsibility for organisational compliance
will sit with the Data Protection Officer (if appointed) or the Senior Information Risk Owner who has
lead responsibility for information risk management.
Project Managers must be aware of this process and include the application of the appropriate DPIA
to all projects that impact on privacy at the earliest stage.
DPIAs should initially be the responsibility of senior managers, project board/team and relevant
stakeholders. Where all three groups are involved, measures are needed that achieve clear
communications among the groups.
The SIRO will act as a conduit for the discussion and approval of DPIAs following completion by the
project manager/team.
The SIRO will provide advice and documentation to support the introduction of DPIAs within the
Organisation. The SIRO should be made aware of new projects at the very early stages of the project
to negate any implementation that may impact on Privacy.

7.

DPIA Contents

A DPIA conducts an in-depth internal assessment of privacy risks and liabilities. Analyses privacy
risks, consults widely with stakeholders on privacy concerns and brings forward solutions to accept,
mitigate or avoid them.
The assessment must include:-

8.

•

a systematic description of the proposed processing operations and the reasons for the
processing, including, where applicable, the legitimate interest pursued by the organisation;

•

an assessment of the necessity and proportionality of the processing operations in relation
to the purposes

•

an assessment of the risks to the rights and freedoms of data subjects

•

the measures to address the risks, including safeguards, security measures and mechanisms
to ensure the protection of personal data and to demonstrate compliance taking into
account the rights and legitimate interests of data subjects and other persons concerned.

Privacy law Compliance check

Privacy law compliance checks focus on compliance with various “privacy” laws such as The Data
Protection Act, Human Rights Act, Regulation of Investigatory Powers Act and Privacy of Electronic
Communications Regulations. It examines compliance with statutory powers, duties and prohibitions
in relation to use and disclosure of personal information.

9.

Data Protection Compliance check
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This is a checklist for compliance with the Data Protection Act and is usually completed when the
project is more fully formed. If the following question is answered” yes”, then a Data Protection Act
compliance check should be conducted: There must be Compliance with approved codes of conduct
as referred to in Article 10 of the GDPR
Does the project involve the handling of any data that is personal data, as that term is used in the
Data Protection Act?
‘Personal data’ means data which relate to a living individual who can be identified:
(a) from those data, or
(b) from those data and other information which is in the possession of, or is likely to come into the
possession of, the data organisation, and includes any expression of opinion about the individual and
any indication of the intentions of the data organisation or any other person in respect of the
individual.

10.

Conducting a DPIA process

Project management techniques should be applied to the process of assessing privacy impact. This
includes the definition of phases, tasks within phases, and deliverables.
10.1 Preliminary phase
The purpose of this phase is to ensure that a firm basis is established for the DPIA to be conducted
effectively and efficiently. Examines the project at an early stage, identifies stakeholders, makes an
initial assessment of privacy risk and decides which level of assessment is necessary.
10.2 Preparation phase
The purpose of this phase is to make the arrangements needed to enable the critical phase to run
smoothly. The suggested deliverables are a stakeholder analysis, a consultation strategy and plan,
and establishment of a DPIA Consultative Group (PCG). Guidance is available to assist in specifying
the tasks and deliverables involved in this phase.
10.3 Consultation and analysis phase(s)
With the framework in place, this phase focuses on consultations with stakeholders, risk analysis,
the recognition of problems, and the search for solutions.
10.4 Documentation phase
The purpose of this phase is to document the process and the results. The suggested deliverable is a
DPIA Report.
10.5 Review and audit phase
The purpose of this phase is to ensure that the design features arising from the DPIA are
implemented, and are effective. Sets out a timetable for reviewing actions taken as a result of a DPIA
and examines their effectiveness. Looks at new aspects of the project and assesses whether they
should be subject to a DPIA.
Further guidance is available in
http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/privacy_by_design.aspx
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11.

Prior Consultation

In certain circumstances, it may be required to carry out a prior consultation with the Information
Commissioners Office. This is where a data protection impact assessment indicates that the
processing would result in a high risk in the absence of measures taken by the controller to mitigate
the risk.
This will require providing at least the following information:
where applicable, the details of the respective responsibilities of the organisation, joint
organisations and data processors involved in the processing, in particular for processing within a
group of organisations
•
•
•
•
•

the reasons and means of the intended processing
the proposed measures and safeguards provided to protect the rights and freedoms of data
subjects
where applicable, the contact details of the data protection officer
the data protection impact assessment
any other information requested by the ICO
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12.

Further advice and assistance

Please contact the Organisation SIRO at the earliest stage of your project for advice and assistance
with DPIAs and Compliance Checks.
All documentation can be found on the Liverpool CCG Intranet site Information Governance page

Appendix A: DPIA Initial Process Map
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Appendix B: DPIA related GDPR Articles
Article 35 "Data protection impact assessment"
=> Recital: 75, 84, 89, 90, 91, 92, 93
=> administrative fine: Art. 83 (4) lit a
1. Where a type of processing in particular using new technologies, and taking into account
the nature, scope, context and purposes of the processing, is likely to result in a high risk to
the rights and freedoms of natural persons, the controller shall, prior to the processing,
carry out an assessment of the impact of the envisaged processing operations on the
protection of personal data. A single assessment may address a set of similar processing
operations that present similar high risks.
=> Recital: 75, 84, 89
2. The controller shall seek the advice of the data protection officer, where designated,
when carrying out a data protection impact assessment.
3. A data protection impact assessment referred to in paragraph 1 shall in particular be
required in the case of:
(a) a systematic and extensive evaluation of personal aspects relating to natural
persons which is based on automated processing, including profiling, and on
which decisions are based that produce legal effects concerning the natural
person or similarly significantly affect the natural person;
(b) processing on a large scale of special categories of data referred to in Article
9(1), or of personal data relating to criminal convictions and offences referred
to in Article 10; or
(c) a systematic monitoring of a publicly accessible area on a large scale.
4. The supervisory authority shall establish and make public a list of the kind of processing
operations which are subject to the requirement for a data protection impact assessment
pursuant to paragraph 1. The supervisory authority shall communicate those lists to the
Board referred to in Article 68.
5. The supervisory authority may also establish and make public a list of the kind of
processing operations for which no data protection impact assessment is required. The
supervisory authority shall communicate those lists to the Board.
6. Prior to the adoption of the lists referred to in paragraphs 4 and 5, the competent
supervisory authority shall apply the consistency mechanism referred to in Article 63 where
such lists involve processing activities which are related to the offering of goods or services
LCCG Data Protection Impact Assessment Procedure V066
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to data subjects or to the monitoring of their behaviour in several Member States, or may
substantially affect the free movement of personal data within the Union.
7. The assessment shall contain at least:
(a) a systematic description of the envisaged processing operations and the purposes of
the processing, including, where applicable, the legitimate interest pursued by the
controller;
(b) an assessment of the necessity and proportionality of the processing operations in
relation to the purposes;
(c) an assessment of the risks to the rights and freedoms of data subjects referred to in
paragraph 1; and
5. Recital: 75
(d) the measures envisaged to address the risks, including safeguards, security measures
and mechanisms to ensure the protection of personal data and to demonstrate
compliance with this Regulation taking into account the rights and legitimate
interests of data subjects and other persons concerned.
=> Article: 58
8. Compliance with approved codes of conduct referred to in Article 40 by the relevant
controllers or processors shall be taken into due account in assessing the impact of the
processing operations performed by such controllers or processors, in particular for the
purposes of a data protection impact assessment.
9. Where appropriate, the controller shall seek the views of data subjects or their
representatives on the intended processing, without prejudice to the protection of
commercial or public interests or the security of processing operations.
10. Where processing pursuant to point (c) or (e) of Article 6(1) has a legal basis in Union
law or in the law of the Member State to which the controller is subject, that law regulates
the specific processing operation or set of operations in question, and a data protection
impact assessment has already been carried out as part of a general impact assessment in
the context of the adoption of that legal basis, paragraphs 1 to 7 shall not apply unless
Member States deem it to be necessary to carry out such an assessment prior to processing
activities.
11. Where necessary, the controller shall carry out a review to assess if processing is
performed in accordance with the data protection impact assessment at least when there is
a change of the risk represented by processing operations.
Article 36 "Prior consultation"
=> Recital: 94, 95, 96
=> administrative fine: Art. 83 (4) lit a
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1. The controller shall consult the supervisory authority prior to processing where a data
protection impact assessment under Article 35 indicates that the processing would result in
a high risk in the absence of measures taken by the controller to mitigate the risk.
=> Article: 39
2. Where the supervisory authority is of the opinion that the intended processing referred
to in paragraph 1 would infringe this Regulation, in particular where the controller has
insufficiently identified or mitigated the risk, the supervisory authority shall, within period of
up to eight weeks of receipt of the request for consultation, provide written advice to the
controller and, where applicable to the processor, and may use any of its powers referred to
in Article 58. That period may be extended by six weeks, taking into account the complexity
of the intended processing. The supervisory authority shall inform the controller and, where
applicable, the processor, of any such extension within one month of receipt of the request
for consultation together with the reasons for the delay. Those periods may be suspended
until the supervisory authority has obtained information it has requested for the purposes
of the consultation.
3. When consulting the supervisory authority pursuant to paragraph 1, the controller shall
provide the supervisory authority with:
(a) where applicable, the respective responsibilities of the controller, joint
controllers and processors involved in the processing, in particular for
processing within a group of undertakings;
(b) the purposes and means of the intended processing;
(c) the measures and safeguards provided to protect the rights and freedoms of
data subjects pursuant to this Regulation;
(d) where applicable, the contact details of the data protection officer;
(e) the data protection impact assessment provided for in Article 35; and
(f) any other information requested by the supervisory authority.
4. Member States shall consult the supervisory authority during the preparation of a
proposal for a legislative measure to be adopted by a national parliament, or of a regulatory
measure based on such a legislative measure, which relates to processing.
5. Notwithstanding paragraph 1, Member State law may require controllers to consult with,
and obtain prior authorisation from, the supervisory authority in relation to processing by a
controller for the performance of a task carried out by the controller in the public interest,
including processing in relation to social protection and public health.
Article 40 “Codes of conduct"
=> Recital: 98, 99
1. The Member States, the supervisory authorities, the Board and the Commission shall
encourage the drawing up of codes of conduct intended to contribute to the proper
LCCG Data Protection Impact Assessment Procedure V066
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application of this Regulation, taking account of the specific features of the various
processing sectors and the specific needs of micro, small and medium-sized enterprises.
2. Associations and other bodies representing categories of controllers or processors may
prepare codes of conduct, or amend or extend such codes, for the purpose of specifying the
application of this Regulation, such as with regard to:
(a) fair and transparent processing;
(b) the legitimate interests pursued by controllers in specific contexts;
(c) the collection of personal data;
(d) the pseudonymisation of personal data;
(e) the information provided to the public and to data subjects;
(f) the exercise of the rights of data subjects;
(g) the information provided to, and the protection of, children, and the manner in
which the consent of the holders of parental responsibility over children is to be
obtained;
(h) the measures and procedures referred to in Articles 24 and 25 and the measures to
ensure security of processing referred to in Article 32;
(i) the notification of personal data breaches to supervisory authorities and the
communication of such personal data breaches to data subjects;
(j) the transfer of personal data to third countries or international organisations; or
(k) out-of-court proceedings and other dispute resolution procedures for resolving
disputes between controllers and data subjects with regard to processing, without
prejudice to the rights of data subjects pursuant to Articles 77 and 79.
3. In addition to adherence by controllers or processors subject to this Regulation, codes of
conduct approved pursuant to paragraph 5 of this Article and having general validity
pursuant to paragraph 9 of this Article may also be adhered to by controllers or processors
that are not subject to this Regulation pursuant to Article 3 in order to provide appropriate
safeguards within the framework of personal data transfers to third countries or
international organisations under the terms referred to in point (e) of Article 46(2). Such
controllers or processors shall make binding and enforceable commitments, via contractual
or other legally binding instruments, to apply those appropriate safeguards including with
regard to the rights of data subjects.
4. A code of conduct referred to in paragraph 2 of this Article shall contain mechanisms
which enable the body referred to in Article 41(1) to carry out the mandatory monitoring of
compliance with its provisions by the controllers or processors which undertake to apply it,
without prejudice to the tasks and powers of supervisory authorities competent pursuant to
Article 55 or 56.
5. Associations and other bodies referred to in paragraph 2 of this Article which intend to
prepare a code of conduct or to amend or extend an existing code shall submit the draft
code, amendment or extension to the supervisory authority which is competent pursuant to
Article 55. The supervisory authority shall provide an opinion on whether the draft code,
amendment or extension complies with this Regulation and shall approve that draft code,
amendment or extension if it finds that it provides sufficient appropriate safeguards.
LCCG Data Protection Impact Assessment Procedure V066
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6. Where the draft code, or amendment or extension is approved in accordance with
paragraph 5, and where the code of conduct concerned does not relate to processing
activities in several Member States, the supervisory authority shall register and publish the
code.
7. Where a draft code of conduct relates to processing activities in several Member States,
the supervisory authority which is competent pursuant to Article 55 shall, before approving
the draft code, amendment or extension, submit it in the procedure referred to in Article 63
to the Board which shall provide an opinion on whether the draft code, amendment or
extension complies with this Regulation or, in the situation referred to in paragraph 3 of this
Article, provides appropriate safeguards.
8. Where the opinion referred to in paragraph 7 confirms that the draft code, amendment
or extension complies with this Regulation, or, in the situation referred to in paragraph 3,
provides appropriate safeguards, the Board shall submit its opinion to the Commission.
9. The Commission may, by way of implementing acts, decide that the approved code of
conduct, amendment or extension submitted to it pursuant to paragraph 8 of this Article
have general validity within the Union. Those implementing acts shall be adopted in
accordance with the examination procedure set out in Article 93(2).
10. The Commission shall ensure appropriate publicity for the approved codes which have
been decided as having general validity in accordance with paragraph 9.
11. The Board shall collate all approved codes of conduct, amendments and extensions in a
register and shall make them publicly available by way of appropriate means.
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1.

Introduction

Liverpool CCG has a legal responsibility to ensure that the processing of personal information
relating to living individuals is carried out in accordance with the requirements of the Data
Protection Act 1998 (The Act) and the General Data Protection Regulations (GDPR). The
Organisation has a duty to comply with the guidance on protecting person identifiable
information issued by the NHS.
The European Union requires existing and new member states to implement Data Protection
legislation. The Act forms the legal base within the UK to encompass the European Directive
95/46/EC on the Protection of Individuals with Regard to the Processing of Personal Data and
brings the UK in line with the rest of the European Economic Area.
The Act sets out 8 key principles, and scheduled conditions that must be met before processing
personal and sensitive information.
The Organisation recognises that there is a need to achieve an appropriate balance between the
individuals’ right to privacy and the need of the organisation to carry out its lawful business
function.
The existing Act will be replaced by the General Data Protection Regulations (GDPR) on 25 May
2018 and will have a direct effect on the CCG – See Appendix A and Section 5

2.

Aim

The aim of this policy is to show how the CCG will achieve compliance with the Act and to raise
the awareness of those who work for or on behalf of the CCG to their responsibilities to comply
with the Act and of the consequences of breaching the legislation.
This policy applies to all person identifiable information processed by or on behalf of the CCG.
This includes personal/sensitive information concerning service users, relatives, carers,
permanent or temporary staff, students and volunteers, held in manual or electronic format by
or on behalf of the CCG and also includes, but is not limited to, photographs, images, audio tape,
electronic media, microfilm, and CCTV.
This policy is applicable to all employees of the CCG, students, temporary staff, volunteers,
contracted staff and Governing Body Members, including office holders, clinical and other leads
working with the CCG.
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3.

Definitions

Health Record

The Data Subject
The Data Controller
Fair Processing Notice
Subject Access Rights
3rd Party Processor
Caldicott Guardian

Data Protection Officer

Access to Health Records Act 1990

Data Protection Act 1998
LCCG Data Protection Policy V07

The Data Protection Act 1998 defines a health
record ‘as a record consisting of information
relating to the physical or mental health or
condition of an identified individual made by
or on behalf of a health professional in
connection with the care of that individual’. A
health record may be recorded in
computerised or manual form or a
combination of both.
An individual who is the subject of the
information (service user)
A person (organisation) who determines the
purposes for which and the manner in which
personal data, is processed
The provision of information to a data subject
which details the who, what, when and why
of information sharing
Individuals can make an application in writing
to gain access to information held/processed
about them
Any person (organisation) processing data on
behalf of the data controller other than an
employee of the data controller
Designated by the Caldicott Committee as
being responsible for overseeing the
arrangements for the use and sharing of
clinical/personal information.
The data protection officer shall have at least
the following tasks:
(a) to inform and advise the controller or the
processor and the employees who carry out
processing of data
(b) to monitor compliance with GDPR, data
protection provisions and with the policies of
the controller or processor including the
assignment of responsibilities, awarenessraising and training of staff involved in
processing operations, and the related audits
This Act has been repealed to the extent that
it affected the health records of living service
users and is now only in force in respect of
deceased service users. Applies to records
created since 1st November 1991
An Act that regulates the processing of
Page 5 of 21

General Data Protection Regulation

Freedom of Information Act 2000

LCCG Data Protection Policy V07

information relating to living individuals
including the holding use or disclosure of
such information
The new General Data Protection Regulations
(GDPR) will come into force on 25 May 2018
and will have a direct effect on the
Organisation and this IG Framework which
refers to related policies and procedures. It
will replace the DPA 1998
An Act to make provision for the disclosure of
information held by Public Authorities
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4.

Responsibilities

4.1 Accountable Officer
The Accountable/Chief Officer has ultimate responsibility for this policy and ensuring that the
organisation complies with Legislation and with the CCGs responsibilities as a Data Controller
under the Act.
4.2 Caldicott Guardian
The CCG Caldicott Guardian is responsible for the confidentiality of person identifiable
information as designated in the Caldicott Report and for the information governance agenda
which incorporates data protection.
4.3 The Senior Information Risk Owner (SIRO) & Information Governance Lead
The SIRO and Information Governance Lead for the CCG is the Chief Finance Officer who will
ensure that the organisation is compliant with data protection information security principles.
The Senior Information Risk Owner (SIRO) will ensure that risk assessments are conducted on
critical information system and information assets. The SIRO will sign off appropriate Data
Protection Impact Assessments (DPIAs) at the earliest stage of the procurement of new
information systems. The SIRO will report to the Finance Procurement and Contracting
Committee which is a designated subgroup of the Board on identified risks and issues and the
steps taken to mitigate risks.
The SIRO will be the designated Data Protection Officer and provide advice and expertise in
relation to data protection issues and access to records within the CCG and will complete the
annual Data Protection Notification audit in compliance with the Act.
4.4 Data Protection Officer
As the organisation is a public body and processes large amounts of personal confidential data,
the board has decided that a Data Protection Officer as described in Article 37 of the GDPR is
mandated.
This decision was based on Article 37 of the GDPR which details three specific cases where an
organisation must recruit, appoint and give responsibilities to a DPO if:•
•

They’re a public authority or body processing data (e.g. a hospital or CCG)
The core part of the business is the control and processing of data, and they do this
on a large scale, with ‘regular and systematic monitoring of data subjects’
Although the official law does not define what ‘large scale’ means, other authorities
have deemed this to be the processing of data from over 5000 individuals, within a
12-month period.
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•

Processing of personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural
person, data concerning health or data concerning a natural person's sex life or
sexual orientation

The criterial above is the basis for the organisation to appoint a DPO. The position will be
regularly reviewed as required.
4.5 The Finance Procurement and Contracting Committee
The Finance Procurement and Contracting Committee will monitor compliance with the Act on
behalf of the Board and will receive reports on identified risks and issues.
4.6 The Information Governance Steering Group
The Information Governance Steering Group will be a forum for the discussion and resolution of
data protection and confidentiality issues and risks, reporting to the Finance Procurement and
Contracting Committee. The group will be a forum for the review of privacy impact assessments
on behalf of the SIRO.
4.7 The Corporate Services Manager
The Corporate Services Manager will manage the processing of subject access requests from
service users and CCG staff, and will provide reports on compliance to the Information
Governance Steering Group.
4.8 Human Resources Senior Manager(s)
Human Resources senior manager(s) will have in place staff contracts that contain clauses
detailing staff responsibility to comply with data protection legislation and confidentiality and
that training and this policy are provided to staff at induction to the organisation.
Human resources senior manager(s) will review personnel records that are requested by staff to
identify any information that may not be accessible.
4.9 Departmental Managers
Departmental Managers will monitor the use of person identifiable information, will ensure
appropriate measures are taken to comply with data protection and confidentiality standards
and will provide assurance of compliance in their department.
4.10 Staff
It is the responsibility of all permanent and temporary staff, students and volunteers and
contracted staff to comply with data protection legislation and the confidentiality of personal
LCCG Data Protection Policy V07
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information. Staff are required to familiarise themselves with CCG Information Governance
guidance and policies and actively seek advice if they have any concerns or issues.

5.

Data Protection Act 1998 and GDPR

The Data Protection Act 1998 is described as ‘An Act to make provision for the regulation of the
processing of information relating to individuals, including the obtaining, holding, recording, use
or disclosure of such information’.
The Act applies to person identifiable information relating to living individuals held in manual or
electronic format. This will include but is not limited to health, personnel and payroll records.
The information may be held in manual or electronic files, on portable devices, on microfiche,
video, x-rays, emails, may be scanned, or recorded on audio tape or CCTV, or be photographic
images.
The Act requires organisations that process personal information to be registered as a Data
Controller, with the Office of the Information Commissioner and to comply with the Act.
Compliance within the Organisation will primarily be achieved by adhering to the 8 Data
Protection Principles, processing person identifiable information securely, implementing
Information Governance policies and procedures and training.
The DPA will be replaced by the UK version of the General Data Protection Regulation (GDPR)
which includes a set of IG, data protection and cyber requirements more rigorous than the DPA.
Of particular importance are the following major differences: •
•
•
•
•
•
•
•
•
•

6.

An all-inclusive information asset register with data flow mappings that must be
maintained and processes developed to ensure the assets are current
The legal basis for the processing of information are required to be developed
Consent with suitable ‘opt in’ and ‘opt out’ conditions must be included
The Information Commissioners’ Office (ICO) must be notified of data breaches
within 72 hours
Increased fines for failure to comply with the regulations will be imposed [noted]
Fair processing notices will require updating to inform users of GDPR implications
The introduction of a Data Protection Officer (DPO) role to the organisation will be
considered
There will be changes to individual’s rights over the way data is stored
Timescales for Subject Access Request responses etc. will be decreased
Evidence of GDPR compliance and audit must be made transparent and available

Notification

The CCG will review and renew its Data Protection Notification annually with the Office of the
Information Commissioner. The CCG recognises that failure to comply with this process and
keep the information up to date is a criminal offence.
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Managers of CCG services will inform the SIRO where there are significant changes to the type of
information collated, the way in which information is handled or where new processing is to be
implemented or systems procured.
An audit will be conducted prior to the renewal process to ensure that the CCG notification is
current and up to date.

7.

Application of the Data Protection Principles

7.1 DPA Principle 1 - Fair and Lawful Processing
7.1.1 Service users
The CCG will meet with the requirement of the Act to provide data subjects with fair processing
notices to explain the use of person identifiable information. These will take the form of leaflets
and posters, and will be placed in public accessible areas, provided at point of contact and made
available on the CCG Internet site.
Where appropriate, verbal explanations will be given to service users at point of contact before
their personal information is used in ways that they may not be aware of and their consent will
be obtained.
Fair processing notices will inform the service user of:
•
•
•
•

the identity of the Data Controller
the identity of any representative of the Data Controller
the purpose or purposes for which the data are intended to be processed
any other information that is necessary to enable the particular processing to be fair

Guidance on the use of person identifiable information will be provided to staff in the form of a
Confidentiality Code of Conduct which will be made available on the CCG Intranet site and will
be referenced at induction.
7.1.2 Staff
Procedures will be in place to notify permanent, temporary employees, volunteers, students
and Governing Body Members of the uses of their personal data. Any changes to the processing
of the personal information of employees will be communicated prior to that change.
7.1.3 Data Processing
Principle 1 requires that the processing of identifiable information is lawful. When considering
the consent of the individual to the processing of their data the CCG will take into account that
individuals right to withdraw consent at any time. The CCG will:-
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•
•
•
•
•

only obtain personal data from data subjects in a manner that does not deceive or
mislead them as to the purpose for the data collection
provide fair processing notices at the point of data collection
ensure that personal data is processed with fairness and in compliance with all
applicable legal provisions
ensure that all personal data processing complies with at least one of the legitimising
conditions contained in Schedule 2 of the Act
ensure that the processing of sensitive personal data is legitimised by at least one of the
conditions listed in Schedule 3 of the Act

7.2 DPA Principle 2 – Obtained for one or more specified purposes
The 2nd Data Protection Principle requires the CCG to make known to the relevant data subjects
the purpose(s) for which the data is required. The CCG will recognise this requirement in
relation to the 1st Principle - fair processing notices.
The CCG will ensure that it does not use the information that it processes in any manner that is
incompatible with the reason for which it was originally collated without seeking the further
consent of the individual.
The CCG will impose contractual requirements on 3rd parties who process data on its behalf.
Requirements will stipulate that data must not be further processed by the 3rd party for any
purposes that are not compatible with the specified purpose.
7.3 DPA Principle 3 – Adequate relevant and not excessive
The CCG will ensure that its data collection processes are adequate and not excessive for the
purpose for which the data is collated and that the information requested is relevant to the
purpose for which it is required.
The CCG will review data sets and forms to ensure that information requested is adequate
relevant and not excessive for purpose.
7.4 DPA Principle 4 – Accurate and up to date
The CCG will have processes in place to check that person identifiable information is current and
up to date. These processes will be part of the working practice of services and departments.
7.5 DPA Principle 5 – Not kept for longer than is necessary
The CCG will maintain a Records Management Policy that will be available to employees which
will be embedded in processing arrangements to ensure that records are not kept beyond the
stated minimum retention periods.
Processes will detail the secure destruction of records once they have exceeded the agreed
records retention periods.
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7.6 DPA Principle 6 - The Rights of the Data Subject
The CCG will make provision for the rights of data subjects within the Act, as follow:
7.6.1 Access to personal data
Provision will be made for the processing of subject access requests on behalf of the CCG where
the information is held in health-related records. These provisions will be detailed in subject
access procedures which should be read in conjunction with this policy.
The CCG will make provision for requests to access records in relation to legal proceedings.
The CCG will make provision for access to records of the deceased under the Access to Health
Records Act 1990.
Subject access processing staff will make available written procedures for employees,
volunteers, temporary staff, students who require access to their personal information.
Access by an employee of the CCG to their occupational health records will be with their
documented consent.
Section 29 Data Protection access requests will be processed and approved by the Caldicott
Guardian with the support of subject access processing staff. Requests will be reviewed before
information is provided.
Requests for personal data recorded on CCTV will be considered as subject access requests. Each
request will be subject to the provisions of the Act.
Any section 29 application for CCTV information from the police in relation to a crime or
possible criminal proceedings will be assessed on an individual basis.
Freedom of Information requests for person identifiable information will be subject to the
exemption in the Freedom of Information Act and be compatible with the provisions of the Data
Protection Act.
7.6.2 Processing Likely to Cause Damage and Distress
The Act provides that where the processing of personal data is causing or is likely to cause
unwarranted and substantial damage or unwarranted and substantial distress to the data
subject or another, the data subject will be entitled to require that processing to cease.
The CCG will ensure that, following guidance in the Act and with the direction of the Caldicott
Guardian the CCG will respect the rights of the individual to cease such processing.
Where a data subject feels that their information has been misused or inappropriately disclosed
the CCG will investigate the incident. Procedures and processes will be implemented or changed
were appropriate, following the recommendations of investigations.
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7.6.3 Direct Marketing
The CCG will not use the information in its systems for direct marketing purposes without
explicit consent.
7.6.4 Automated Decision Making
The CCG will ensure that any automated decision making processes will be reflected in its Data
Protection Notification and will respect the rights of the data subject to have automated
decisions reconsidered.
7.6.5 Rectify, Block or Erase
Where a data subject has requested that information in a medical record be rectified, blocked or
erased the provisions set out in the Subject Access Policy will be implemented.
Where an application to rectify, block or erase person identifiable information other information
contained in a health related record is received the CCG will respect the individuals’ right to
have inaccurate data amended where the information held is found to be inaccurate.
.
7.6.6 Compensation
The CCG recognises that an individual who has suffered damage as a result of contravention of
any provision in the Act may be entitled to compensation, and that under the Act, compensation
for distress may be claimed in all cases where the individual has suffered damage.
Complaints of damage and distress following the processing of person identifiable information
will be investigated following the CCG Complaints Procedure.
7.6.7 Request an Assessment by Information Commissioner
The CCG will ensure that where an applicant is unhappy with the way that the organisation has
processed personal data they will be informed of the right to request an assessment from the
Information Commissioner.
7.7 DPA Principle 7 – Technological and Organisational Security
Identifiable information held in manual or electronic format will be kept secure at all times the
CCG will ensure there are adequate policies and procedures in place to protect against
unauthorised processing of information and against accidental loss, destruction and damage to
this information.
NHS and IT Security Standards will be applied to electronic systems, equipment and mobile
technology and to the physical security of Trust buildings. Training will be provided to staff on
induction to the organisation and through annual Mandatory training.
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The CCG will conform to the Information Commissioners Code of Practice in relation to the
processing of personal data captured by CCTV cameras operating inside or outside of the
organisations buildings.
7.8 DPA Principle 8 – Not transferred outside of the European Economic Area (EEA)
The CCG will ensure that any transfers of service user/staff information outside of the European
Economic Area will be declared to the Information Commissioner in the Data Protection
Notification.
Contracts with 3rd party processors will be assessed and audited for any such transfers. Where
there is a necessity for such transfers the CCG SIRO must be informed as soon as possible prior
to the transfers taking place. Such transfers will only be considered if they meet the
requirements stipulated in the Act.
7.9

GDPR Principles

The principles proposed by Article 5 of GDPR identify that personal data shall be:
a) processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);
b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1) 1, not be considered to be incompatible
with the initial purposes (‘purpose limitation’);
c) adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed (‘data minimisation’);
d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without delay (‘accuracy’);
e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed solely
for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes in accordance with Article 89(1) subject to implementation of the
appropriate technical and organisational measures required by this Regulation in order
to safeguard the rights and freedoms of the data subject (‘storage limitation’);
f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures
(‘integrity and confidentiality’).

1

Article 89 - Safeguards and derogations relating to processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes (156, 157, 158, 159, 160, 161, 162, 163)
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8.

Information Sharing

The CCG will ensure that appropriate information sharing arrangements are in place where
there is a justified reason to share information with other organisations.
Information sharing agreements will make consideration for data protection and other statutory
gateways and other appropriate legislation in relation to the processing of personal data.
The CCG will respect the individuals’ right to object to the collation or sharing of personal
information.
Unauthorised processing, sharing, disclosure or loss of person identifiable data by CCG staff will
be treated as a disciplinary offence.

9.

Third Party Contracts

Where there is a necessity for the CCG to utilise a third party processor, appropriate data
protection and confidentiality clauses will be required within the contract.
The CCG will audit contracts of external agencies that process personal information on its behalf
for compliance with the stipulated requirements.
All processors of CCG data must have in place adequate data protection assurance such as:• The IG Toolkit V14.1 Level2 (until 31st March 2018)
• The Data Security Protection (DSP) Toolkit from 1st April 2018 which follows the 10
National Data Guardian data protection principles
• Either Cyber Essential Plus or
• ISO 27001 or
• equivalent

10.

Contracts of Employment

Staff employment contracts will include data protection and confidentiality clauses. Agency,
contract staff and students will be required to sign confidentiality agreements.
Volunteers are subject to the legal provisions of the Data Protection Act and will be required to
sign a confidentiality clause before any active participation in the CCG business.

11.

Training

The CCG will ensure that training in data protection, confidentiality and information security is
made available annually to staff and is mandated.
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Training will be provided to new employees in data protection, confidentiality and information
security as part of the CCG induction process. Mandatory training courses will contain modules
on data protection, confidentiality and information security to an appropriate level. Where
there is a recognised identified need to provide more intensive training it will be made available.

12.

Audit

Annual internal audit will be carried out in relation to data protection through the Information
Governance Toolkit.
External audit will be carried out as required or deemed appropriate.

13.

Enforcement

The CCG recognises that failure to comply with the provisions of the Act may result in
enforcement action being taken by the Information Commissioner Office. The CCG recognises
that it is a criminal offence to fail to respond appropriately.

14.

Dissemination and Implementation

This Policy will be made available to the Public through the CCG Internet site, in supporting
documentation and upon application.
Leaflets will be available to the public/staff at strategic organisational points and where
appropriate, which will contain fair processing information.
This Policy will be made available to staff through the CCG Intranet site and will be included in
training sessions.
New employees will be made aware of this policy through the Induction process.
The CCG will ensure that appropriate processes are in place that detail how this policy will be
implemented.

15.

Monitoring Compliance with Effectiveness

This policy will be reviewed every two years (or sooner if new legislation, codes of practice or
national standards are introduced).
The implementation and compliance with this Policy will be monitored by the Information
Governance Steering Group
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Processes will be implemented that detail the steps to be taken to comply with the relevant
sections of this policy where and when necessary.
Data protection audits will be carried out when and where necessary and reports will be
presented to the Information Governance Steering Group to monitor compliance. Action plans
will be devised to deal with any identified issues.
Compliance with this policy will be monitored during the investigation of complaints, identified
incidents or risks.
This policy will be monitored through supporting evidence to the Information Governance
Toolkit

16.

Associated Policies
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

IG Strategy and Management Framework
Data Protection Policy
Information Security Policy
Corporate Governance Policy
Records Lifecycle Policy
Acceptable Use Policy
Business Continuity Policy
IS Code of Practice
Subject Access Policy
Pseudonymisation Policy
Mobile Working and Teleworking Policy
Confidentiality and Information Sharing Code of Practice
Freedom of Information Policy
Staff Disclosure under FOI Act
F0I & Environment Information Regulations Complaints Procedure (if required)
Systems Level Security Policy
Network Security Policy
Privacy Impact Assessment Template
Procedure for the Transfer and Receipt of Personal and Sensitive Information –
Information Asset Register Procedure
Data Flow Mapping Register Procedure
Confidentiality Audit Procedure
IG Incident Management Reporting Procedure
Patient Information Quality Policy
Information Quality Process V01
Risk Management Procedure V01
Patient Information Quality Policy
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17.

Associated Legislation and Guidance
•
•
•
•
•
•
•
•
•

Access to Health Records Act 1990
Access to Medical Reports Act 1988 (to be replaced by GDPR in May 2018)
Data Protection Subject Access Fees and Miscellaneous Provisions Regulations 2000
Department of Health Guidance on Access to Health Records Requests 2010
Freedom of Information Act 2000
Human Rights Act 2000
NHS Code of Practice: Records Management
NHS Code of Practice: Confidentiality
NHS Code of Practice: Information Security
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Appendix A: GDPR Articles
CHAPTER I - General provisions
Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)
CHAPTER II - Principles
Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society
services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)
CHAPTER III - Rights of the data subject
Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of
the rights of the data subject (58, 59)
Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data
subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained
from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)
Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or
restriction of processing
Article 20 - Right to data portability (68)
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Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)
Section 5 - Restrictions
Article 23 - Restrictions (73)
CHAPTER IV - Controller and processor
Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union
(80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority
Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85,
87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)
Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)
Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)
Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies
CHAPTER V - Transfers of personal data to third countries or international organisations
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Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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1.

Introduction

Liverpool CCG (the Organisation) consider that Information security is everyone’s responsibility; this
procedure has been developed to ensure organisation employees identify information security incidents,
suspected information security weaknesses or near misses or security threats to services or systems and
report these incidents through appropriate management channels for investigation and follow up. This
procedure should be read in conjunction with the NHS Digital document:Checklist Guidance for Reporting, Managing and Investigating Information Governance and Cyber Security
Serious Incidents Requiring Investigation
https://www.igt.hscic.gov.uk/resources/HSCIC%20SIRI%20Reporting%20and%20Checklist%20Guidance.pdf
The Data Protection Act 1998 is to be replaced by a UK version of the General Data Protection Regulation on
25th May 2018. All data breach reporting must adhere to the new UK Data Protection Act. (GDPR Article 32,
33 and 34)

2.

An Information Security Incident

An information security incident is any violation of the organisation’s Information Governance (IG)
/Information Security Policy. The term information security incident and suspected incidents is very broad and
includes, but is not limited to, incidents that relate to the loss, disclosure, denial of access to, destruction or
modification of the CCG’s information, or information systems.
An information security incident can be defined as any event that has resulted or could result in:
•
•
•

The disclosure of confidential information to an unauthorised individual
The integrity of a system or data being put at risk
The availability of the system or information being put at risk

An adverse impact can be defined for example as:
•
•
•
•
•

Threat to personal safety or privacy
Legal obligation or penalty
Financial loss
Disruption of Practice business
An embarrassment to the Practice

Examples of security incidents:
•
•
•
•
•
•

Using another user’s login id/swipe card
Unauthorised disclosure of information
Leaving confidential / sensitive files out on display
Theft or loss of IT equipment
Theft or loss of computer media, i.e. floppy disc or memory stick
Accessing a person’s record inappropriately e.g. viewing your own health record or family members,
neighbours, friends etc.,
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•
•
•
•
•
•
•

Writing passwords down and not locking them away
Identifying that a fax or email has been sent to the wrong recipient
Sending/receiving a sensitive email to/from “all staff” by mistake
Giving out or overhearing personally identifiable information over the telephone
Positioning of pc screens where information could be viewed by the public
Software malfunction
Inadequate disposal of confidential material

Diligent employees should question procedures, protocols and events that they consider could cause damage,
harm, distress, break of compliance or bring the CCG’s name into disrepute.

3.

Reporting of Security Incidents

All information security incidents should be reported to the SIRO on the incident reporting form (see
Appendix A) who will ascertain the level of risk and ensure any immediate action is taken appropriate to the
level of risk. All incidents will need to be formally recorded on an incident report form and, if appropriate
logged to the organisation’s risk management or incident reporting system.
Under the GDPR all data breaches must be reported to the Information Commissioner’s Office within 72
Hours from the point of discovery of the breach. See Appendix C
The responsible officer in the organisation will investigate, document and if necessary provide feedback on
the outcome of the incident.
All significant incidents relating to information security should be reported to the commissioner’s Information
Governance Lead and Caldicott Guardian, particularly in instances where these involve bulk data loss or
confidentiality breaches.
In addition, if the incident is of sufficient seriousness, the incident will be required to be recorded on the
HSCIC IG Toolkit SIRI section using the appropriate tool. See:https://www.igt.hscic.gov.uk/resources/HSCIC%20SIRI%20Reporting%20and%20Checklist%20Guidance.pdf
Which includes a scoring methodology to classify the incident.
A register will be kept of all incidents reported, irrespective of whether they lead to a complaint or not. All
incidents should be considered as to whether they indicate a need for improvement in arrangements. The
register may be incorporated into other incidents registers as appropriate. A regular report on the number,
type and location of information security incidents should be made, allowing any trends to be picked up and
addressed.

By reporting such incidents or near misses it allows the organisation to relate to similar occurrences and
highlights any areas of vulnerability, identifying where greater awareness is needed, or procedures/ protocols
that require reviewing. Good reporting generates better statistical data thus, keeping the organisation
informed.
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When reporting an information security incident, it is important to ensure sufficient information is given to
the SIRO to enable them to understand and respond appropriately to the report. Users can report security
related incidents in confidence; no information about a user’s involvement in a security incident will be
released without explicit permission.
If reporting software malfunctions, symptoms of the problem and any messages appearing on the screen
should be noted. The PC or mobile device should be isolated and the use of it stopped, until reported. Users
must not attempt to remove suspected software or attempt to ‘repair/mend’ equipment unless authorised to
do so.

4.

Description of Incident

It is important that the information security incident reports give as much detail as possible. Including a
description of activities leading up to the security incident, information about circumstances prevailing at the
time, how the incident came about, how the incident was detected.
See Appendix B
The information security incident or suspected incident report should include full details of the incident in as
much details as possible to enable a full investigation to be carried out if necessary. However, when logging
incidents, personal details should, wherever possible, be omitted.
Whenever possible when reporting information security incidents, any protocols or procedures which may
have been compromised should be referenced on the report.
All information security incidents will be prioritorised in accordance with the severity of the incident by the
person logging these on the risk or incident reporting system.
The incident reporting procedure requires that information security incidents be reported as soon as possible
after they occur, or have been identified. Reports sent immediately after the incident are likely to be the
most valuable; if there is a delay between an incident occurring and the discovery of said incident, the
incident should still be reported.

5.

Follow Up

Incidents should be used in training sessions about security and confidentiality as using ‘real life events’
relevant to a practice can always be related to by staff, a lot better than in imaginary events. This will give the
attendees and example of what could occur, how to respond to such event and how to avoid them in the
future.
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Appendix A Organisation IG Incident Report Template

Do not include Personal Confidential Data in this form

Organisation/Team:
Department:
Investigating Officer:
Contact details:
Date of Incident
Date of completion
Describe the incident and how the data was
lost/transferred include
what/why/when/how/who
Describe the immediate steps taken to mitigate
the loss after the incident was discovered. Please
include time sent/time discovered/ time taken to
remove/delete data
Who was the incident reported to within the
organisation?
How many individual records were disclosed
/lost?
Please provide details of the type of personal
data disclosed/lost
Please provide details of type of sensitive data
disclosed/lost
How many individuals received the data directly?
Was the data transferred or further shared with
any other individual(s)? Provide details including
name/contact details
Were the recipients NHS staff? Provide details of
staff designation(s) and the organisation(s)
involved
Were the recipients outside of the NHS? Provide
details of the staff designation(s) and
organisation(s) involved
How was the data transferred? i.e. post/fax/email/other
Had this data been transferred by this method
on previous occasions?
If transferred by e-mail was the data encrypted?
Provide details of the encryption used
Does the department involved normally utilise email encryption for all transfers of
personal/sensitive information? Provide details
If unencrypted was it sent from and to an
nhs.net e-mail account? Provide details of all
sender and recipients e-mail addresses
If transferred by e-mail was it sent from or to an
individual’s personal e-mail account such as
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Response

@hotmail.com or @ BTinternet.com.? Provide
details
Is the loss likely to cause any damage or distress
to the individuals whose data was disclosed?
Is the loss likely to cause any financial loss to the
individuals whose data was disclosed?
Has an Incident form been completed and
submitted? Please provide details
Does this incident meet the reporting criteria for
a SUI? If so has it been reported? Provide details
Does this incident meet with the DoH criteria for
reporting to the Information Commissioners
Office? If so has it been reported? Provide
details
Has a risk assessment been conducted? Please
provide details and a copy of the assessment
What action has been taken with the staff(s)
directly involved in the loss?
What IG training has the staff member(s)
involved in the loss had in the last 18 months?
Provide evidence of training and indicate type of
training
Do you have written procedures for staff relating
to personal and sensitive information transfers?
Provide details
Provide details of the data flow route from
source to end and include a description of the
transfer mechanism and if any encryption was
included

Post Incident Steps
What IG Training have members of the
department received in the last 18 months?
Provide evidence of training and indicate
type.
What steps have been taken to retrain staff?
Provide evidence of training and details of
when completed
Has staff understanding of training been
assessed? Provide details
How are staff made aware of Trust Policies?
How have you checked staff understanding of
Trust Policies?
What steps have you taken to avoid such
incidents happening again in the department?
Provide details
What changes have you made to ensure
electronic data transfers are secure in the
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future? Provide in depth details
Have you reviewed and updated procedures
and provided to staff? Provide copies of
procedures
Detail any other steps taken with supporting
evidence
Results of SIRI Scoring
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Appendix B - Assessing the Severity of the Incident Guide (IG SIRI)
Although the primary factors for assessing the severity level are the numbers of individual data subjects
affected, the potential for media interest, and the potential for reputational damage, other factors may
indicate that a higher rating is warranted, for example the potential for litigation or significant distress or
damage to the data subject(s) and other personal data breaches of the Data Protection Act. As more
information becomes available, the IG SIRI level should be re-assessed.

Where the numbers of individuals that are potentially impacted by an incident are unknown, a sensible view
of the likely worst case should inform the assessment of the SIRI level. When more accurate information is
determined the level should be revised as quickly as possible.

Please note: Conversely, when lost data is protected e.g. by appropriate encryption, so that no individual’s
data can be accessed, then there is no data breach (though there may be clinical safety implications that
require the incident to be reported down a different route). When the data is protected but risk of
individuals being identified remains an incident and should be reported. The sensitivity factors will reflect
that the risk is low.

All IG SIRIs entered onto the IG Toolkit Incident Reporting Tool, confirmed as severity level 2, will trigger an
automated notification email to the Department of Health, Health and Social Care Information Centre and the
Information Commissioner’s Office, in the first instance and to other regulators as appropriate, reducing the
burden on the organisation to do so.

The IG Incident reporting tool works on the following basis when calculating the severity of an incident:

There are 2 factors which influence the severity of an IG SIRI – Scale & Sensitivity.
Scale Factors
Whilst any IG SIRI is a potentially a very serious matter, the number of individuals that might potentially suffer
distress, harm or other detriment is clearly an important factor. The scale (noted under step 1 below)
provides the base categorisation level of an incident, which will be modified by a range of sensitivity factors.
Sensitivity Factors
Following stakeholder feedback the Sensitivity factors have been revised and are shown on the following
page. Sensitivity in this context may cover a wide range of different considerations and each incident may
have a range of characteristics, some of which may raise the categorisation of an incident and some of which
may lower it. The same incident may have characteristics that do both, potentially cancelling each other out.
For the purpose of IG SIRIs sensitivity factors may be:
i. Low – reduces the base categorisation ii. High
– increases the base categorisation
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Categorising SIRIs
The IG SIRI category is determined by the context, scale and sensitivity. Every incident can be categorised as
level:

1. Level 0 or 1 confirmed IG SIRI but no need to report to ICO, DH and other central bodies/regulators.
2. Level 2 confirmed IG SIRI that must be reported to ICO, DH and other central bodies/regulators.
A further category of IG SIRI is also possible and should be used in incident closure where it is determined that
it was a near miss or the incident is found to have been mistakenly reported:

0. Near miss/non-event
Where an IG SIRI has found not to have occurred or severity is reduced due to fortunate events which
were not part of pre-planned controls this should be recorded as a “near miss” to enable lessons learned
activities to take place and appropriate recording of the event.

The following process should be followed to categorise an IG SIRI
Step 1: Establish the scale of the incident. If this is not known it will be necessary to estimate the maximum
potential scale point.

Baseline Scale (existing)
0

Information about less than 11 individuals

1

Information about 11-50 individuals

1

Information about 51-100 individuals

2

Information about 101-300 individuals

2

Information about 301 – 500 individuals

2

Information about 501 – 1,000 individuals

3

Information about 1,001 – 5,000 individuals

3

Information about 5,001 – 10,000 individuals

3

Information about 10,001 – 100,000 individuals

3

Information about 100,001 + individuals
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Step 2: Identify which sensitivity characteristics may apply and the baseline scale point will adjust
accordingly.

Sensitivity Factors (SF) modify baseline scale

Low:

For each of the following factors reduce the baseline score by 1
(A) No sensitive personal data (as defined by the Data Protection Act 1998) at risk
nor data to which a duty of confidence is owed

-1 for each

(B) Information readily accessible or already in the public domain or would be made
available under access to information legislation e.g. Freedom of Information Act
2000
(C ) Information unlikely to identify individual(s)

High:

For each of the following factors increase the baseline score by 1
(D) Detailed information at risk e.g. clinical/care case notes, social care notes
(E) High risk confidential information
(F) One or more previous incidents of a similar type in the past 12 months

+1 for each

(G) Failure to implement, enforce or follow appropriate organisational or technical
safeguards to protect information
(H) Likely to attract media interest and/or a complaint has been made directly to the
ICO by a member of the public, another organisation or an individual
(I) Individuals affected are likely to suffer substantial damage or distress, including
significant embarrassment or detriment
(J) Individuals affected are likely to have been placed at risk of or incurred physical
harm or a clinical untoward incident

The Incident Reporting Tool will not allow you to select sensitivity factors which would not be relevant
based on initial selections. See below for settings and key for A to J sensitivity factors noted above.
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When user selects this:

The following sensitivity factors are excluded:

A

D, E

B

D, E, I, J

C

I,J

D

A, B

E

A, B

F

Nothing excluded

G

Nothing excluded

H

Nothing excluded

I

B, C

J

B, C

Step 3:

Final Score
1 or less
2 or more

Where adjusted scale indicates that the incident is level 2, the incident should be reported
to the ICO and DH within the reporting timescales noted in this guidance. There is a ‘notify
later’ option within the IG Incident Reporting Tool which can be used to save the incident
for a short period to allow you to seek authorisation from local Senior Management or Data
Protection Officer to report to Regulators/Central Bodies, if required.

Level of SIRI
Level 1 IG SIRI (Not Reportable)
Level 2 IG SIRI (Reportable)
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Sensitivity Factor Guide (IG SIRI)
(A) No sensitive personal data (as defined by the Data Protection Act 1998) at risk nor data to which a duty of
confidence is owed
Example: The data involved in the incident does not contain information that includes:

•
•
•
•

Racial or ethnic origin of data subjects
Political opinions of data subjects
Data subjects religious beliefs or other beliefs of a similar nature.
Details as to whether the data subjects are members of a trade union (within
the meaning of the Trade Union and Labour Relations (Consolidation) Act
1992.

•
•
•
•

The physical or mental health or condition of data subjects
Sexual life of data subjects
The commission or alleged commission by a data subject of any offence; or
Any proceedings for any offence committed or alleged to have been
committed by a data subject, the disposal of such proceedings or the
sentence of any court in such proceedings.

Confidential information includes clinical records or any data that would enable someone to learn something
confidential about someone that they didn’t already know.
Data that is neither confidential nor sensitive will be demographic data that isn’t readily available in the
context e.g. an individual’s name in the context of who was present at a hospital on a particular day.

(B) Information readily accessible or already in the public domain or would be made available under access to
information legislation e.g. Freedom of Information Act 2000
Example: The data involved in the incident is already accessible in the public authorities Publication Scheme
or otherwise available on the public authorities website. This could be copies of business meeting minutes,
copies of policies and procedures that may contain the name of a senior officer or members of staff
responsible for signing off such material where they have an expectation that their names and job titles would
be accessible.
Example: Non confidential information e.g. information from telephone directory which includes data items
to which we do not owe a duty of confidence.
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(C) Information unlikely to identify individual(s)
Example: Information is likely to be limited demographic data where the address and/or name of data
subjects is not included. For example: lists of postcodes within political wards
Examples include soundex codes, weakly pseudonymised personal data, and Hospital ID number.

(D) Detailed information at risk e.g. clinical/care case notes , social care notes
Example: This would include Social Worker case notes, Social Care Records, Information extracted from core
Social Care systems, Minutes of Safeguarding Review Meetings, Hospital discharge data details, observations
of service users, clinical records etc.

(E) High risk confidential information
Example: This would include information where disclosure has been prohibited by Order of a Court and may
also include information which its disclosure/handling is governed by statutory requirements, guidance or
industry practice. This may include information processed under the following, but not limited to,
publications:
Information classed as particularly sensitive information: Sexually Transmitted Disease (STD), rape victims,
child safeguarding data which would cause considerable distress and damage if it got into the public domain.

.
(F) One or more previous incidents of a similar type in the past 12 months
Example: More than one incident where an email containing sensitive or confidential data identifying a living
individual, has been sent to the wrong recipient. One or more incidents of Social Workers leaving their case
recording books with a User of a service. One or more incident of a fax being sent to the wrong fax number or
sensitive prints being left on a printer.
Could include multiple incidents of the same type which have occurred within a specific department or unit or
organisation. Specify within the incident details in terms of whether it is a reoccurring problem within a team,
department or throughout the organisation.

(G) Failure to implement, enforce or follow appropriate organisational or technical safeguards to protect
information
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Example: Data has been transferred onto an unencrypted USB device in breach of organisational policy and
subsequently lost. Disclosure of information as a result of not complying with an organisations mobile device
guardianship policy e.g. left in the car overnight.
Example: GP transferring clinical records on unencrypted CD’s. Organisations should have policies in place
which reduce the risk of data breaches and to ensure that avoidable risks do not occur or reoccur.

(H) Likely to attract media interest and/or a complaint has been made directly to the ICO by a member of the
public, another organisation or an individual
Example: Loss of large volumes of personal identifiable data being shared between a public authority and an
outsourced/commissioned provider. Disclosure of information relating to sex offenders or vulnerable adults.
Where a complaint has been made to the ICO. They are duty bound to investigate if a data breach has taken
place. This type of incident would often receive more attention than would otherwise be the case due to the
route by which the breach was raised.

(I) Individuals affected are likely to suffer substantial damage or distress, including significant embarrassment
or detriment
Example: Substantial damage would be financial loss e.g. the loss of Bank Account details of service users,
likely resulting in the actual loss of funds of a data subject. Substantial distress would be a level of upset, or
emotional or mental pain, that goes beyond annoyance or irritation e.g. loss of entire historical record relating
to a previously looked after child.
Example: Details of individual in witness protection program or individual asked for their ID to be protected.

(J) Individuals affected are likely to have been placed at risk of or incurred physical harm or a clinical untoward
incident
Example: Loss of personal information relating to Vulnerable Adults identifying their location, key safe
details, reasons for vulnerability. Disclosure of information relating to Data Subjects located in refuge houses,
Disclosure of information relating to location of offenders being rehabilitated in the community.
Example: Loss of the sole copy of a clinical or social care record. Information where there is no duplicate or
back up in existence, so prejudicing continuity of care.
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Appendix C – GDPR Articles
Article 33 "Notification of a personal data breach to the supervisory authority"
1. In the case of a personal data breach, the controller shall without undue delay and, where feasible, not later
than 72 hours after having become aware of it, notify the personal data breach to the supervisory authority
competent in accordance with Article 55, unless the personal data breach is unlikely to result in a risk to the
rights and freedoms of natural persons. Where the notification to the supervisory authority is not made within
72 hours, it shall be accompanied by reasons for the delay.
2. The processor shall notify the controller without undue delay after becoming aware of a personal data
breach.
3. The notification referred to in paragraph 1 shall at least:
(a) describe the nature of the personal data breach including where possible, the categories and
approximate number of data subjects concerned and the categories and approximate number of
personal data records concerned;
(b) communicate the name and contact details of the data protection officer or other contact point where
more information can be obtained;
(c) describe the likely consequences of the personal data breach;
(d) describe the measures taken or proposed to be taken by the controller to address the personal data
breach, including, where appropriate, measures to mitigate its possible adverse effects.
4. Where, and in so far as, it is not possible to provide the information at the same time, the information may
be provided in phases without undue further delay.
5. The controller shall document any personal data breaches, comprising the facts relating to the personal
data breach, its effects and the remedial action taken. That documentation shall enable the supervisory
authority to verify compliance with this Article

LCCG IG Incident Management Reporting Procedure V05Page 17 of 19

Article 34 – “Communication of a personal data breach to the data subject"
1. When the personal data breach is likely to result in a high risk to the rights and freedoms of natural persons,
the controller shall communicate the personal data breach to the data subject without undue delay.
2. The communication to the data subject referred to in paragraph 1 of this Article shall describe in clear and
plain language the nature of the personal data breach and contain at least the information and measures
referred to in points (b), (c) and (d) of Article 33(3).
3. The communication to the data subject referred to in paragraph 1 shall not be required if any of the
following conditions are met:
(a) the controller has implemented appropriate technical and organisational protection measures, and
those measures were applied to the personal data affected by the personal data breach, in particular
those that render the personal data unintelligible to any person who is not authorised to access it,
such as encryption;
(b) the controller has taken subsequent measures which ensure that the high risk to the rights and
freedoms of data subjects referred to in paragraph 1 is no longer likely to materialise;
(c) it would involve disproportionate effort. In such a case, there shall instead be a public communication
or similar measure whereby the data subjects are informed in an equally effective manner.
4. If the controller has not already communicated the personal data breach to the data subject, the
supervisory authority, having considered the likelihood of the personal data breach resulting in a high risk,
may require it to do so or may decide that any of the conditions referred to in paragraph 3 are met.
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1. Introduction
NHS Liverpool CCG recognises the importance of reliable information in the healthcare of the
service users who utilise its commissioned services and in the effective management and
improvements to those services and resources. Information Governance (IG) plays a key role in
supporting Governance, Service Planning and Performance Management.
This document sets out the principles by which the confidentiality integrity and availability of
person identifiable and corporate information will be managed within the CCG.
This Policy will assure the CCG that person identifiable information will only be processed for a
legitimate purpose and will at all times be processed legally securely efficiently and effectively,
whilst maintaining the business continuity of the organisation.
The aim of the document is to promote the efficient management of information through a
robust IG framework of policies, procedures, management and user accountability and training.

2. Aim
Liverpool CCG recognises the need for an appropriate balance between openness and
confidentiality in the management and use of information.
The CCG fully supports the principles of Information Governance, recognises its accountability,
the importance of implementing security arrangements to safeguard, and policies and
procedures to restrict the use of, and protect the confidentiality of, personal information.
The CCG recognises that, to commission the most effective care, information may have to be
shared between healthcare, social care and other agencies. This will be supported in a
controlled manner consistent with the direct healthcare, and where appropriate the explicit
informed consent of the service user, through best practice and compliance with the law.
Accurate timely and relevant information is essential to commission the delivery of the highest
quality care. The CCG will utilise quality information in the decision making process.

3. Definitions
The key definitions applicable to this policy are as follows:
Access to Health Records Act 1990
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This Act has been repealed to the extent that it
affected the Health Records of living service users and
is now only in force in respect of deceased service
users. Applies to records created since 1st November
1991
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Common Law Duty of
Confidentiality
Caldicott Principles
Data Protection Act 1998

General Data Protection Regulation

Freedom of Information Act 2000
IG Toolkit
Statutory Gateway
Statement of Compliance

Subject Access Provisions

Precedents that have been set by previous decisions
in law that relate to confidentiality
The Caldicott2 report specifies 7 principles that must
be applied to the processing of personal information
An Act that regulates the processing of personal
information relating to living individuals including the
holding use or disclosure of such information
An EU wide data protection regulation that will be
used as the basis of the new Data Protection Act to be
written into UK law on 25th May 2017
An Act to make provision for the disclosure of
corporate information held by Public Authorities
A mandatory self-assessment tool for IG which is
audited for compliance with key requirements.
Permits disclosure of information within the law
The IG Statement of Compliance (IGSoC) is the
process by which organisations enter into an
agreement for access to the NHS National Network
(N3). The process includes elements that set
out terms and conditions for use of NHS CFH systems.
Individuals can make an application in writing to gain
access to information which is processed about them

4. General Data Protection Regulation
The new General Data Protection Regulations (GDPR) will come into force on 25 May 2018 and
will have a direct effect on the Organisation and this IG Framework which refers to related
policies and procedures.
The basis of this framework includes the following requirements of the new GDPR regulations: (Adapted from the ICO 12 steps for GDPR compliance)
1
2
3
4
5

Awareness - Ensure that decision makers and key people in the organisation are aware
that the law is changing to the GDPR and appreciate the impact this is likely to have.
Information you hold - Document what personal data is held, where it came from and
who it is shared with.
Communicating privacy information - Review current privacy notices and develop a
plan in place for making any necessary changes in time for GDPR implementation.
Individuals’ rights - Ensure relevant procedures cover all the rights individuals have,
including the deletion personal data or provide data electronically and in a commonly
used format.
Subject access requests - Update your procedures and plan how you will handle
requests within the new timescales and provide any additional information.
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6
7
8
9
10

11
12

Lawful basis for processing personal data - Identify the lawful basis for processing
activity in the GDPR, document it and update your privacy notice to explain it.
Consent - Review how consent is recorded and managed and whether any changes are
required. Refresh existing consents if they don’t meet the GDPR standard.
Data breaches - Determine if right procedures are in place to detect, report and
investigate a personal data breach.
Children - Consider if procedures are required to verify individuals’ ages and to obtain
parental or guardian consent for any data processing activity.
Data Protection by Design and Data Protection Impact Assessments - Understand the
ICO’s code of practice on Privacy Impact Assessments and latest guidance from the
Article 29 Working Party, and work out how and when to implement them in your
organisation.
Data Protection Officers - Appoint a Data Protection Officer to achieve GDPR
Compliance and assess where this role will sit within the organisation’s structure and
governance arrangements.
International - If the organisation operates in more than one EU member state (i.e. you
carry out cross-border processing), determine your lead data protection supervisory
authority. Article 29 Working Party guidelines provides additional guidance.

GDPR applies to ‘data controllers’ and ‘data processors’. The definitions are similar to the
definitions included within the Data Protection Act 1998 – the controller says how and why
personal data is processed and the processor acts on behalf of the controller.
The organisation as a Data controller will not be relieved of its obligations where a processor is
involved and the GDPR will place further obligations on the Organisation to ensure all contracts
with data processors comply with GDPR. See Appendix A for a list of the main GDPR Articles

5. Responsibilities
5.1 Chief Officer
The Chief Officer has ultimate responsibility for the implementation of the provisions of this
policy and is responsible for ensuring that the organisation meets its corporate legal
responsibilities, and for the adoption of and compliance with internal and external governance
requirements.
5.2 Caldicott Guardian
The Caldicott Guardian who is the individual who has responsibility for overseeing the
implementation of the laws that govern personal information and ensuring that good practice in
relation to access and reuse to service user, staff information is implemented within the best
interests of the individual.
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5.3 Senior Information Risk Owner (SIRO)/IG Lead
The Senior Information Risk Owner is the Acting Chief Finance Officer who is the nominated IG
Lead for the CCG. The SIRO is conversant with and has overall responsibility for Information Risk
Management in the organisation and for monitoring compliance with the Risk Policy.
The SIRO will report to the Board through the Finance Procurement and Contracting Committee
on information risks and through the Statement of Internal Controls, following assurance from
Information Asset Owners.
5.4

Data Protection Officer

As the organisation is a public body and processes large amounts of personal confidential data,
the CCG is mandated to appoint a Data Protection Officer as described in Article 37 of the GDPR.
.
This decision was based on Article 37 of the GDPR which details three specific cases where an
organisation must recruit, appoint and give responsibilities to a DPO if:•

They’re a public authority or body processing data (e.g. a hospital or CCG)

•

The core part of the business is the control and processing of data, and they do this on a
large scale, with ‘regular and systematic monitoring of data subjects’. Although the
official law does not define what ‘large scale’ means, other authorities have deemed this
to be the processing of data from over 5000 individuals, within a 12-month period

•

The core activities of the Organisation or the processor consist of processing on a large
scale of special categories of data pursuant to Article 9 1 and personal data relating to
criminal convictions and offences referred to in Article 10. (Criminal data definitions)

The criterial above is the basis for the organisation to appoint a DPO. The position will be
regularly reviewed as required.
5.5 Information Asset Owners (IAO)
Information assets will be ascribed to Information Asset Owners and recorded in an Information
Asset Register. IAOs will be responsible for risk assessment, reduction and prevention of risk to
designated information assets including on-going evaluation and risk management. This will
include methods for management, avoidance, mitigation and reporting to the SIRO on any
financial implication relating to risk.
5.6 Information Asset Administrators (IAA)
1 Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data
concerning health or data concerning a natural person's sex life or sexual orientation

LCCG IG Policy V066

Page 7 of 18

The IAOs will nominate Information Asset Administrators for each managed asset. Information
Asset Administrators will be identified in the Information Asset register and will support the IAO
by conducting risk assessments on the information asset. The IAA will report to the IAO on
identified risks and the mitigation, or measures to be put in place to reduce risk.
5.7 Finance Procurement and Contracting Committee
The Financial Procurement and Contracting Committee will receive reports on behalf of the
Board showing progress with Information Governance Toolkit submissions, action plans,
compliance with required IG standards and the information security work programme.
The Committee will be a conduit for the decision making process on identified information and
information security risks.
The Committee will be responsible for the ratification of this Policy and Information Governance
related and IM&T Policies.
5.8 Information Governance Steering Group
The Information Governance Steering Group will monitor compliance with this policy and will
report on the management and accountability arrangement for IG, to the Finance Procurement
and Contracting Committee which is a designated subgroup of the Board.
The Information Governance Steering Group will provide a focal point for the resolution and
discussion of IG issues will receive and generate appropriate reports and will monitor
compliance with the IG Management Framework and Department of Health IG Toolkit
mandatory self-assessment tool. The Terms of Reference of the group will specify the
membership responsibilities.
5.9 Departmental Heads
Departmental Heads will monitor compliance with IG standards within their work areas and will
actively seek guidance from, and provide feedback to the C&M CSU Head of Information
Governance.
Departmental Heads will ensure that identified incidents and or risks will be reported through
the CCG incident reporting procedures. Departmental heads will ensure that staff are allowed
time to participate in and complete designated mandatory IG training.
Departmental Heads will be responsible for records management in their departments.

5.10 Staff
Staff have a duty to familiarise themselves with this policy, abide by its principles, understand
and comply with the processes that support Information Governance and confidentiality, report
LCCG IG Policy V066
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incidents through the CCG incident reporting procedures and actively participate in
Induction/mandatory IG training.

6. Key Principles
There are 6 key interlinking strands to this IG Policy:
•
•
•
•
•
•

IG Management
Openness
Legislation, Guidance & Standards
Information Security
Information Quality Assurance
Records Management

6.1 IG Management
The CCG recognises that organisational and managerial structures that support appropriate
consideration of IG issues are essential to a properly managed IG work programme and to
sustain continual improvement.
To implement a robust IG Framework the CCG will provide clear and effective management and
accountability structures, governance processes, documented policies and procedures, training
for staff, and adequate resources.
The CCG will have clear lines of accountability and responsibility for IG within the organisation
that lead directly to the Board. These will be reflected in the membership and terms of
reference.
Nationally identified key roles and responsibilities will be allocated appropriately within the CCG
in line with guidance and will be evidenced in contracts of employment. See section 4.
There will be an annual review of the IG management and accountability arrangements in the
CCG.
6.2 Openness
Service users rights of access to their personal information, where held by the organisation, will
be provided in accordance with the Data Protection Subject Access Provisions and following
Department of Health guidance.
Access by staff to their personal information will be respected within the boundaries of the Law
and appropriate legal frameworks.
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The CCG will maintain procedures and arrangements for handling queries from service users,
the public and staff.
The CCG will maintain procedures and arrangements to prevent the disclosure of person
identifiable information when liaising with the press and broadcasting media in compliance with
the law.
Corporate information will be made available to the public through the CCG Freedom of
Information Publication Scheme and upon request. Requests will be subject to any
exemptions/exceptions that may apply under Freedom of Information and Environmental
Information Regulations, and with due regard to Data Protection and Human Rights Legislation.
6.3 Legislation, Guidance and Standards
Information will be defined and where appropriate kept confidential, underpinning the
principles of the Caldicott2 Recommendations 2013 and the legal requirements of the Data
Protection Act 1998 and its replacement based on the GDPR, the Human Rights Act 2000 and in
keeping with the Common Law Duty of Confidentiality.
The CCG will establish and maintain policies and procedures to ensure compliance with the Data
Protection Act, the Freedom of Information Act, other relevant legal gateways and the Common
Law Duty of Confidentiality.
Procedures will comply with the guidance in the NHS Confidentiality: A Code of Practice, NHS
Records Management Code of Practice and NHS Information Security Code of Practice and the
Health and Social Care Information Centre’s Guide to Confidentiality in Health and Social Care
and any other relevant codes and guidance.
Health and social care organisations utilise the personal information of service user to provide
direct healthcare and for continuity of care. The CCG will wherever possible remove identifiers
and utilise pseudonymised/ anonymised information to manage the service delivery.
Where service implementation or development requires disclosure of information between
partner organisations that have a legitimate interest in the care of the individual the CCG will
support the delivery with appropriate information sharing agreements or where required the
explicit informed consent of the individual.
The CCG regards the personal information of its staff as confidential subject to the requirements
of the law or statutory disclosure. Disclosure of business information that may identify staff in
their work capacity will be subject to Freedom of Information Act guidance.
Compliance with legal and regulatory frameworks will be achieved monitored and maintained

6.4 Information Security
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IM&T services will maintain the network security and confidentiality of electronic information
on behalf of the CCG through Service Level Agreements.
The CCG will ensure that the IM&T service implements and maintains policies for the effective
and secure management of critical electronic business assets and will ensure that they are
approved and disseminated to staff.
The IM&T service processes and security arrangements will be subject to internal and/or
external audits. These will be undertaken or commissioned to assess compliance with NHS and
national standards of security and the Statement of Compliance.
Incoming or outgoing transfers of person identifiable information in either electronic or manual
format will be identified and assessed to mitigate risk in the transfer and to secure the
confidentiality of the information to recommended standards.
Staff will be trained in how best to protect the integrity and accessibility of the CCG computer
systems.
The CCG Incident Reporting system will be used to report monitor and investigate any breaches
of confidentiality, inappropriate access to systems, or security breaches.
The availability of information for operational purposes will be maintained within set
parameters relating to its importance via appropriate procedures and computer system
resilience
The IM&T service will ensure that the CCG electronic systems comply with appropriate
technological standards that will prevent unlawful access, alteration or destruction of
information.
Risk Assessments and Privacy Impact Assessments will be conducted prior to the
implementation of new or significant changes to systems.
Effective security practices will be disseminated to staff through policies procedures and training
6.5 Information Quality Assurance
The CCG will establish and maintain procedures for the effective management of information
quality assurance and will promote data quality to staff through procedures and training.
Information processed by the organisation will be required to be of the highest quality in terms
of completeness, accuracy, relevance, accessibility and timeliness. Wherever possible,
information quality and accuracy will be assured at the point of collection.
National and NHS guidance regarding the quality of information will be applied to record
keeping throughout the CCG.
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Random audits will be carried out on the standards of record keeping. Identified issues will be
incorporated into action plans which will detail how improvements will be met. Actions will be
implemented, monitored and reassessed to demonstrate compliance.
Departmental Heads will take ownership of and seek to improve the quality of data and record
keeping within their services through training and development.
6.6 Records Management
The CCG will establish, maintain and implement a policy and strategy for the effective
management of records.
Records audits will be conducted and a register of the CCG record assets will be established and
maintained.
The CCG will ensure that national and NHS guidance on record keeping and the quality of
information will be met.
Appropriate records retention periods will be incorporated into records management policies
and will be disseminated to staff

7. Assessments and IG Improvement Plans
The CCG will monitor compliance with IG standards through the IG Toolkit which represent
Department of Health Policy.
A baseline assessment will be conducted to establish achievement against the required
standards and action plans and target dates for achieving improvements will be implemented.
The CCG will demonstrate compliance with IG standards through action plans to meet, and the
achievement of at least level two, compliance in the requirements of the IG Toolkit.
Improvement plans to progress beyond level two compliance will be implemented where the
standard has been achieved.
Action plans for improving compliance will meet with the target dates required by the
Department of Health. The CCG will monitor progress made against action plans and compliance
with timeframes through the Information Governance Steering Group.
IG Toolkit submissions will be verified by the Senior Information Risk Owner. The Finance
Procurement and Contracting Committee and will receive action plans and progress reports on
behalf of the Board.
The IG Strategy will be reviewed and updated where and when necessary following identified
change and improvements.
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8. Audit
The CCG will actively seek assurance of its compliance with required IG standards through
internal and/or external audit.
Where audit reports identify gaps action plans will be produced with timescales to facilitate
compliance.

9. IG Training
The CCG recognises that IG knowledge and awareness should be at the core of the
organisation’s objectives, embedded in governance initiatives and should offer a stable
foundation for the workforce to meet legal and policy requirements.
Mandatory IG training will ensure compliance that staff complete annual IG training as
appropriate to their role.
An IG training needs assessment will be appropriately tailored to specific staff groups/job roles.
The plan will address how and when each work area/staff group will be trained, how training
needs beyond the basic level will be assessed and will include the Induction of new staff.
The CCG Induction procedures will provide IG training for all new staff and will include the
provision of IG Policies.
Employee’s awareness and understanding of the training will be routinely assessed and, where
there is an identified need, further training will be provided.
IG Policies and procedures and guidance will be made readily available to the staff through the
Information Governance page of the CCG Intranet site.

10. Information Risk
Risk assessments will be undertaken in conjunction with overall priority planning of
organisational activity to determine that appropriate and effective IG controls are in place to
manage the security systems.
The SIRO will report on the management of information risks in the Statement of Internal
Controls and will include details of any serious untoward data loss in the Annual Report.
The CCG will maintain a Risk Policy and appropriate procedures that will include information
risk.
Staff will be made fully conversant with the CCG incident reporting procedures and
identification and reporting of risks and incidents.
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11. Contracts and Information Sharing
The CCG will ensure that those undertaking work on behalf of the organisation comply with
appropriate IG standards and GDPR from 25th May 2017.
Employment contracts of permanent, temporary, students and locum staff will contain clauses
that clearly identify responsibilities for confidentiality, data protection and information security.
The CCG will ensure that appropriate contractual assurance in respect of compliance with IG
standards are in place with all contractors that have access to the organisation’s information, or
conduct any form of information processing on its behalf or are likely to come into contact with
personal/sensitive information.
The Senior Information Risk Owner and Information Asset Owners will ensure that IG
requirements and procedures in outsourcing contracts meet the business needs of the
organisation.
The CCG will develop and maintain Information Sharing Agreements within the parameters
defined in the Confidentiality: NHS Code of Practice and the Health and Social Care Information
Centre: Guide to Confidentiality in Health and Social Care, where it is necessary, or appropriate,
to share person identifiable information other than for the immediate health care of the service
user.
The CCG will ensure that information sharing procedures that meet with the requirements of
the law and NHS guidance are made clear to staff and are incorporated into appropriate working
practices.

12. Dissemination and Implementation
This Policy will be made available to the public through the CCG Internet site, in supporting
documentation and upon application.
This Policy will be made available to staff through the CCG Intranet site and will be referenced in
training.
New employees will be made aware of this policy through the CCG Induction process
The CCG will ensure that appropriate processes are in place which detail how this policy will be
implemented.

13. Monitoring Compliance with Effectiveness
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This policy will be reviewed every two years or sooner if new legislation, codes of practice or
national standards are introduced.
The implementation and compliance with this Policy will be monitored by the IG Steering Group.
Policies, strategies and processes will be implemented, where necessary, that will detail the
steps to be taken to comply with relevant sections of this policy.
Compliance with this policy will be monitored during the investigation of complaints or
identified incidents or risks
This policy will be monitored through the Department of Health IG Toolkit and the supporting
evidence

14. Associated Documents
•
•
•
•
•
•
•

Data Protection Policy
Confidentiality and Information Sharing Code of Conduct
Freedom of Information and Environmental Information Regulations Policy
IG Strategy and Management Framework
Records Management & Information Lifecycle Policy
Risk Management Policy
Information Security and Management Policy

15. References
•
•
•
•
•
•
•
•
•
•
•

Access to Health Records Act 1990
Children’s Act 1984
Computer Misuse Act 1990
Crime & Disorder Act 1998
Data Protection Act 1998 and its replacement in May 2017, GDPR
Freedom of Information Act 2000
Health & Social Care Act 2004
Human Rights Act 2000
Privacy and Electronic Communications Regulations 2000
Regulation of Investigatory Powers Act 2000 (& lawful Business Practice Regulations
2000)
Public Interest Disclosure Act 1998

16. Guidance
•
•

Caldicott Principles
Confidentiality NHS Code of Practice
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•
•
•

Records Management NHS Code of Practice
Information Security NHS Code of Practice
Health & Social Care Information Centre: Guide to Confidentiality in Health & Social Care

Appendix A: GDPR Articles
CHAPTER I - General provisions
Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)
CHAPTER II - Principles
Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society
services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)
CHAPTER III - Rights of the data subject
Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of
the rights of the data subject (58, 59)
Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data
subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained
from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)
Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or
restriction of processing
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Article 20 - Right to data portability (68)
Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)
Section 5 - Restrictions
Article 23 - Restrictions (73)
CHAPTER IV - Controller and processor
Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union
(80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority
Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85,
87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)
Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)
Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)
Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies
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CHAPTER V - Transfers of personal data to third countries or international organisations
Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation
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1.

Introduction

NHS Liverpool CCG recognises the need to implement an Information Governance Strategy to
demonstrate how compliance will be achieved in key Information Governance requirements
within the organisation.
Information Governance (IG) is an initiative that addresses the demands that the Data
Protection Act 1998, the General Data Protection Regulation (GDPR), ethics and policy place
upon information processing. In this context processing includes the holding, obtaining, and
recording, using, sharing and viewing of information.
The CCG recognises that this Information Governance Strategy and Management Framework
will effectively support the Caldicott function and will ensure that the Caldicott2
recommendations will be effectively reflected in its data processing.
IG underpins and has become the information component of governance. Initially the emphasis
was placed upon the processing of patient information in NHS organisations, but this has
evolved to encompass all information assets held.
Information is a vital asset and resource, both in terms of the health care and the clinical
management of individual service users and the efficient management of services and
resources. It plays a key part in Governance, Service Planning, Legal Services and Performance
Management.
IG is a key area for organisations to address as part of their Corporate Governance Standards.
NHS organisations must have clear standards, policies and procedures for all information
processing that will comply with the Law and Department of Health standards and guidance.
Compliance with the IG toolkit requirements is a key element of CCG authorisation and ongoing
assurance. The CCG is expected to provide evidence of compliance through an audited annual
submission of the IG Toolkit.

2.

General Data Protection Regulation

The new General Data Protection Regulations (GDPR) will come into force on 25 May 2018 and
will have a direct effect on the Organisation and this IG Framework which refers to related
policies and procedures.
The basis of this framework includes the following requirements of the new GDPR regulations: (Adapted from the ICO 12 steps for GDPR compliance)
1
2

Awareness - Ensure that decision makers and key people in the organisation are aware
that the law is changing to the GDPR and appreciate the impact this is likely to have.
Information you hold - Document what personal data is held, where it came from and
who it is shared with.
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3
4
5
6
7
8
9
10

11
12

Communicating privacy information - Review current privacy notices and develop a
plan in place for making any necessary changes in time for GDPR implementation.
Individuals’ rights - Ensure relevant procedures cover all the rights individuals have,
including the deletion personal data or provide data electronically and in a commonly
used format.
Subject access requests - Update your procedures and plan how you will handle
requests within the new timescales and provide any additional information.
Lawful basis for processing personal data - Identify the lawful basis for processing
activity in the GDPR, document it and update your privacy notice to explain it.
Consent - Review how consent is recorded and managed and whether any changes are
required. Refresh existing consents if they don’t meet the GDPR standard.
Data breaches - Determine if right procedures are in place to detect, report and
investigate a personal data breach.
Children - Consider if procedures are required to verify individuals’ ages and to obtain
parental or guardian consent for any data processing activity.
Data Protection by Design and Data Protection Impact Assessments - Understand the
ICO’s code of practice on Privacy Impact Assessments and latest guidance from the
Article 29 Working Party, and work out how and when to implement them in your
organisation.
Data Protection Officers (DPO) - Appoint a Data Protection Officer to achieve GDPR
Compliance and assess where this role will sit within the organisation’s structure and
governance arrangements.
International - If the organisation operates in more than one EU member state (i.e. you
carry out cross-border processing), determine your lead data protection supervisory
authority. Article 29 Working Party guidelines provides additional guidance.

GDPR applies to ‘data controllers’ and ‘data processors’. The definitions are similar to the
definitions included within the Data Protection Act 1998 – the controller says how and why
personal data is processed and the processor acts on behalf of the controller.
The organisation as a Data controller will not be relieved of its obligations where a processor is
involved and the GDPR will place further obligations on the Organisation to ensure all contracts
with data processors comply with GDPR. See Appendix A for a list of the main GDPR Articles

3.

Updated Data Security Protection Toolkit

The existing V14.1 IG Toolkit is to be replaced by the Data Security Protection (DSP)
Toolkit in April 2018
The content has been split into multiple parts depending on who it is aimed at. There
are three main sets of requirements, people, processes, technology. They cover:
People: This sets out clearly the need for a Senior Information Risk Officer. It requires
the SIRO to be a board level member where applicable. It also requires the organisation
to provide the right level of annual training in data security and protection. A GDPR
checklist will be published by NHS Digital.
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Processes: There is a restatement and tightening up of how CareCERT advisories are
dealt with. It is now a requirement that any High Severity CareCERT advisory is acted on
within 48 hours. As reliance on IT grows, organisations must also prove the
implementation of continuity planning. Staff are also required to report any and all IG
related incidents to the organisation DPO
Technology: The new toolkit includes clear guidance around what to do with
unsupported systems. This will cover old versions of software that are no longer
supported by vendors and therefore prone to attack by hackers. The organisation must
have a plan in place by April 2018 to remove, replace or actively mitigate or manage the
risks associated with unsupported systems. Additionally there is an obligation to
undertake on-site cyber and data security assessments and act on the findings. Suppliers
must also meet new stricter certifications.
4.

Aims

This IG Strategy has five fundamental aims:
1)
2)
3)
4)
5)
6)

5.

To support the provision of high quality healthcare commissioned from provider
organisations by supporting the legitimate, effective and appropriate use of information.
To encourage all directorates and departments of the CCG to work closely together,
preventing duplication of effort and enable more efficient use of resources.
To develop support arrangements, provide advice and the appropriate tools to enable the
CCG to discharge its responsibilities to consistently high standards.
To enable the CCG to understand performance and manage improvement in a systematic
and effective way and develop a culture of ownership of the IG agenda.
To support the CCG Caldicott function in compliance with legal requirements, NHS guidance
and standards on the confidentiality of information.
To adhere to the content of the Articles and Recitals of GDPR (and its UK replacement data
protection act)

Scope

There are four key components underpinning this Strategy:
1)
2)
3)
4)

Commitment from the CCG Governing Board and Senior Managers.
Provision of resources and identified support.
The acceptance of an IG Policy which outlines the objectives of Information Governance.
The production of year by year action plans arising from the annual assessment within the
IG Toolkit which comprises of the following initiatives: a)
b)
c)

Information Governance Management
Confidentiality and Data Protection
Information Security
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d)

Clinical Information Assurance

This strategy will encompass CCG staff, students, temporary and contracted staff.

6.

Responsibilities

Designated responsibility for the implementation or monitoring of the IG Strategy and
Management Framework within the CCG on behalf of the Governing Body belongs to:
6.1. Chief Officer
The Chief Officer has ultimate responsibility for the implementation of the provisions of this
policy. As the ‘Accountable Officer’ they are responsible for the management of the
organisation and for ensuring that the appropriate mechanisms are in place to support service
delivery and continuity.
The CCG has a particular responsibility for ensuring that it corporately meets its legal
responsibilities, and for the adoption of and compliance with internal and external governance
requirements.
6.2 Caldicott Guardian
The CCG Caldicott Guardian is Dr. Maurice Smith, Clinical Director for the “Living Well” strand of
Healthy Liverpool and is responsible for the confidentiality of person identifiable information as
designated in the Caldicott Report and for the information governance agenda, which
incorporates data protection.
The Caldicott Guardian is responsible for compliance with the laws that govern personal
information and ensuring that good practice in relation to access, sharing and reuse of service
user/staff information is conducted within the best interests of the individual.
The Caldicott Principles
Principle 1 - Justify the purpose(s)
Every proposed use or transfer of patient-identifiable information within or from an
organisation should be clearly defined and scrutinized, with continuing uses regularly reviewed
by an appropriate guardian.
Principle 2 - Don’t use patient-identifiable information unless it is absolutely necessary
Patient-identifiable data items should not be used unless there is no alternative.
Principle 3 - Use the minimum necessary patient-identifiable information
Where use of patient-identifiable information is considered to be essential, each individual item
of information should be justified with the aim of reducing identifiably.
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Principle 4 - Access to patient-identifiable information should be on a strict need to know
basis
Only those individuals who need access to patient-identifiable information should have access
to it, and they should only have access to the information items that they need to see.
Principle 5 - Everyone should be aware of their responsibilities
Action should be taken to ensure that those handling patient-identifiable information, (both
clinical and non-clinical staff) are made fully aware of their responsibilities and obligations to
respect patient confidentiality.
Principle 6 - Understand and comply with the law
Every use of patient-identifiable information must be lawful. Someone in each organisation
should be responsible for ensuring that the organisation complies with legal requirements.
Principle 7 - The duty to share information can be as important as the duty to protect patient
confidentiality
Health and social care professionals should have the confidence to share information in the best
interests of their patients within the framework set out by these principles. They should be
supported by the policies of their employers, regulators and professional bodies.
This Strategy has been developed to support the Caldicott function and to ensure that the
organisation has a management framework in place to review its information handling
processes for compliance with the Caldicott principles.
6.3 Senior Information Risk Owner
The Acting Chief Finance Officer, Mark Bakewell is the designated Senior Information Risk
Owner (SIRO) and Information Governance Lead for the CCG. They will be conversant with and
have overall responsibility for Information Risk Management in the CCG.
The SIRO will report to the Governing Body on information risks and through the Statement of
Internal Controls following assurance from Information Asset Owners. Information Risk
Management is an essential component of this IG Strategy.
The SIRO will work closely with the Caldicott Guardian and support the Caldicott function. The
SIRO has designated responsibility for Information Governance within the CCG.
The SIRO will be supported in their role by the CCG Corporate Governance Team who have
overall responsibility for management and support for all aspects of corporate governance and
risk management. The Corporate Governance Team will oversee the implementation of the
annual IG work programme to deliver requirements of the Information Governance Toolkit and
also ensure the provision of technical advice and support as required.
6.4

Data Protection Officer

As the organisation is a public body and processes large amounts of personal confidential data,
the board is aware that a Data Protection Offices as described in Article 37 of the GDPR is
mandatory.
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This decision is based on Article 37 of the GDPR which details three specific cases where an
organisation must recruit, appoint and give responsibilities to a DPO if:•
•
•

They’re a public authority or body processing data (e.g. a hospital or CCG)
The core part of the business is the control and processing of data, and they do this
on a large scale, with ‘regular and systematic monitoring of data subjects’
Although the official law does not define what ‘large scale’ means, other authorities
have deemed this to be the processing of data from over 5000 individuals, within a
12-month period.

The criterial above is the basis for the organisation to appoint a DPO. The position will be
regularly reviewed as required.
As outlined in the GDPR Article 39, the DPO’s responsibilities include, but are not limited to, the
following:
•
•
•
•
•
•

•

Educating the company and employees on important compliance requirements
Training staff involved in data processing
Conducting audits to ensure compliance and address potential issues proactively
Serving as the point of contact between the company and GDPR Supervisory Authorities
(e.g. the ICO)
Monitoring performance and providing advice on the impact of data protection efforts
Maintaining comprehensive records of all data processing activities conducted by the
company, including the purpose of all processing activities, which must be made public
on request
Interfacing with data subjects to inform them about how their data is being used, their
rights to have their personal data erased, and what measures the company has put in
place to protect their personal information

6.5 Finance Procurement and Contracting Committee
The Finance Procurement and Contracting Committee will monitor compliance with this
Strategy on behalf of the CCG, will report on the management and accountability arrangement
for IG and the Caldicott function, and provide assurance to the Board.
6.6 The Information Governance Steering Group
The Information Governance Steering Group will provide a focal point for the resolution and
discussion of IG issues will receive and generate appropriate reports and will ensure compliance
with this Strategy. The Group will be active in the IG Management Framework and will support
the Caldicott function.
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The Information Governance Steering Group will be a forum for the discussion of Caldicott
issues and will monitor the processing of personal information within the CCG for compliance
with the Caldicott Principles the Data Protection Act and GDPR

7.

Risk

Lack of an effective Information Governance Management Framework, Strategy and processes
present risks in:
•
•
•
•
•
•
•
•

Non-compliance with NHS standards and guidance.
Non-compliance with the Law.
Inadvertent or deliberate breaches of confidentiality.
Loss, theft or abuse of person identifiable information.
Deliberate or inadvertent threats to information assets.
Ineffective and inappropriate procedures.
Poor quality information.
Poor records management

Effects of non-compliance
•
•
•
•
•
•
•
•

Reduced prestige for the organisation
Increased complaints from service users/staff.
Serious harm to service user through poor quality information.
Breaches of confidentiality.
Civil action for Data Protection breaches.
Monetary penalties imposed for data loss/misuse
Non-compliance notices/formal reviews being served by the Office of the Information
Commissioner.
Non-compliance with the requirements of GDPR

This Strategy aims to reduce IG risks within the organisation by implementing a robust
framework to reduce the likelihood of the risks occurring. The work plan and actions identified
in this strategy will be implemented, reviewed for effectiveness and updated where other risks
are identified. The Risk Management Procedure is approved annually e.g. by 31st January

8.

IG Management Framework

To fully implement and integrate IG and the Caldicott principles within the CCG a robust
management framework must be in place. IG compliance is fundamental to every directorate
and department and to every individual working within the organisation.
To achieve success in the implementation of IG expert guidance, management and support is
essential.
8.1 IG Management Structure
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The CCG Governing Body will be asked to endorse and actively support the implementation of
this IG Strategy and Management Framework and monitor compliance by reviewing reports,
audits and action plans through the Finance Procurement and Contracting Committee which is a
designated committee of the Governing Body.
The Information Governance Steering Group will report to the Finance Procurement and
Contracting Committee. The Information Governance Steering Group draws membership from
appropriate departments within the CCG and is chaired by the SIRO for the organisation.
The IG Steering Group monitors and manages the implementation of the IG Work Programme
within the CCG, receives reports on Freedom of Information, and IG and Caldicott issues, risks,
security breaches and incidents.
Where there is an identified need the IG Steering Group will establish task and finish working
groups which will report into to the Steering Group, will provide action plans and progress
reports, identify risk and issues and be focal point for the completion of short term projects.
The Caldicott Guardian will be actively involved and informed of the progress of the IG Agenda.
Caldicott approval will be sought prior to any new or proposed change or use of person
identifiable information takes place. The Caldicott Guardian will review confidentiality issues as
they arise through the Caldicott issues log.
The CCG Senior Information Risk Owner is the designated Chair of the Information Governance
Steering Group. The SIRO will take ownership of the implementation of an information risk
management programme and will act as an advocate for information risk on behalf of the
Board. The SIRO will provide a report on information risks to the Chief Officer for the Annual
Statement of Internal Controls.
Information Asset Owners and Information Asset Administrators will support the SIRO in the
mitigation of risks to information and information systems. IAO will review risk assessments
conducted by Information Asset Administrators and will report to the SIRO on the steps taken to
mitigate or reduce the risks.
The CCG Corporate Governance Team will oversee the co-ordination and the implementation of
the IG Agenda, Strategy and Policy. The Team will actively seek expert guidance to support the
Caldicott Guardian, SIRO, Data Protection Officer, Information Governance Steering Group and
staff on IG issues.
The IT Support Services will establish and maintain the security of information systems and will
have appropriate system level policies for the effective and secure management of and the
electronic transfer of identifiable information.

8.2

Service and Work Planning
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All new projects, service and work planning initiatives will be guided to reference IG
requirements at the planning stage.
Where necessary Privacy Impact Assessments will be carried out following the CCG agreed
processes.
3rd party contracts will be reviewed and will reference IG requirements including
Confidentiality, Data Protection and Freedom of Information clauses.
8.3

The Development of Policy Procedure, and Guidance

The CCG will ensure that all relevant and related IG policies and process documentation are in
place. This will include compliance with relevant Acts of Parliament, IG standards, GDPR and
associated guidance.
The Information Governance Steering Group will review IG and IT Policies and approve for the
formal ratification to the Finance Procurement and Contracting Committee.
The CCG will ensure dissemination, and implementation of IG policies, protocols, procedures
and strategies to staff through the Intranet, global e-mails and training and induction into the
organisation.
The CCG will ensure that the collation and sharing of identifiable information is carried out
lawfully and following NHS guidance and lawful process. Appropriate procedures will be put in
place to govern the sharing of information through the adoption of Information Sharing
Agreement (ISA) with identified partner NHS & non NHS organisations, whilst taking into
account the best interests of the service user/staff and the Law.
Information sharing procedures will supplement Information Sharing Agreements and will be
developed as necessary and where required with due consideration to the Caldicott 2
recommendations.
Provision will be made where Information Sharing Arrangement are required with 3rd party
contractors including Privacy Impact Assessments where new systems are to be implemented.
8.4 Education, Training and Awareness
The success of this Strategy is dependent upon the input and commitment of staff at all levels of
the organisation.
An assessment of the IG training needs of staff will be carried out.
Induction procedures will include a balanced approved IG programme that will include Caldicott
principles, confidentiality, data protection, freedom of information, and physical and
technological security. The programme will identify staff responsibilities and provide examples
of best practice and inappropriate behavior, responsibilities and consequences.
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An NHS Digital approved IG e-learning training programme will be implemented that reflects the
requirements of different staff groups through national e-learning provision and will be
mandatory for all staff.
Where members of staff are unable to access e-learning, or where ad hock training is requested
it will be provided through classroom based training utilising appropriate training materials.
Detailed training records will be maintained. The CCG will ensure that provision is made to
accommodate the training programme
A Confidentiality and Information Sharing Code of Conduct will be made available to staff via the
Intranet which will provide links to relevant Trust Policies including required practice in security
and protecting the confidentiality of personal information and information sharing in
compliance with the Caldicott2 Report and principles.
8.5 Working with National Standards
Reports will be provided through the Information Governance Steering Group to the Finance
Procurement and Contracting Committee detailing compliance with National Standards
Audits to assess implementation, staff understanding and compliance with IG will be carried out.
Feedback reports will be provided to the Information Governance Steering Group.
Progress will be determined by a work programme that is consistent with the requirements of
the Information Governance Toolkit.
All flows of person identifiable information to, from and within The CCG will be mapped. Risk
assessments will be carried out and where identified more secure methods of transfer
recommended and commenced.
Department of Health recommended standards of security for the safe and secure transfer of
identifiable information will be implemented.
8.6

Incident Management

Information Governance incidents will be recorded through the CCG IG incident reporting
procedures and will be fully investigated.
IG incidents which will include data protection and IG breaches will be reported to the
Information Governance Steering Group. Incidents will be managed, and recommendations for
remedial action implemented.
Staff will be fully informed and updated of any changes that have been recommended and
implemented to policy, process or procedure.
The IG Incident reporting procedure will be amended to align with the requirements of GDPR
which requires reporting of IG Incidents with 72 Hours of the detection of a breach

LCCG IG Strategy and Management Framework V066

Page 13 of 19

9.

Communication

Communication is essential to the success of this Strategy. Key priority will be:
•
•
•
•
•
•
•
•
•

The provision of ‘Fair Processing Notices’ to members of the public within the CCG area to
comply with the requirements of the Data Protection Act 1998 and GDPR on the processing
of identifiable information.
Informing staff on seeking the explicit consent of service users in compliance with the
Caldicott2 report and principles before information is collated or shared other than for the
immediate healthcare of the individual.
The implementation of a communication strategy plan that will form part of the staff
Confidentiality Code of Conduct.
Reporting to the Board on compliance/non-compliance, national changes to the IG Agenda
through submission papers to the Finance Procurement and Contracting Committee as and
when necessary.
Communicating with staff through established communication channels such as the
Intranet and global e-mails and bulletins, where changes to the law, NHS guidance and
standards are introduced.
Publication of guidance, policies and procedures on the CCG Intranet site to supplement
staff training in IG best practice.
Maintenance of a Freedom of information Publication Scheme to provide the public with
CCG information that is readily available.
Responding to requests for information from the Public through the Freedom of
Information request handling process.
Providing support for the GDPR Transition process

10. Resources
Resources are a vital component of this strategy. The SIRO will identify the resources necessary
to successfully implement all areas of this strategy.
IG expertise will be resourced to support CCG staff.
The Finance Procurement and Contracting Committee will be informed of any resources that are
needed to implement IG projects derived from this Strategy and the action plans that are
formed following IG Toolkit assessments.

11. Work Programme
The work programme will begin with the implementation of this strategy following the approval
of the Finance Procurement and Contracting Committee.
Action Plans will include:
• Annual audit to assess the evidence and scoring provided for the March 31st IG Toolkit
submission.
LCCG IG Strategy and Management Framework V066
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•
•
•
•
•
•
•

12.

An electronic library of evidence for the IG Toolkit which will be available for audit.
Recognition of priority areas where improvements must be made.
Focused task orientated approach to improve individual initiatives each year.
Changes to the IG Toolkit instigated at National level show as revisions to Action Plans.
Maintenance of established standards.
The provision of improvement reports to the Finance Procurement and Contracting
Committee through the Information Governance Steering Group.
To ensure that the transition to GDPR is completed by 25th May 2018

Action Plans and Timeframes

This Strategy will be supported by an action plan derived from the annual 31st March IG Toolkit
submission and will include timeframes for compliance. The action plans will be subject to
change where amendments or additions to IG Standards have been identified or where
compliance has been achieved
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Appendix A – GDPR Articles and Recitals
CHAPTER I - General provisions
Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)
CHAPTER II - Principles
Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)
CHAPTER III - Rights of the data subject
Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of the data
subject (58, 59)
Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data subject
(60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)
Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of
processing
Article 20 - Right to data portability (68)
Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)
Section 5 - Restrictions
Article 23 - Restrictions (73)
CHAPTER IV - Controller and processor
Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
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Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority
Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)
Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)
Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)
Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies
CHAPTER V - Transfers of personal data to third countries or international organisations
Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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Appendix B: LCCG and IM IG Policies, Procedures and Codes of
Practice
LCCG IG Framework, Policies and Strategy
•
•
•
•
•
•
•
•
•
•
•

LCCG IG Strategy and Management Framework
LCCG IG Policy
LCCG Information Security Policy
LCCG Subject Access Policy
LCCG Data Protection Policy
LCCG Mobile Devices policy
LCCG Records Lifecycle Policy
LCCG Acceptable Use Policy
LCCG Pseudonymisation Policy
LCCG Controlled Environment for Finance policy
LCCG Risk Management Strategy

LCCG IG Procedures
•
•
•

LCCG Information Asset and Data Flow Mappings Review Procedure
LCCG IG Incident Management Reporting Procedure
LCCG Privacy Impact Assessment Procedure

LCCG IG Code of Practice
•

LCCG Confidentiality & IS Code of Practice

Informatics Merseyside IG Documents
•
•
•
•
•
•
•

SS 06 Physical and Environmental LCCG Review 2017
SS 08 Access and Authentication (Network) LCCG review 2017
SS 10 Encryption LCCG Review
SS 14 Remote and Mobile Working LCCG review 2017
SS 15 Network Management LCCG review 2017
SS 18 Communications LCCG review 2017
IM Risk Management Strategy
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Appendix C: Legislation, Standards and Codes of Practice
Relevant Legislation:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Access to Health Records Act 1990
Audit & Internal Control Act 1987
Computer Misuse Act 1990
Copyright, Designs and Patents Act 1988 (to be replaced by GDPR)
Computer Programs Regulations 1992
Crime and Disorder Act 1998
Data Protection Act 1998
Environmental Information Regulations
Freedom of Information Act 2000
Health & Social Care Act 2001
Human Right Act 1998
NHS Sexually Transmitted Disease Regulations
Regulation of Investigatory Powers Act (& Lawful Business Practice Regulations 2000)
Public Interest Disclosure Act 1998
Regulations under Health & Safety at Work Act 1974
Re Use of Public Sector Information Regulations 2005

Standards and Codes of Practice
•
•
•
•
•
•
•
•

BS 7799 (ISO 17799)
Care Quality Commission Outcomes
Information Governance Toolkit
Information Quality Assurance
NHS Confidentiality A Code of Practice
NHS Information Security A Code of Practice
NHS Code of Practice on Records Management
NHS Guidance on Consent to Treatment
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1.0

Introduction

The Health and Social Care Act, along with the recent Caldicott Review on the use of
personal information within the NHS, has clarified the position that the CCG should only use
Personal Confidential Data (PCD) by exception and that failure to do so would be unlawful.
The work to develop evidence for CCG’s IG Toolkit submission includes populating an
Information Asset Register and documenting the associated asset data flows that use PCD,
the impact of not being able to use PCD may involve possible re-work to existing processes.
This procedure outlines the actions required to capture and update new and existing
information assets that are stored in the organisation’s Information Asset Register.
The Data Protection Act 1998 is to be replaced by GDPR on 25th May 2018 and Articles 5 and
32 imply that adequate measures must be taken to identify and protect personal
confidential data

2.

Information Assets Description

What Is Personal Confidential Data? Personal Confidential Data (PCD) is information (an
identifier) about a person e.g. a patient, client, service user or staff, from which the
individual could be singled out from others. It may be a single or combination of two or
more identifiers such as:
•
•
•
•
•
•
•
•
•
•

Name
Address (home or business)
Postcode (e.g. a house in rural area)
NHS No
Email address
Date of birth
Driving licence number (date of birth and first part of surname)
Telephone numbers
Local Patient Identifier
National Insurance No.

A single identifier may be fairly explicit such as an unusual surname, an isolated postcode or
combination such as of postcode and telephone number.

3.

Information Asset Owners

IAO are senior individuals involved in managing the relevant organisation. Their role is to
understand what information is held, what is added and what is removed, how information
is moved, and who has access and why.
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4.

Information Asset Register

An Information Asset Register is a two dimensional table (usually Excel based) that includes
a description of a number of information’s assets, the risks they present to an organisation if
they were to be viewed or used by individuals who have no legal right to do so. And
mitigation measures to reduce the risk of asset loss.
The field headings include:•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

5.

Unique Reference Number
Name of Information Asset Owner
Information Asset Detail
Information Asset Criticality
Does the Asset Contain Patient Confidential Data?
Name of Information Asset Administrator who conducted the Risk Assessment
Service Area
Location of Information Asset
Information Asset Storage Format
Is the Asset Vulnerable to malicious code and or unauthorised mobile code?
Likelihood of Asset Breach (High Medium Low)
Impact of Asset Breach (High medium Low)
Information Asset Breach Risk Rating (High Medium Low)
Date of Risk Assessment
Mitigation / Action Plan in Place to reduce Risk
Name & designation of the information asset administrator who conducted the risk
assessment
Are access levels reviewed regularly, to prevent inappropriate or incorrect access?
Are the user accounts removed / disabled when an employee leaves, or altered if an
employee changes roles?
Does each user have their own user ID and password for system access How many people
have Administrator / Manager rights or other privileged accounts for this system
Is the use of privileged accounts monitored and are they regularly reviewed to see if still
required
Are sessions locked or users logged out of the System / Application after being idle for a
period of time
Review Date for Risk Assessment
Comments
Business Continuity Countermeasures for loss of Information Assets
Link to Corporate Risk Register
Risk Ref Number

Information Asset Register Development Process

In accordance with the Information Asset Register Creation and Updating flow charts (See
Appendix A) a generic information asset register has been developed and issued to all CCG
Heads of Service within the CCG
LCCG Information Asset Capture and Updating Procedure V04
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Each Information Asset has been assessed for asset criticality (a measure of the content of
importance to the organisation and or the level of personal data) and risk of the information
asset as expressed by how likely the asset was to be view or used by
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Appendix A

Information Asset Register Creation and Updating (Stage 1)
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Information Asset Register Creation and Updating (Stage 2)
Procedure to update the
Information Asset Register
on a six monthly basis

1

From Stage 1 of Create and Update Information Asset Register
Procedure

Open existing Asset
Information Register

Issue to service heads –
request details of any
deletions, additions or
modifications

Service Heads complete the
Information Asset Register
and return to xxx

Check responses and request
clarification if required

Information Asset Register
Signed off by SIRO*
Clarification
Required

Approval Granted

* SIRO – Senior Information
Risk Owner

Store Information Asset
Register in agreed folder
location

Diarise for repeat Stage 2 in
Six months’ time
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1.

Introduction

NHS Liverpool CCG has designed this Code of Practice as a guide to staff on the required
practice on the confidentiality of information. This code is a guide for staff, officers and
clinical leads on the justified use and sharing of person identifiable information of
service users and staff and is a key component of Information Governance.
The processing of person identifiable information is governed by the Data Protection Act
1998 and from 25th May 2018 the GDPR. The Freedom of Information Act 2000 gives
rights of access to information held by Public organisations but does not give automatic
access to person identifiable information.
NHS organisations are required to establish best working practice that effectively
delivers the confidentiality owed to person identifiable information by the application of
the law, ethics, and policy.
NHS Liverpool CCG follows the guidance in the NHS: Confidentiality Code of Practice.
This document provides a framework for staff in the CCG to protect and maintain the
confidential of information and outlines the methodology that staff should utilise to
comply.

2.

Purpose

NHS staff are bound by a legal duty of confidentiality to protect person identifiable
information that they may come into contact with during the course of their working
day. This is not just a requirement of their contractual responsibilities, but also a
requirement within the Data Protection Act 1998 (GDPR from 25th May 2018) and the
Common Law Duty of Confidentiality. Health professionals have standards laid down in
their own Professional Codes of Conduct.
Members of staff are required to keep person identifiable information relating to
service users or other staff members strictly confidential. Person identifiable
information is not only found in health records but is recorded in personnel records,
occupational health records, databases, waiting lists, referral letters, invoices etc.
The CCG has four main aims with regard to confidentiality these are to:
•
•
•

Protect – keep person identifiable information secure from unauthorised access or
inappropriate use.
Inform – ensure that all service users/staff are aware of how their information is
used.
Provide choice – allow service users to decide whether their information can be
disclosed or used in particular ways.
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•

Improve – always look for better ways to protect, inform and provide choice.

This Code has been designed to provide guidance to staff and raise awareness of the
procedures that will protect them from causing inadvertent breaches of confidentiality.
The GDPR includes two categories of offences and fines which could be imposed by the
Information Commissioner’s Office (ICO):The current maximum fine which can be imposed by the ICO is £500,000 [maximum fine
issued to date £400,000]
Lower level offences under GDPR will be subject to fines of up to £9,000,000, or 2%
of global turnover, whichever is greater.
Higher level fines will be introduced for more serious offences with fines of up to
£18,000,000, or 4% of global turnover, whichever is greater.
Organisations could be fined for not being GDPR compliant or failing to correctly
appoint a DPO
The ICO have stated that only in extreme cases of a serious nature will the headline fines
be imposed, in the vast majority of situations the ICO will operate proportionately and
judiciously
However, the CCG could be the subject of a detailed IG audit by the ICO

3.

Definitions

Identifiable information

Anonymised information

Pseudonymised
information

Key identifiable information includes:
• name, address, full post code, date of birth;
• pictures, photographs, videos, audio-tapes or other images;
• NHS number and local identifiable codes;
• Anything else that may be used to identify an individual
directly or indirectly. For example, rare diseases, drug
treatments or statistical analyses that have very small
numbers within a small population may allow individuals to
be identified.
Information which does not identify an individual directly, and which
cannot reasonably be used to determine identity. Anonymisation
requires the removal of name, address, full post code and any other
detail or combination of details that might support identification.
Like anonymised information in that the holder cannot identify an
individual. However, it differs in that the original provider of the
information may retain a means of identifying individuals. This is
achieved by attaching codes or other unique references to
information so that the data will only be identifiable to those who
have access to the key or index. Pseudonymisation allows
information about the same individual to be linked in a way that
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Clinical Audit

Explicit or express consent

Implied consent
Disclosure
Healthcare purposes

Information Sharing
Protocols
Medical purposes

Public Interest

Social Care

anonymisation does not.
The evaluation of clinical performance against standards or through
comparative analysis, with the aim of improving the care given. This
should be distinguished from studies that aim to derive, scientifically
confirm and publish generalised knowledge. The first is an essential
component of modern healthcare provision, whilst the latter is
research and is not encompassed within the definition of clinical
audit in this document.
Articulated service user/staff agreement. The terms are
interchangeable and relate to a clear and voluntary indication of
preference or choice, usually given orally or in writing and freely
given in circumstances where the available options and the
consequences have been made clear.
Agreement that has been signalled by behaviour of an informed
service user/member of staff such a GP referring a service user to a
consultant
Divulging or providing access to data.
Activities that directly contribute to the diagnosis, care and
treatment of an individual and the audit/assurance of the quality of
the healthcare provided. They do not include research, teaching,
financial audit and other management activities.
Documented rules and procedures for the disclosure and use of
personal identifiable information, which specifically relates to
security, confidentiality and data destruction, between two or more
organisations or agencies.
As defined in the Data Protection Act 1998, medical purposes
include but are wider than healthcare purposes. They include
preventative medicine, medical research, financial audit and
management of healthcare services. The Health and Social Care Act
2001 explicitly broadened the definition to include social care.
Exceptional circumstances that justify overruling the right of an
individual to confidentiality in order to serve a broader societal
interest. Decisions about the public interest are complex and must
take account of both the potential harm that disclosure may cause
and the interest of society in the continued provision of confidential
health services.
Social care is the support provided for vulnerable people, whether
children or adults, including those with disabilities and sensory
impairments. It excludes "pure" health care (hospitals) and
community care (e.g. district nurses), but may include items such as
respite care. There is therefore, no clear demarcation line between
health and social care. Social care also covers services provided by
others where these are commissioned by Councils with Social
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Service Responsibilities.

4.

Responsibilities

4.1

The Chief Officer

The Chief Officer has ultimate responsibility for the management of person identifiable
information within the CCG.
4.2

The Caldicott Guardian

The Caldicott Guardian is Dr Maurice Smith and is responsible for the confidentiality of
person identifiable information and information flows as designated in the Caldicott
Report.
4.3

Senior Information Risk Owner (SIRO) / IG Lead

The SIRO and IG Lead is Mark Bakewell. The SIRO will review and report on information
systems, and identified information risks and reported Serious Untoward Incidents. The
IG Lead will oversee the management and implementation of processes to secure and
protect confidential information.
4.4

Data Protection Officer

As the organisation is a public body and processes large amounts of personal
confidential data, the Governing Body is aware that a Data Protection Offices as
described in Article 37 of the GDPR is mandatory.
This decision is based on Article 37 of the GDPR which details three specific cases where
an organisation must recruit, appoint and give responsibilities to a DPO if:•
•

•

They’re a public authority or body processing data (e.g. a hospital or CCG)
The core part of the business is the control and processing of data, and they
do this on a large scale, with ‘regular and systematic monitoring of data
subjects’
Although the official law does not define what ‘large scale’ means, other
authorities have deemed this to be the processing of data from over 5000
individuals, within a 12-month period.

The criterial above is the basis for the organisation to appoint a DPO. The position will
be regularly reviewed as required.
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As outlined in the GDPR Article 39, the DPO’s responsibilities include, but are not limited
to, the following:
•
•
•
•
•
•
•

4.5

Educating the company and employees on important compliance requirements
Training staff involved in data processing
Conducting audits to ensure compliance and address potential issues proactively
Serving as the point of contact between the company and GDPR Supervisory
Authorities (e.g. the ICO)
Monitoring performance and providing advice on the impact of data protection
efforts
Maintaining comprehensive records of all data processing activities conducted
by the company, including the purpose of all processing activities, which must be
made public on request
Interfacing with data subjects to inform them about how their data is being
used, their rights to have their personal data erased, and what measures the
company has put in place to protect their personal information
The Finance Procurement and Contracting Committee

The Finance Procurement and Contracting Committee is a designated sub group of the
Board and will receive assurance reports on behalf of the Board on compliance/
noncompliance/breaches of confidentiality procedures and processes.
4.6

The Information Governance Steering Group

The Information Governance Steering Group will provide a focus for the discussion,
evaluation, and recommendation of implementation and changes to confidentiality
procedures and policy.
4.7

The IM &T Service Provider (iMersey hosted by Mersey Care NHS FT)

The IM&T Service will ensure that all electronic systems comply with Department of
Health and National Security Standards for the secure holding, processing and
transferring of person identifiable information.
4.8

Senior Management Team / Heads of Departments

Senior Management Team / Heads of Departments must ensure that any processing of
person identifiable information within their departments comply with this Code of
Conduct.
4.9

Staff (including office holders and clinical appoinmtments)
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CCG staff have a responsibility to read and abide by this Code of Conduct and to report
any breaches or inappropriate practice. Staff should meet the standards outlined in this
code and within their terms of employment and where appropriate professional codes
of practice. This code provides best practice. Staff should always strive to improve
practice.

5.

Confidential information

Person identifiable information can relate to service users, carers, staff (permanent or
temporary), volunteers, and students and be related to the business of the CCG.
5.1
Confidential service user information
Service users trust NHS organisations that record their persona information or collate,
sensitive information relating to their health and other matters as part of their seeking
treatment. They do so in confidence and they have the legitimate expectation that staff
will respect their privacy and act appropriately. In some circumstances, service users
may lack the competence to extend this trust, or may be unconscious, but this does not
diminish the duty of confidence.
Person identifiable information is anything that contains the means to identify an
individual and may consist of one or more or any combination from the examples listed
below:
• name
• full postcode
• date of birth
• telephone number
• sex
• visual images
• address
Certain categories of information are defined as sensitive information for which the law
makes further provision:
•
•
•
•

political persuasion
religious beliefs
Sexually transmitted infection
diagnosis

•
•
•

sexual orientation
HIV
In-vitro fertilisation

During the course of your work, you should consider all identifiable information to be
sensitive.
Person identifiable information includes information held on paper, DVD, CD, in
computer files or printout, video, photograph, audio tape or discussed in conversation.
It includes information stored on, or in computers, manual files or portable devices,
such as laptops, mobile phones, digital cameras and USB memory sticks.
See: Information Security and Management Policy
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5.2

Confidential staff information

Information about members of staff, which is non-professional personal information, is
confidential. Non-professional personal information includes:
•
•
•
•
•
•

HIV or related illness status
current or previous disciplinary procedures
employment references provided by NHS Liverpool CCG
personal living arrangements such as family life and sexuality
home address and telephone number
any other information which has been given in confidence

Staff should never give information to a person claiming to be a friend, relative or
representative of a member of staff or an organisation acting on their behalf, unless
express written consent has been provided by the member of staff. Divulging personal
information relating to members of staff can be damaging to that individual. Breaches of
confidentiality are considered gross misconduct will evoke disciplinary procedures.
5.3

Confidential business information

Information used for the planning and delivery of business services is confidential.
Although the majority of corporate information relating to the CCG is available under
the Freedom of Information Act there may be certain exemptions to this. Information
should not be released that would compromise the commercial interests of the CCG.
Freedom of Information requests are processed by the Corporate Services Manager on
behalf of the CCG
See: Freedom of Information Policy

6.

Keeping person identifiable information secure

To maintain the confidentiality of information staff working in CCG premises should:
•
•
•
•
•
•
•

shut/lock doors and or cabinets where records are kept
ensure that the ‘clean desk’ policy is adhered to
wear ID badges
query the status of strangers
report anything suspicious or worrying
never divulge how the CCG security systems operate
never breach security

6.1 Manual Health/Occupational Health/Personnel records must be:
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•
•
•
•
•
•
•

formally booked out from their normal filing system
tracked if transferred, using the department procedures
returned to the filing location as soon as possible after use
stored securely whilst temporarily required within any clinic or office, so that the
record can be located if needed urgently
closed when not in use so that contents are not seen accidentally
inaccessible to members of the public and not left even for short periods where they
might be looked at by unauthorised persons
held securely in the relevant department

It is extremely important not to place Health/Occupational Health/Personnel records in
places where they might be in danger of accidental loss e.g., where office workspace is
limited, or temporarily resting records in vulnerable areas.
6.2
•
•
•
•
•
•
•
•
•

With electronic records staff should:
always log out/lock computer system or application when leaving your desk or you
no longer need access
never leave a terminal unattended whilst logged in
never share logins/passwords with other people - If other staff have a legitimate
right to access the information then this will be organised for them by the IT
Department
not share smart cards or reveal passwords to other members of staff
change passwords at regular intervals when prompted or if you feel your password
might have been compromised
avoid using details that are known to be associated with you as passwords e.g.
children or pet names, birthdays etc.,
where possible protect the monitor view to avoid inappropriate viewing
not save any work that contains person identifiable information to an inappropriate
electronic drive where it would be accessible to unauthorised users
never give access to the CCG electronic equipment or files to a member of your
family, friends or any other member of the public on home PCs or Laptops or other
portable media

Further information on passwords management is available from Informatics
Merseyside and can be found on the CCG Internet site.
6.3

Carelessness

Carelessness can often lead to breaches or misuse of personal information. Staff should:
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•
•
•
•
•
•
•
•

7.

not divulge service users/staff personal information during conversations in
public places or where you can be overheard
never leave any health records or confidential information lying around
unattended
not place health records in positions where they may be lost, knocked off
desks, fall into waste bins etc.,
not display any person identifiable information on whiteboards/chalkboards
not leave clinic lists in meeting rooms or rooms accessible to the public
never leave any paperwork in meeting rooms
not pin lists of or documents containing service user names or details on
walls or boards
never leave personnel/business sensitive information unattended on desks

Requests for person identifiable information

When you receive a request for person identifiable information always follow best
practice guidelines.
•

•
•
•
•
•
•
•
7.1

never give out information regarding service users/staff, to persons other than those
who have a justified need to know and have been authorised to access, (those who
need to know are usually involved in the immediate health care and treatment of
that service user)
always check the identity of the person requesting the information
check the identity of telephone requesters by calling back using an independent
source for the phone number
only provide the minimum necessary information
always follow existing Information Sharing Protocols where sharing with other
organisations
if Information Sharing Protocols are not in place and there is a legitimate reason to
share with other organisations ask for advice from the SIRO
check if the request needs to be agreed by the Caldicott Guardian or the
organisations procedures as in the case of research
if in doubt ask your line manage the SIRO
Requests from the Police

In most circumstances, police and other investigatory organisations should only be given
access to health records with the service users consent or a court order. Requests from
the Police for information or Section 29 Data Protection Act requests must be referred
to the SIRO or CCG Caldicott Guardian.
7.2

Requests from other members of staff
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Service users/staff personal information should only be released to other staff in the
CCG if they have the access rights to that information:
•
•
•
•

always check staff have a justifiable need to access the information
check they are who they say they are via their ID badge or internal extension
number
do not be bullied into giving the information
if in doubt ask your line manager

6.2 Requests from Media
All media requests and calls should be referred to the Communications Department
Media statements/comments should only be given by those who have been authorised
to do so.
6.3 Requests from service users/staff to access their personal information
Service users/staff have a right to access the information that the CCG processes about
them, subject to certain conditions. This is called the Subject Access Provisions of the
Data Protection Act. The CCG has a policy and procedures that must be followed. If
asked for information under these circumstances service users/staff should be informed
of how to make a request.
See: Data Protection Policy
Subject Access Policy
6.4 Requests for information under the Freedom of Information Act
Requests for information under the Freedom of Information Act should be referred to
the FOI Officer or if in manual format sent immediately to the Operations department
See: Freedom of Information Policy
7 Disposal of confidential documents
Disposal of confidential documentation other than those to which retention schedules
apply should be by safe and designated means:
•
•
•

always use the confidential disposal bins provided by the CCG where available
cross shred documents where confidential waste bins are not available
never put confidential documents in normal waste paper bins
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•
•

never throw confidential records/documents or plastic bags filled with the same into
refuse bins
contact the IT Helpdesk to dispose of CDs, DVDs floppy discs, memory sticks or any
computer equipment

See: Information Security Policy

8.

Transfers of person identifiable information

All transfers of person identifiable information within the office environment or outside
of the organisation should been conducted in a safe and secure manner to protect the
confidentiality of the information.

9.

Post

9.1 Consider if post is the best way to transfer identifiable information, ask the SIRO for
advice.
Best practice in confidentiality requires that all correspondence containing personal
information is specifically addressed to a named recipient never to a department or a
unit of an organisation
Internal mail: confidential data should be sent in a secure sealed envelope and marked
accordingly e.g. ‘Confidential’ or ‘Addressee only’.
External mail: should also follow the guidance above. Special care should be taken with
personal information sent in quantity – check if there is a more secure way of doing this.
Special care should be taken with the packaging and addressing. Where practicable send
by recorded/special delivery to ensure tracking in transit and arrival at the correct
destination.
9.2

E-mail

Person identifiable information should not be sent by e-mail unless it is encrypted or
sent from and to an nhs.net mail account. Enquiries concerning encryption software
should be made to the IT Helpdesk.
You may send anonymised information by e-mail as long as all identifiers have been
removed. If in doubt ask the IT Helpdesk for advice.
See: Information Security Policy
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9.3

Safe Haven Fax

Consider if fax is the best way to send the information, ask the Helpdesk/SIRO for
advice.
Identifiable information that is faxed should be pseudonymised using the NHS number
as an identifier. Where person identifiable information is to be sent via fax this must be
done from and to a designated Safe Haven Fax.
Recipient fax numbers should be pre-programmed into fax machines. If this is not
possible the recipients fax number should be rechecked before the send button is
pressed. Always remove information from the machine immediately after sending or
upon receipt and confirm receipt with the recipient/ask for confirmation of receipt.
See: Information Security Policy

10. I.T. Security
Employee should not attempt to bypass or defeat the security systems attached to the
organisations systems or attempt to obtain or use passwords or privileges issued to
other staff. If you become aware of a breach or attempted breach of the security of the
organisations electronic systems you should immediately report it to the I.T. Helpdesk
and through the CCG Incident Reporting Procedures. Breaches of security may be
considered a breach of the Computer Misuse Act 1990 and/or the Data Protection Act
1998 and may be subject to the monitories penalties specified within the legislation.
See: Information Security Policy

11. Removable media
Service user information must not be copied and transferred onto removable media
without explicit prior authorisation of the Caldicott Guardian. If authorisation is given
only
removable media that has or can be encrypted to NHS standards should always be used
(contact the IT Helpdesk).
Transfers of information on such devices to other organisations should only be by the
organisations approved courier service. It is advisable to obtain a receipt as proof of
delivery.
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See: Information Security Policy

12. Databases
Any databases other than legitimate organisational systems that contain service
user/staff identifiable information should be password protected, should only be
accessible to those who have been authorised and should be kept on a secure drive.
Caldicott approval must be obtained to keep person identifiable information on any
database other than the approved electronic service user/staff systems. Ask the SIRO

13. Record keeping guidance
13.1 Service user records
Maintaining proper records is vital to service user care. If records are inaccurate
decisions that could potentially cause harm to the service user may be made.
Information is recorded inconsistently then information is harder to interpret resulting
in delays and possible errors.
Information may be needed not only for the immediate treatment of the service user
and the audit of that care, but also to support research that could lead to better
treatments in the future. The practical value of privacy enhancing measures and
anonymised techniques will be undermined if the information they are designed to
safeguard is unreliable.
Service user records should be factual, consistent and accurate and should be:
•
•
•
•
•
•
•
•
•

written down as soon as possible after the event has occurred providing current
information on the care and condition of the service user
written clearly, legibly and in such a manner that they cannot be erased
written in such a manner that any alterations or additions are dated, timed and
signed in such a way that the original entry can still be read clearly
accurately dated, timed and signed or otherwise identified with the name of the
author being printed alongside the first entry
legible if photocopies
written wherever applicable with the involvement of the service user or carer
clear, unambiguous, preferably concise and written in terms that the service user
can understand
be consecutive
written so as to be compliant with the Race Relations Act and the Disability
Discrimination Act
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•

relevant and useful

Should:
•
•
•
•

use standard techniques and protocols (for electronic records)
identify problems that have arisen and the action taken to rectify them
provide evidence of the care planned, the decisions made, the care delivered any
information shared
provide evidence of actions agreed with the service user including consent to
treatment and/or consent to disclose information

And include:
•
•
•
•

medical observations; examinations, tests, diagnosis prognoses, prescriptions and
other treatments
relevant disclosures by the service user – pertinent to understanding cause or
effecting cure/treatment
facts presented to the service user
correspondence from the service user or other parties

Service user records should not include:
•
•
•

unnecessary abbreviations or jargon
meaningless phrases, irrelevant speculation or offensive subjective statements
irrelevant personal opinions regarding the service user

See: Record Management & Information Lifecycle Policy
13.2
•
•
•
•

Staff Records

should not be disclosed to a third party or used for a purpose other than the original
intent without staff being informed/consent given unless there is a statutory or legal
requirement to disclose
should be kept up to date and accurate
should be kept in accordance with Human Resources department procedures
access to personnel records should follow Human Resources department procedures

14. Informing Sharing
Consider if service users would be surprised to learn that their information was being
used in a particular way. If so then they are not being effectively informed.
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14.1Provide service users with choice
Service users have different needs and values – this must be reflected in the way they
are treated both in terms of their medical condition and the handling of their personal
information. Service users have the right to choose whether or not to accept a form of
care and the information disclosure needed to provide that care, and to choose whether
or not information that can identify them can be used for non-healthcare purposes.
See Appendix A. this document: Disclosure models B2 & B3
Staff must:
•

ask service users before using their personal information in ways that do not
directly contribute to or support the delivery of their care
• respect service users decisions to restrict the disclosure or use of information
except
where exceptional circumstances apply
• communicate effectively with service users to ensure they understand what the
implications may be if they choose to agree to or restrict the disclosure of
information and record decisions in the service users notes
• remind service users that they have the right to change their mind about a
decision they previously made and if they do a record should be made of the
change of decision
14.2 Sharing for immediate patient care
It is impracticable to obtain the explicit written consent of the patient every time that
health care information needs to be shared with another health professional, or other
staff involved in the immediate health care of that patient.
Consent in these instances can be implied provided that it is known and understood
by the service user that such information needs to be made available to others involved
in the immediate delivery of their care.
To inform service users correctly staff should:
•
•
•
•

ensure that information leaflets on the uses of person identifiable information and
any disclosures have been given to the service user, read and understood
make clear when information is recorded or health records are accessed
make clear why person identifiable information is collated and to whom it may be
disclosed
explain why and with whom anonymised information may have to be shared
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•
•
•

check service users are aware of their choices, have no concerns queries or
objections concerning any disclosures or uses and record any objections and respect
them
answer any queries personally or direct the service user to others who can answer
their questions
respect the right of service users including their right to have access to their health
records through the organisations Access to Records procedures

See: Subject Access Policy
14.3 Sharing for other reasons
Many proposed uses of confidential service user information do not directly contribute
to or support the healthcare that a patient receives. You should not assume that service
users who seek healthcare are content for their information to be used in these ways. It
is therefore essential that:
•
•
•

individuals are asked before using their personal information in ways that
do not directly contribute to or support the delivery of their care
individuals decisions to restrict the disclosure or use of information are
respected except where exceptional circumstances apply such as under a
court order
It is important to note that consent is required if the purposes for which
the collection of any information changes.

14.4 Research
Before conducting any research on service user information staff must first seek
approval from the Research lead and appropriate Ethics Committee. Explicit consent is
needed for research or formal approval under section 251 of the National Health Service
Act 2006, to comply with the common law duty of confidentiality.
Data Protection and Caldicott Principles must be applied to any proposed research
before it takes place.
14.5 Children and young people
Young people aged 16 or 17 are regarded as adults for purposes of consent to treatment
and are therefore entitled to the same duty of confidence as adults. Where a child is
over 16 but is not competent to give valid consent, the consent of a person with
parental responsibility should be sought.
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Children under the age of 16 who have the capacity and understanding to make
decisions about their own treatment i.e. display Fraser/Gillick competence, are also
entitled to decide whether personal information may be passed on and generally to
have their confidence respected e.g. they may be receiving treatment or counselling
which they do not wish their parents to know about. However a child should be
encouraged to involve their parents or legal guardians.
In other instances decisions to pass on personal information about children may be
taken by a person with parental responsibility in consultation with the health
professionals concerned.
The principle of information sharing, as laid down in “Working Together” and the
Children Act, should always be applied in child protection. The child’s best interest must
come before the interests of parents or other legal guardians. All health professionals
involved have a duty to ensure that necessary measures are taken to ensure that the
child is protected from any form of abuse.
This means that confidentiality can never be absolute. Parents, service user and their
relatives will need to be informed of this as and where appropriate. Nevertheless,
information obtained in confidence should not be disclosed without consent unless it is
necessary to ensure the protection of a child at risk
14.6 Public Interest
In certain exceptional circumstances an individual’s right to confidentiality may be
overridden by the public interest in having access to the information, for example where
it may prevent or detect serious crime, or in the event of a major incident or emergency
Such decisions must not be taken without due process and should be made by the CCG
Caldicott Guardian. It must be noted there may be legal implications for the CCG which
must be explored and documented before a final decision as to whether to withhold or
disclose information is made. Advice and guidance may be obtained from the SIRO or
the CCG Caldicott Guardian. It may be appropriate on some occasions for the CCG to
seek legal advice.
All decisions should be appropriately documented in the medical record and kept on
file. This course of action would not occur on a regular basis, and each case will be dealt
with on its own merits.
See: Supplementary Guidance on the Public Interest Test within the NHS
14.7 Information Sharing Agreements
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The CCG has Information Sharing templates to manage information sharing with partner
or third party non-NHS organisations. The SIRO will provide template Information
Sharing Agreements and guidance upon request.
The SIRO or the CCG Caldicott Guardian can provide further advice before sharing.
For copies of the CCG overarching fair processing notice, please see the Information
Governance page of the Intranet site.
See: Appendix B this document: Information Sharing Communications Strategy
14.8

Disclosure models

To assist staff in making decisions on service user consent to information sharing the
Department of Health, in conjunction with the Information Commissioner has
developed a disclosure model that links with decision making flow charts. It sets out to
describe disclosures to other NHS staff involved in the provision of healthcare, to social
workers or other staff of non-NHS agencies involved in the provision of healthcare, to
parents and guardians and to carers.
This model also covers audit and the evaluation of performance against standards or
through comparative analysis, with the aim of informing the management of services
which are an essential component of modern healthcare provision.
B1: Disclosure Model - where it is proposed to share confidential information in order to
provide healthcare.
B2: Disclosure Model – where the purpose isn’t healthcare but it is a medical purpose as
defined in legislation.
B3: Disclosure Model where the purpose is unrelated to healthcare or another medical
purpose.
See: Appendix A. this document: Disclosure Models

15. Reporting Breaches
Staff should be aware of their responsibility to report any breach or risk to the
confidentiality of information that they become aware of.
•

Report breaches to your line manager and through the CCG Incident Reporting
Procedures. If you feel that it would compromise your position you may discuss
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•
•

the breach confidentially with the DPO or Caldicott Guardian (with 72 hours of
the breach)
Once a line manager has been notified of a breach they should report the
incident immediately giving details of the breach, date, time, place and any other
relevant information.
Report any inadequate procedures that might lead to a breach to the Senior
Information Risk Owner.

There is specific legislation to protect individuals reporting breaches. Contact the
Human Resources Department for further information.

16. Abuse of privilege
It is strictly forbidden to download or make any unauthorised access to, view or use any
clinical or personnel information relating to service users, family, friends, members of
staff, or people in the public eye. This includes clinical records photographic or x-ray
images or any other information held on any other media.
Any member of staff found to be in breach of this principle may be subject to the CCG
disciplinary procedures and may be subject to external civil action and monetary
penalties under the Data Protection Act or the Computer Misuse Act.

17. Dissemination and implementation
This Code will be made available to staff through the CCG Intranet site and will be
included in training sessions. New staff will be made aware of this Code through the
Induction process
This Code of Conduct will be made available to the Public through the CCG Internet site,
in supporting documentation and upon application.

18. Monitoring compliance with effectiveness
This Code of Conduct will be reviewed at least every two years or sooner if new
legislation, codes of practice or national standards are introduced. Implementation and
compliance with this Code will be monitored by the IG Steering Group
This Code will be supported by Policies, Strategies and processes.
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Compliance will be monitored during the investigation of complaints or identified
breaches, incidents or risks.
This policy will be monitored through the Department of Health IG Toolkit and
supporting evidence.

19. Associated documents
Subject Access Policy
Data Protection Policy
Freedom of Information Policy
Information Governance Policy
Information Security Policy
Risk Management Policy
Records Management & Information Lifecycle Policy

20. References
Access to Health Records Act 1990
Children’s Act 1984
Computer Misuse Act 1990
Crime & Disorder Act 1998
Criminal and Justice Immigration Act 2008
Data Protection Act 1998 (GDPR from 25th May 2018)
Freedom of Information Act 2000
Health & Social Care Act 2004
Human Rights Act 2000
Privacy and Electronic Communications Regulations 2000
Regulation of Investigatory Powers Act 2000 (& lawful Business Practice Regulations
2000)
Public Interest Disclosure Act 1998
Caldicott Principles
Confidentiality: NHS Code of Practice
Records Management: NHS Code of Practice
Information Security: NHS Code of Practice

LCCG Information Security Code of Practice V05

Page 23 of 41

21. Appendix A: Disclosure models
B1: Disclosure model - where it is proposed to share confidential
Information in order to provide healthcare
B1.0 Is there a statutory requirement for, or
a court order demanding, disclosure?

Disclose the information
appropriately but, unless special
circumstances exist, the
individual should be informed of
th di l

Yes

No
B1.1 Is the use or sharing intended to
support or audit the provision of
‘healthcare’ to the service user concerned?

Go to B2

No

Yes
B1.2 Is the service user competent to
understand and give consent to proposed
information sharing, or is someone with
parental responsibility able to consent?

You must act in the best
interests of the service user
concerned, informing as much
as possible and using/sharing
i f
ti t
id

No

Yes
B1.3 Has the service user concerned been
made aware of who may see what
information for what purposes and of
hi /h i ht t bj t?

Inform the service user
about who may need to
see what information for
what purposes and of
hi /h i ht t bj t

No

Yes

B1.4 Has the service user raised any concerns or objections?
No

Yes

Disclose information,
B1.5 Are you able to
on a need to know
agree a compromise
basis to provide and
where use/sharing of
audit care. STI
information is
(sexually transmitted
acceptable to the
infections) and HFE
service user and the
(human
fertilisation
quality
Yesof Practice
LCCG Information
Security Code
V05 of care isn’t
and embryology)
i d?
information may still

No

In some
circumstances it may
not be possible to
provide safe
healthcare. Decisions
about care must be
carefully Page 24 of 41
documented.

B2: Disclosure model - where the purpose isn’t healthcare but it is a medical purpose as
defined in legislation
B2.1 Is the disclosure of service user
identifiable information essential and
appropriate? See Caldicott Principles.

No

Only disclose information in
an effectively anonymised
form

Yes
B2.2 Is the proposed disclosure of
information in connection with a ‘medical
purpose’ other than care and treatment e.g.
medical research or healthcare
t

No
No

Go to B3.

No

B2.4 Is there a ‘public
interest’ in disclosure?

Yes
B2.3 Has the service user been made aware
of who may see what information for what
purposes and of his/her right to object?

Yes
Yes
B2.5 Has the service user given explicit
consent to disclosure?

Yes

Disclose and document
appropriately

No

B2.6 Has disclosure been approved under Section 251 of the Health and Social Care Act?

Yes

No

B2.7 Has the service user objected to disclosure?
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No

Yes

Disclose the information
Don’t disclose unless the
appropriately
and,
if
applicable,
in
‘public
interest’ justifies
B3: Disclosure model - where the purpose is unrelated
to healthcare
or another medical
compliance with any additional
disclosure.
purpose
requirements introduced by section
Only disclose in an
effectively anonymised
f
No
B3.1 Is there a statutory gateway permitting
disclosure?

No

Yes

B3.2 Is there
a) A ‘public interest’ in
disclosure?
and

B3.3 Has the service user been made
aware of who may see what information
for what purposes and of his/her right to
b
?

No

Yes
B3.4 Has the service user given explicit
consent to disclosure?

No

b) A condition in schedule 3 of
the DPA98 that can be
satisfied, e.g. condition 3 ‘vital interests’; or condition
7- ‘administration of justice’?
The service user should be
told of the disclosure unless
special circumstances apply.

Yes
Yes
Disclose and document
appropriately.
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Model B1: Sharing for Healthcare purposes
Model B1: Healthcare Purposes
1) To NHS staff involved
in the provision of
healthcare
2) To social workers or
other non-NHS staff
involved in the
provision of healthcare

Where information has to be shared widely to provide healthcare, additional
efforts to ensure that service users are effectively informed should be made.

3) To clinical
auditors

Model B1 applies to internal clinical auditors i.e. within a NHS organisation; B2
to auditors working for a different organisation (even if within the NHS).
The evaluation of clinical performance against standards or through
comparative analysis, with the aim of improving care, is an essential
component of modern healthcare provision. Every effort should be made to
ensure that service users are aware that audit takes place and that it is
essential if the quality of care they receive is to be monitored and improved.

4) To people with
parental responsibility
for
service users, and
guardians

Young people aged 16 or 17 are presumed to be competent for the purposes
of consent to treatment and are therefore entitled to the same duty of
confidence as adults. Children under 16 who have the capacity and
understanding to take decisions about their own treatment are also entitled to
decide whether personal information may be passed on and generally to have
their confidence respected. The key issue here is the ‘competence’ of the
child. If the child is competent then their consent is required to disclose and
use information. Staff should encourage children to involve parents,
particularly where significant decisions need to be made, but should respect
the choice made. However, where a child has refused to consent to treatment
for a life threatening condition, staff should inform parents and seek their
consent (consent for treatment purposes may be given by parents even where
a child objects).

5) To carers
without parental
responsibility

Carers often provide valuable healthcare and, subject to complying with the
best practice outlined, every effort should be made to support and facilitate
their work. Only information essential to a service user’s care should be
disclosed and service users should be made aware that this is the case.

The test of what would satisfy the requirement to effectively inform (B1.3)
should be more demanding than where disclosure is limited to NHS staff as the
breadth of the information disclosure is not as obvious to service users and
their consent cannot be assumed. Disclosure may lead to confidential
information being held outside the NHS in the records of partner
organisations. Service users need to be made aware of this and partner
organisations also need to be aware that holding health records imposes
particular duties and obligations.
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However, the explicit consent of a competent service user is needed before
disclosing information to a Carer. The best interests of a service user who is
not competent to consent may warrant disclosure. (Further advice regarding
Best Interest decisions is available on NHS Merseyside
Intranet Best Interest Guidelines and Framework).

Model B2: Sharing for medical purposes other than healthcare
Model B2: Medical purposes other than healthcare
6) To researchers
The use of anonymised data is preferable for research purposes. Where
systems that are capable of providing anonymised data sets for researchers do
not yet exist, the use of identifiable service user information to support
research may well be appropriate and necessary but normally requires explicit
service user consent. Whilst service users are generally aware and supportive
of research it is not reasonable to assume that they are aware of and consent
to each and every research subject or proposal.
All research in the NHS or other research involving NHS service users, their
tissue and/or data must meet appropriate standards of research governance,
including ethical approval from an appropriate ethics committee - a mandatory
requirement for all NHS supported research.
If a service user cannot be contacted to obtain consent, it should not be
assumed that their medical details can be used for research purposes.
In some exceptional circumstances, where the research subject is of such
significance or a service user cannot be located in order to seek consent, the
public interest may justify disclosure.
Where explicit consent has not been gained and the public interest does not
justify breaching service user confidentiality, the research project needs
support under section 251 of the Health & Social Care. This can also be
referred to, to clarify uncertain cases.
7) To NHS managers
and the Department of
Health, e.g.
commissioning,
prescribing advisors,
financial audit,
resource allocation etc.

The use of anonymised data is preferable for management purposes but this is
not always practicable. Systems that are capable of providing anonymised data
sets for management purposes should be developed. Where they do not yet
exist, the use of confidential information to support these activities may well
be appropriate and necessary, but care should be taken to determine the
minimum requirements.
Explicit consent is required unless there is (rarely) a robust public interest
justification and, in the absence of either, support is required under section
251 of the Health & Social Care Act.
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8) To Occupational
Health professionals

9) To bodies with
statutory investigative
powers – GMC, Audit
Commission, The
Health Service
Ombudsman,
HPC & NMC

Staff may be referred to an occupational health department, e.g. as a result of
sickness absence or a perceived failure to meet work targets.
This could in turn require disclosure of service user information. Explicit
consent should be obtained before doing so.
When clinicians are themselves "the service user" the powers of professional
regulatory bodies to require disclosure of their health records may apply. See
section 10) below.
GMC assessors are entitled to access confidential service user health records
under the powers given to them by virtue of the Medical Act 1983 (as
amended by other legislation such as the Professional Performance Act 1995
and the Medical Act Amendment Order 2000). Similarly, the Audit Commission
Act 1998 provides auditors appointed under that Act with the powers to access
health records and, where necessary, service user-identifiable information to
further their investigations.
It is for Audit Commission auditors and GMC assessors to decide what level of
information is necessary for them to fulfil their functions, e.g. access to a
complete record containing service user-identifiable information, selected
parts or just anonymised information. If staff have concerns about the level of
information requested, good practice would be to seek and document the
reasons why this is needed.
Service users should be informed that disclosure has been required.
The Health Service Ombudsman has the same powers as the Courts to disclose
information but see their work as falling under “medical purposes.” Any
request for information from them should be complied with without necessity
of obtaining a court order.

10) To NHS Complaints
Committees

It is unlikely to be practicable for complaints committees to undertake their
work without access to relevant parts of a complainant’s medical record, and
anonymisation is not practicable. The use of identifiable information is
therefore necessary and appropriate.
However, the explicit consent of the complainant, and any other service users
whose records may need to be reviewed, is required prior to disclosure. It may
be necessary to explain to a complainant that their complaint cannot be
progressed if they refuse to authorise disclosure.
In some circumstances, where the trust of service users in NHS care or service
users may be at risk, the public interest may justify disclosure to complaints
committees.

11) To Cancer
Registries

The United Kingdom Association of Cancer Registries (UKACR) is a “generic”
organisation working on behalf of a number of different registries which all
serve a common purpose:
• monitoring trends in cancer incidence;
• evaluating the effectiveness of cancer prevention and screening

LCCG Information Security Code of Practice V05

Page 29 of 41

programmes;
evaluating the quality and outcomes of cancer care;
evaluating the impact of environmental and social factors on cancer
risk;
• supporting investigations into the cause of cancer;
• providing information in support of cancer counselling services for
individuals and families at higher risk of developing cancer
UKACR has been granted temporary support under Section 60 of the Health
and Social Care Act 2001 to obtain service user identifiable information for use
on cancer registry database, without the consent of service users.
•
•
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Model B3: Sharing for non-medical purposes
Model B3: Non-medical purposes
12) To hospital
Spiritual care cannot be practicably provided without access to some
chaplains
confidential service user information and this form of care is strongly desired
by a proportion of service users. It therefore meets the tests of necessity and
appropriateness. However, the explicit consent of service users is required
before confidential information is disclosed to chaplains.
Where a service user is not competent to consent to disclosure, e.g. due to
unconsciousness, the decision rests with those responsible for the provision of
care acting in the best interests of the service user. The views of family
members about what the service user would have wanted should be given
considerable weight in these circumstances.
13) To non-statutory
If an investigation is appropriately authorised, disclosure will meet tests of
investigations, e.g.
necessity and appropriateness. The minimum necessary information should be
Members of Parliament disclosed.
There is a balance to be drawn between ensuring that a service user has
understood and properly consented to a disclosure of information and
needlessly obstructing an investigation. Careful consideration of any written
authorisation and prompt action are key, e.g. where an MP states, in writing,
that s/he has a service user’s consent for disclosure this may be accepted
without further resort to the service user.
14) To government
departments (excluding
the Department of
Health which requires
information for medical
purposes - see B2)
15) To the police

Government departments require a range of information to carry out their
functions. There needs to be a statutory gateway to permit desired
information disclosure and government departments should ensure that tests
of appropriateness and necessity are satisfied.
Whilst the police have no general right of access to health records there are a
number of statutes which require disclosure to them and some that permit
disclosure. These have the effect of making disclosure a legitimate function in
the circumstances they cover.
In the absence of a requirement to disclose there must be either explicit
service user consent or a robust public interest justification. What is or isn't in
the public interest is ultimately decided by the Courts.
Where disclosure is justified it should be limited to the minimum necessary to
meet the need and service users should be informed of the disclosure unless it
would defeat the purpose of the investigation, allow a potential criminal to
escape or put staff or others at risk. Definition of "serious crime" - Serious
crime, as defined by the GMC is “a crime that puts someone at risk of death or
serious harm and would usually be crimes against the person, such as abuse of
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children” (GMC guidance “Confidentiality: Protecting and Providing
Information paragraph 37).
16) To the courts,
including a coroner’s
court, tribunals and
enquiries

Model B1, question B1.0 applies.
The courts, some tribunals and persons appointed to hold enquiries have legal
powers to require disclosure of confidential service user information.
Care needs to be taken to limit disclosure strictly in terms of the relevant
order, the precise information requested to the specified bodies and no
others. It is permitted to make ethical objections known to a judge or presiding
officer, but unless the order is changed compliance is necessary.

17) To Sure Start Teams Sure Start aims to both provide new services and to reshape and add value to
existing services in order to improve the life chances of young children. It is
delivered through local partnerships involving local service providers from
health, education, social services and other public services, the voluntary
sector and local parents and community representatives. Some of Sure Start’s
activities are healthcare provision, but others are not. NHS bodies have a
statutory gateway to support disclosure to Sure Start teams under the NHS Act
1977 where this supports healthcare.
Disclosure to a health professional within a Sure Start team to directly and only
support healthcare is covered by Model B1. However, where disclosure is also
for non-medical purposes (e.g. educational support), it is covered by Model B3
and explicit parental consent is necessary.
If confidential service user health information is to be held within the records
of partner organisations, parents need to be made aware of this prior to any
disclosure. Receiving organisations also need to be aware that holding health
information imposes particular duties and obligations with regard to
confidentiality.
18) To the media

Under normal circumstances there is no basis for disclosure of confidential and
identifiable information to the media. There will be occasions however when
NHS organisations and staff are asked for information about individual service
users. Examples include:
• Requests for updates on the condition of particular service users, e.g.
celebrities;
• In distressing circumstances, e.g. following a fire or road traffic accident;
• In circumstances where a service user or a service user’s relatives are
complaining publicly about the treatment and care provided.
Where practicable, the explicit consent of the individual service user(s)
concerned should be sought prior to disclosing any information about their
care and treatment, including their presence in a hospital or other institution.
Where consent cannot be obtained or is withheld, disclosure may still be
justified in the "exceptional" public interest.
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In distressing circumstances, care should be taken to avoid breaching the
confidentiality of service users whilst dealing sympathetically with requests for
information. Where a service user is not competent to make a decision about
disclosure, the views of family members should be sought and decisions made
in the service user’s best interests.
Where information is already in the public domain, placed there by individuals
or by other agencies such as the police, consent is not required for
confirmation or a simple statement that the information is incorrect. Where
additional information is to be disclosed, e.g. to correct statements made to
the media, service user consent should be sought but where it is withheld or
cannot be obtained disclosure without consent may still be justified in the
public interest. The service users concerned and/or their representatives
should be advised of any forthcoming statement and the reasons for it.
There is a strong public interest in sustaining the reputation of the NHS as a
secure and confidential service but there is a competing interest in ensuring
that the reputations of NHS staff and organisations are not unfairly and
publicly maligned. Disclosures need to be justified on a case by case basis and
must be limited to the minimum necessary in the circumstances. In some
circumstances a "dignified silence" in the face of media enquiry, may be the
best approach for the NHS to take, depending on the nature of the case
involved.
19) To Solicitors

Most contacts from solicitors are for subject access requests to health records
for compensation claims which may include:
- insurance claims against third parties e.g. following road traffic accidents
(RTAs), and
- Work related claims e.g. for disability awards, early retirement etc.
There may also be requests for prosecution purposes in cases of, for example,
drink driving, RTAs, GBH and murder enquiries etc.
Ideally disclosure should be limited to what is relevant to the incident
concerned. However, if disclosure of the full record is required this should be
complied with as long as it is clear that the service user understands that full
disclosure will take place and has consented.
On occasions when clinicians or NHS organisations face legal challenges,
solicitors acting on behalf of a client may require access to a third parties
record. In such cases, explicit consent should be sought from any person or
persons to whom it relates. However, if a service user refuses consent,
disclosure may still be warranted in the public interest or where a Court Order
to support disclosure without consent has been received. It may be possible
for a solicitor to make a public interest argument but this would be difficult to
judge and best left to the Courts to decide.
In all cases a service user should be notified of the disclosure.
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22. Appendix B: Data Protection ‘Fair Processing’
Communications Plan
1. Background
The CCG processes personal information for a wide variety of purposes and has a
responsibility to ensure that this processing is conducted in compliance with the eight
principles of the Data Protection Act 1998.
The first principle states that ‘personal data must be processed fairly and lawfully’. In
order to achieve this, the CCG must make sure that service users/carers/staff/other
stakeholders are aware of this processing.
This communication plan has been developed to document the key audiences targeted
and the methods of communication.
2. Service users/carers
The CCG may process service user identifiable information to provide treatment or for
other lawful purposes. It is important that service users/carers are fully informed of this
and the circumstances under which processing may take place. It is also important that
they are aware of their rights under the Data Protection Act 1998 to access their
information and are provided with contact details if they require further information.
3. Staff
The CCG processes personal information about its staff for a number of reasons e.g.
salaries, recording absences, details of training courses attended etc. It is equally
important that staff be fully informed of the processing of their personal data and of
their rights under the Data Protection Act 1998.
4. Other stakeholders
The CCG may also process personal information regarding other stakeholders, e.g.
volunteers, students. Fair processing information will include identified stake holders.
5. Partner organisations
Information concerning the partner or other organisations with whom it may be
necessary to share information will be communicated with fair processing notices.
6. Roles and responsibilities
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Leaflets and posters will be monitored by the IG Steering Group
The IG Steering Group will monitor the uses of personal information and new processes
to ensure that they are lawful and consistent and that the CCG Data Protection
Notification remains accurate and up to date. If new uses or processes are identified
then services will be implemented to update documentation and communicate this
through the appropriate leaflet.
The CCG Caldicott Guardian will ensure that all flows of personal data are appropriate
and lawful.
The C&M CCG Head of Information Governance will provide advice and assistance on
confidentiality, information sharing and the Data Protection Act.
Services must provide details of any information sharing to the service user by the
provision of leaflets and actively seek the consent of the individual to that sharing.
7. Methods of Communication
Communication
Medium
Patient Leaflets

Aim

Delivery

•

•

•
•
•

Posters

•

Verbal Information

•

•
•

To inform service user/carers of
the processing of personal
information.
To provide information about
personal rights.
To explain how electronic
information is kept/used
To inform service user/carers of
contacts for further
information/assistance.
To inform service user/carers of
the existence/location of leaflets
which explain the processing of
personal information
To inform service user/carers,
staff and other stakeholders about
the processing of personal
information.
To provide information about
personal rights.
To provide information about
contacts for further information.
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•

Overarching Privacy leaflet to be
available to public and staff in
the CCG premises.
Leaflets to be printed from
intranet site due to financial
constraints.

•

Displayed in public areas of the
CCG premises.

•

Information will be provided
verbally when personal
information is being taken and
recorded.
If necessary consent should be
recorded.

•
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Induction & IG
Training sessions

•
•
•

Team Meetings

•

Internet

•
•
•

To ensure staff are aware of fair
and lawful processing of personal
information.
To provide staff with guidance on
providing information to service
user/carers.
To ensure staff know where to
direct service user/carers for
further information.
To ensure staff are fully aware and
comply with code of conduct,
confidentiality and information
sharing, consent and info security
To inform service user/carers of
the processing of personal
information.
To provide information about
personal rights.
To inform service user/carers of
contacts for further information.
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•
•

Information will be provided via
the Induction programme.
Information will be provided
through mandatory IG training
and locally upon request to the
SIRO Head of Governance

•

Senior Managers to disseminate
information at team meetings

•

Information will be provided via
the CCG Internet.
Staff will be directed to the
intranet via global e-mails
Senior Managers will inform staff
via team meetings

•
•
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23. Appendix C GDPR Articles
EU General Data Protection Regulation (EU-GDPR)
Table of contents
4.5.2016 | EN | Official Journal of the European Union | L 119/1 REGULATION (EU)
2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation) [...]
CHAPTER I - General provisions
Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)
CHAPTER II - Principles
Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society
services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)
CHAPTER III - Rights of the data subject
Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of
the rights of the data subject (58, 59)
Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data
subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained
from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)
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Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or
restriction of processing
Article 20 - Right to data portability (68)
Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)
Section 5 - Restrictions
Article 23 - Restrictions (73)
CHAPTER IV - Controller and processor
Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union
(80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority
Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85,
87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)
Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)
Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)
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Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies
CHAPTER V - Transfers of personal data to third countries or international organisations
Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
CHAPTER VI - Independent supervisory authorities
Section 1 - Independent status
Article 51 - Supervisory authority (117, 118, 119)
Article 52 - Independence (118, 120)
Article 53 - General conditions for the members of the supervisory authority (121)
Article 54 - Rules on the establishment of the supervisory authority
Section 2 - Competence, tasks and powers
Article 55 - Competence (122)
Article 56 - Competence of the lead supervisory authority (124, 125, 126, 127, 128)
Article 57 - Tasks (123, 132)
Article 58 - Powers (129)
Article 59 - Activity reports
CHAPTER VII - Cooperation and consistency
Section 1 - Cooperation
Article 60 - Cooperation between the lead supervisory authority and the other
supervisory authorities concerned (124, 125, 126, 127, 128, 130, 131)
Article 61 - Mutual assistance (133)
Article 62 - Joint operations of supervisory authorities (134)
Section 2 - Consistency
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Article 63 - Consistency mechanism (135)
Article 64 - Opinion of the Board (136)
Article 65 - Dispute resolution by the Board
Article 66 - Urgency procedure (137, 138)
Article 67 - Exchange of information
Section 3 - European data protection board
Article 68 - European Data Protection Board (139)
Article 69 - Independence (139)
Article 70 - Tasks of the Board (139)
Article 71 - Reports
Article 72 - Procedure
Article 73 - Chair
Article 74 - Tasks of the Chair
Article 75 - Secretariat (140)
Article 76 - Confidentiality
CHAPTER VIII - Remedies, liability and penalties
Article 77 - Right to lodge a complaint with a supervisory authority (141)
Article 78 - Right to an effective judicial remedy against a supervisory authority (143)
Article 79 - Right to an effective judicial remedy against a controller or processor (145)
Article 80 - Representation of data subjects (142)
Article 81 - Suspension of proceedings (144)
Article 82 - Right to compensation and liability (146, 147)
Article 83 - General conditions for imposing administrative fines (148, 150, 151)
Article 84 - Penalties (149, 152)
CHAPTER IX - Provisions relating to specific processing situations
Article 85 - Processing and freedom of expression and information (153)
Article 86 - Processing and public access to official documents (154)
Article 87 - Processing of the national identification number
Article 88 - Processing in the context of employment (155)
Article 89 - Safeguards and derogations relating to processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes (156,
157, 158, 159, 160, 161, 162, 163)
Article 90 - Obligations of secrecy (164)
Article 91 - Existing data protection rules of churches and religious associations (165)
CHAPTER X - Delegated acts and implementing acts
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Article 92 - Exercise of the delegation (166, 167, 168, 169, 170)
Article 93 - Committee procedure
CHAPTER XI - Final provisions
Article 94 - Repeal of Directive 95/46/EC (171)
Article 95 - Relationship with Directive 2002/58/EC (173)
Article 96 - Relationship with previously concluded Agreements
Article 97 - Commission reports
Article 98 - Review of other Union legal acts on data protection
Article 99 - Entry into force and application
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1.

Introduction

1.1. High quality information, whether in paper or digital form, is critical for Liverpool CCG as it
underpins the administration and commissioning of high quality healthcare. Information has
greatest value when it is accurate, up to date and accessible where and when it is needed. However
this presents the CCG with challenges and in particular addressing the inherent risks associated with
an IT infrastructure, information systems and evolving technologies.
1.2 The CCG has a responsibility to comply with legislation and ensure that organisational
reputation is not damaged due to a lack of or ineffective information security policies and
procedures. It is vitally important that information is handled appropriately and lawfully to avoid
serious implications for the organisation.
1.3 The current Data Protection Act 1998 is to be replaced by a UK version of the General Data
Protection Regulation on 25th May 2018. All data protection, security and quality aspects of the
organisation’s activities will adhere to the new UK Data Protection Act. See appendix A for a list of
GDPR articles

2.

Purpose of policy

2.1 The purpose of the policy is to ensure the IT infrastructure, all paper and digital information
assets, including person identifiable information and corporate information are protected to a
consistently high standard from all potentially damaging threats, whether internal or external,
deliberate or accidental. This Policy will set out and inform all users of CCG information and
information systems of their responsibilities and the required security standards that must be
met.

3.

Scope of policy

3.1 This policy relates to all staff, volunteers, contractors and third parties that access or process
information on behalf of the organisation for information assets of all types and may consist of:
•
•
•
•
•
•

4.

Digital or hard copy person health records;
Digital or hard copy administrative information (including, human resources, estates,
corporate planning, supplies, finance);
Digital or printed X-rays, photographs, slides and imaging reports, outputs and images;
Digital media (including data tapes, CD-ROMs, DVDs, USB disc drives, removable memory
sticks, and other internal and external media compatible with NHS information systems);
Computerised records, including those that are processed in networked, mobile or
standalone systems;
Email, text and other message types.

Duties & responsibilities

4.1 Chief Executive
The Chief Executive has overall responsibility for ensuring information risks are assessed and
the necessary resources are available to mitigate such risks to an acceptable level.
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4.2 Senior Information Risk Owner
The Acting Chief Financial Officer the designated Senior Information Risk Owner (SIRO). The
SIRO is a member of the IG Steering Group with IG responsibility and responsible for overseeing
the development, maintenance and implementation of information risk management policies,
procedures and standards for the CCG.
4.3 Caldicott Guardian
The designated Caldicott Guardian is responsible for protecting the confidentiality of person
identifiable information. The Caldicott Guardian is responsible for enabling appropriate
information sharing within the organisation and to and from partner organisations that satisfy
the highest practicable standards for handling person identifiable information.
4.4

Data Protection Officer

As the organisation is a public body and or processes large amounts of personal confidential data,
the board has decided that a Data Protection Offices as described in Article 37 of the GDPR is
required.
This decision was based on Article 37 of the GDPR which details three specific cases where an
organisation must recruit, appoint and give responsibilities to a DPO if:•

They’re a public authority or body processing data (e.g. a hospital or CCG)

•

The core part of the business is the control and processing of data, and they do this on a
large scale, with ‘regular and systematic monitoring of data subjects’ .Although the official
law does not define what ‘large scale’ means, other authorities have deemed this to be the
processing of data from over 5000 individuals, within a 12-month period.

•

The core activities of the organisation or the processor consist of processing on a large scale
of special categories of data pursuant to Article 9 1 and personal data relating to criminal
convictions and offences referred to in Article 10 2.

The criterial above is the basis for the organisation to appoint a DPO. The position will be regularly
reviewed as required.
4.5 Informatics Merseyside
Informatics Merseyside is responsible for strategic planning to facilitate the implementation
and maintenance of a secure and integrated IT infrastructure. The IT Provider will review and
monitor information security incidents, their cause, resolution and future prevention.

1 Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation
2

Processing of personal data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be
carried out only under the control of official authority or when the processing is authorised by Union or Member State law providing for
appropriate safeguards for the rights and freedoms of data subjects. Any comprehensive register of criminal convictions shall be kept only
under the control of official authority.
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4.6 Designated responsible person (IT)
The Security manager from I Merseyside is responsible for ensuring the Information Security
Management System is maintained to appropriate standards (ISO 27001). They will be
responsible for the maintenance of the Information Security Policy, and the day to day
operating procedures and processes.
The Security Manager from I Merseyside is responsible for initiating security at the request of
Managers, or where there is a legitimate perceived need. They will provide reports to the SIRO
and Information Asset Owners that detail the levels of security within the CCG. The Security
Manager from I Merseyside will be responsible for day to day technical matters including
documentation, system monitoring, technical incident investigation and liaising with technical
contacts and external organisations.
4.7 Liverpool CCG
LCCG will be responsible for co-ordinating the completion of the annual IG Toolkit assessment
and providing regular reports and briefings on progress to the IG Steering Group
Liverpool CCG will facilitate the development of and maintenance of the CCG’s Information
Asset Register and will assist Information Asset Owners and Administrators in the completion of
System Level Security Policies, Data Flow mapping, Risk Assessments and Business Continuity
arrangements. They will promote Information Governance and Information Security awareness
and oversee the IG training programme to ensure mandatory training requirements are met
and will monitor and audit compliance with information standards and policies.
4.8 IG Steering Group
The IG Steering Group, a sub-committee of the Finance, Procurement and Contracts Committee
will be responsible for overseeing the completion of the IG Toolkit assessment and associated
information security work programme. The Committee will be responsible for ratifying
Information Governance and IT Security Policies on behalf of the Board.
4.8 I Merseyside
I Merseyside will be responsible for ensuring security is considered and built into the
implementation of new information processes and systems and for authorisation and
monitoring implementation of new systems or significant changes or new function of existing
systems.
4.9 Information Asset Owners
The CCG will have designated Information Asset Owners (IAO) for identified information assets
in the organisation. Day to day operation duties may be delegated to Information Asset
Administrators (IAA).
They will be responsible for understanding and addressing risks to the information assets they
‘own’ and to provide assurance to the SIRO through reports on the security and use of those
assets.
The IAOs will be responsible for ensuring information security policies and procedures are
followed within their areas of the organisation. They will ensure that the Information Asset
Register is accurate and up to date.
4.10 Information Asset Administrators (IAA)
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Information Asset Administrators will support the IAOs in the day to day operational
responsibilities for the assets within their areas of the organisation.
They will liaise with the CSU to ensure the Information Asset Register is maintained, data flows
are mapped and assessed for risk and regular audits are completed.
4.11 IT Specialist staff
IT specialist staff will be responsible for the operational security of the CCG’s infrastructure.
They will ensure that anti-virus, back up, and security patches are applied in a timely manner
and provide information and advice to Information Asset Owners/Administrators on the
information security of assets.
IT Specialist staff will assist in the monitoring of compliance with IT Policies and carrying out
investigations into incidents. They will manage access controls to the CCG network and key
systems.
4.12 Line Managers/Team Leaders/Supervisors
Line Managers/Team Leaders/Supervisors will be responsible for approving appropriate access
for their staff to CCG systems and equipment. They will be responsible for ensuring that when
staff return IT equipment and that any access rights are removed or amended prior to leaving or
changing designations.
4.13 All staff
Each individual member of staff is responsible for attending annual IG training, so that they are
fully aware of their personal responsibilities to comply with the information security standards
to protect paper and electronic information. Staff are personally responsible for ensuring that
they comply with CCG policies and procedures in respect of information security and for
ensuring that the information or information assets they use, transfer or share with others are
secure.
Staff must report any information incidents and risks actual or perceived through the CCG
Incident Reporting Procedures
4.14 Contractors/third parties
Contracts should be in existence with external organisations that use information on CCG
systems before such use is permitted. The contracts will require that the staff of the external
organisation must comply with all appropriate security policies, receive equivalent induction
training and sign a confidentiality agreement.
Contractors/third parties are responsible for reporting any information incidents and risks
actual or perceived to the CCG immediately they are identified.

5.

Training

5.1 Policy
It is the policy of the CCG that all employees, volunteers, contractors and any third parties who
have access to CCG information or information systems are appropriately trained and aware of
their responsibilities to protect the confidentiality, quality and security of information. Access to
CCG information and systems will therefore not be permitted until users have been trained in
the correct use of systems and are able to follow appropriate procedures to ensure the quality
and appropriate handling of information. The training requirements include:
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5.2 Induction
The organisation will ensure that all newly employed staff receives basic guidance in
organisational policy in relation to Information Governance and Information Security as part of
the Induction process. This will focus around the user elements of this policy.
5.3 Information Governance mandatory training
All staff are required to complete IG training annually as part of their mandatory training
requirements. Information security is included within CCG based IG training and e-learning
packages.
5.4 Systems training
All users of CCG systems will require training on appropriate policy and procedural elements for
that system. This will focus on both security and data quality elements.
•
•

6.

Users must be appropriately authorised to access the system with access determined by
their role within the CCG.
No access to the system must be provided prior to the completion of training, for example
by another user logging them onto the system or via sharing of passwords. Such action is not
permitted under any circumstances and is subject to disciplinary action.

Confidentiality agreements

6.1 Policy
It is the policy of the CCG that all employees, volunteers, contractors, agency staff and any
other third parties are required to protect the confidentiality of persons, employees and CCG
sensitive information at all times. Relevant clauses must be included in contracts including the
following:
6.2 Contract & Terms & Conditions of Employment
Confidentiality agreements, CRB and other employment checks are an inherent part of the
CCG’s recruitment process and must be included in staff contracts and terms and conditions of
employment.
6.3 Agency staff, volunteers, contractors and third party users
Agency staff and third party users not already covered by an existing contract (containing the
confidentiality undertaking) are required to sign a confidentiality agreement prior to access to
any CCG information, systems or IM&T facilities.

7.

General Information Governance and Safe Haven Controls

7.1 Policy
It is the policy of the CCG that information and information processing facilities are protected at
all times from unauthorised disclosure or modification and theft or loss. Information
Governance and Safe Haven Control policies must be followed by all for any information
handling and data flow that is either person/employee identifiable or organisationally sensitive.
Policy requirements, procedures and good practice guidelines are available on the intranet.
7.2 Clear desk/area and clear screen policy
LCCG Information Security Policy V05
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It is the policy of the CCG that in areas where the public/unauthorised staff may have access it is
vitally important to ensure that security and confidentiality of person identifiable information is
maintained at all times.
7.4 Transporting personal identifiable information
It is the policy of the CCG that security and confidentiality is maintained at all times when
transporting personal identifiable information. The policy requirements and good practice
guidelines are detailed on the Information Governance pages of the Intranet.
7.5 Taking personal identifiable and organisational sensitive information off site
It is recognised that it may be necessary, with the appropriate authorisation, on occasions to
take personal identifiable information off site. It is the policy of the CCG that security and
confidentiality off information taken off site is maintained at all times. The policy requirements
and good practice guidelines are detailed on the Information Governance pages of the Intranet.
7.6 Policy for the security and management of faxes
It is the policy of the CCG that sending and receiving of faxes containing personal identifiable or
organisation sensitive information must always follow safe haven procedures in a safe and
secure environment. The policy requirements and good practice guidelines are detailed on the
Information Governance pages of the Intranet
7.7 Policy for the security and management of post
A large amount of CCG correspondence is sent and received via post and it is not always
operationally practical for this to be replaced by other forms of communication. Where
personal identifiable and sensitive information is posted following good practice will minimise
risks to this type of data flow. The policy requirements and good practice guidelines are detailed
on the Information Governance pages of the Intranet.
7.8 Use of telephones for sharing personal identifiable information
When contacting persons or other health professionals by telephone it is important to ensure
you do not disclose personal identifiable information inappropriately. The policy requirements
and good practice guidelines are detailed in Appendix A.
7.9 Policy for the security, management and acceptable use of Internet and Email
(this includes use of social networking sites outside of the work environment)
It is the policy of the CCG that individuals who have access to the CCG’s Email & Internet
facilities should ensure Email communications, web browsing and any other internet use is
compliant with legislation, Connecting for Health’s Information Governance Statement of
Compliance and where applicable professional standards. It is the policy of the CCG that
personal identifiable and organisation sensitive data must not be sent via email unless it is
encrypted. All users should ensure they are aware of their responsibilities and rules for
acceptable use both within and outside of the work environment. The policy requirements and
good practice guidelines are detailed on the Information Governance pages of the Intranet
7.10 Policy for the security and management of SMS/Text messages
SMS/Text messages are highly accessible and easy to use which makes it an attractive
technology for the communication of short messages quickly; however there are legal
obligations and potential dangers and pitfalls to be managed. The policy requirements and good
practice guidelines are detailed on the Information Governance pages of the Intranet
7.11 Security and management of portable/removable ‘information’ media
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It is the policy of the CCG, due to security vulnerabilities, that portable/removable media should
only be used to store, transfer or transport data when other more secure means are not
available. Such media is not intended to be long term storage medium, nor is it an adequate
back up device. The CCG’s network provides all users with the opportunity to securely save
information in shared and personal folders that are backed up on a daily basis.
It is the policy of the CCG that personal identifiable and organisation sensitive information must
be encrypted if transferred to or stored on portable/removable media. The policy requirements
and good practice guidelines are detailed on the Information Governance pages of the Intranet
7.12 Security and management of Remote Access & Home Working
Remote working/homeworking can bring advantages to both the employee and the CCG;
however it is essential that such working does not compromise the confidentiality, integrity and
security of information. It is the policy of the CCG that remote and home working using either IT
equipment or paper records will only be permitted for staff who have been authorised by an
appropriate Senior Manager. The policy requirements for all remote/homeworking and good
practice guidelines are detailed on the Information Governance pages of the Intranet
7.13 Security and management of Electronic Office Systems
Electronic office systems include calendar systems such as Outlook, folders set up on an
electronic shared drive and other Microsoft Office applications such as Word, Excel and Access.
The policy requirements to ensure access to such systems is appropriate and controlled are
detailed on the Information Governance pages of the Intranet

8.

Responsibility for Security Control of Assets

8.1 Information Asset Register
It is the policy of the CCG to ensure responsibilities for security control of assets is assigned to
Information Asset Owners. A register of major information assets with identified Information
Asset Owners will be developed and maintained in compliance with Department of Health
requirements. It will include information and software assets such as systems, databases, files
and associated documentation, physical assets such as computer equipment and
communications equipment. It is CCG policy that each Information Asset Owner is accountable
for implementation and maintenance of information assets relating to their system or area.
8.2 Information Classification
Data classed as sensitive within one system should maintain at least the same level of sensitivity
across all systems. The CCG will utilise the NHS classification scheme and information should be
labelled appropriately and output from systems should carry an appropriate classification label

9.

Access Control to Secure Areas

9.1 Policy
It is the policy of the CCG to prevent unauthorised access, damage and interference to
Information and IM&T services. IM&T facilities supporting critical or sensitive business activities
should be housed in secure areas. Such facilities should be physically protected from
unauthorised access, damage and interference.
9.2 Physical Entry Controls
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It is the policy of the CCG that physical entry controls should control access to all non-public
areas via swipe card or digital coded locks, access to areas housing critical installations must be
protected by a least dual factor authentication.
9.3 Securing offices, rooms and facilities
Within any area there should be the facility to protect information and information processing
facilities. This should include lockable offices and filing cabinets. Doors and windows should be
locked when unattended, with additional protection e.g. alarms, considered particularly at
ground level. All members of staff should wear their ID badges at all times, in all areas.

10.

Equipment Security

10.1 Policy

It is the policy of the CCG to prevent loss, damage or compromise of assets and interruption to
business activities. It is CCG policy that equipment should be physically protected from security
threats and environmental hazards. Protection of IM&T equipment (including that used off-site)
is necessary both to reduce the risk of unauthorised access to data, and to safeguard against
loss or damage. The policy requirements include:

•
•
•
•
•
•

11.

Equipment Siting and Protection
Protection of supporting facilities – Power supply and cabling infrastructure
Equipment maintenance
Security of equipment off-premises
Secure disposal of equipment
Secure disposal of media

Computer and Network Operations
11.1 Policy
It is the policy of the CCG to ensure the correct and secure operation of computer and
network facilities. It is CCG policy that access to both the CCG's and any NHS IM&T
facilities must be controlled and responsibilities and procedures for the management
and operation of all computers and networks should be established and supported by
appropriate operating instructions. The policy requirements include:
•
•
•
•
•
•

12.

Connection of Non-CCG equipment to the network
Network management
Segregation of duties
Separation of Development and Operational Facilities
Security of Third Party Access
External Facilities Management

System Planning, Procurement and Acceptance

12.1 Policy
It is the policy of the CCG that security is built into systems and that procurement procedures
should encompass security aspects. The detailed statements of need of the new systems should
be established, documented and tested prior to their acceptance. All security requirements
should be identified at the requirements phase of a project and justified, agreed and
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documented as part of an overall business case for an information system. The policy
requirements include:
•
•
•
•
•

13.

Procurement procedures
Capacity planning
Security Requirements Specification
System Level Security Policy
System Acceptance

Protection from Malicious Software

13.1 It is the policy of the CCG to safeguard the integrity of software and data and thus precautions
are required to prevent and detect the introduction of malicious software. It is CCG policy that
virus controls are implemented and kept up to date on all systems hosted by or on behalf of the
organisation and that only authorised and licensed software is permitted.

14.

Housekeeping

14.1 It is the policy of the CCG to maintain the integrity and availability of IM&T services and to
prevent damage to assets. It is CCG policy that procedures must be in place for backing up data,
logging events and faults, and monitoring the equipment environment.

15.

Data and Software Exchange

15.1 It is the policy of the CCG to prevent loss, modification or misuse of data arising from the
exchange of data and software between organisations. It is CCG policy that any such exchanges
are carried out on the basis of formal agreements. The agreements must include procedures
and standards for the protection of the media in transit.

16.

Monitoring System Access and Use

16.1 It is the policy of the CCG to ensure systems are capable of logging events that detect
unauthorised activities, deviation from access control policy and to provide evidence in case of
security incidents. It is CCG policy that systems either owned by the CCG or used under contract
by the CCG may be used by staff in their professional capacity to conduct legitimate CCG
Business, to further their education or professional development or for research, administration
and management of their professional activities.
16.2 It is important that all staff are aware that the CCG reserves the right to examine or delete any
files that may be held on its computer systems, to monitor the Internet Sites visited by any
member of staff or their agents or to monitor, intercept or delete electronic communications
including emails sent or received by staff or their agents via the CCGs systems. The written
authority of the SIRO will be required before an individual’s emails; web browsing or other use
of information systems is accessed. That authorisation must detail the reasons for such action
and will be copied to the individual concerned where this will not compromise any necessary
investigation.
16.3 The CCG will ensure that monitoring will be in accordance with the following legislation and
guidelines:
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•
•
•
•
•

Regulation of Investigatory Powers Act 2000
Telecommunications (Lawful Business Practice) (Interception of Communications)
Regulations 2000
Human Rights Act 2000
Data Protection Act 1998
Data Protection Code on Employment Practices – “Monitoring at Work” guidelines

16.4 Monitoring information will only be retained as long as is required for any investigatory or
disciplinary procedures to be completed.

17.

User Access Control/password policy

17.1 It is the policy of the CCG that access to information and information systems will be restricted
to authorised users based on role based access controls and the need to know principle. All
users must be aware of their responsibilities for maintaining effective access controls,
particularly regarding the use of passwords and the security of user equipment. Information is
available on the Information Governance pages of the Intranet

18.

Computer Access Control

18.1 It is the policy of the CCG to prevent unauthorised computer access. Computer facilities that
serve multiple users must be capable of: identifying and verifying the identity, and if necessary,
the terminal or location of each user; recording successful and unsuccessful system accesses
and where appropriate, restricting the connection time of users.

19.

Application Access Control

19.1 It is the policy of the CCG to prevent unauthorised access to information held in computer
systems. All applications must be capable of: controlling user access to data and application
system functions, in accordance with a defined business access control procedure and provide
protection from unauthorised access to any utility software that is capable of over-riding
system or application controls.

20.

Data Validation

20.1 It is the policy of the CCG to prevent loss, modification or misuse of data by incorporating
appropriate security controls, including audit trails, in the design of application systems. The
policy requirements include:
•
•
•
•

21.

Input data validation
Internal processing validation
Data encryption
Message authentication

Security of Application Systems

21.1 It is CCG policy that all IM&T projects and support activities are conducted in a secure manner.
All new operational software must be quality assured. System test and live data should be
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separated and adequately protected. All changes to the system should be processed under
formal change control. The policy requirements include:
•
•
•

22.

Control of new operational software
Protection of system data
Change control procedures

Security Incident Management

22.1 It is the policy of the CCG to minimise damage from incidents, to monitor and learn from
incidents and to ensure that IM&T security breaches are detected, reported and investigated.
The IM&T Service Provider will ensure records and statistics on all security incidents are
maintained and that any incidents classified as “unusual” must be recorded within the CCG’s
Incident Reporting system and fully investigated. The policy requirements include:
•
•
•
•
•
•

The management of security incidents
Incidents classified as “usual”
Incidents classified as “unusual”
The management of serious untoward incidents
The disciplinary process and removal of access rights
Learning from incidents

All reportable IG incidents (as assessed by the NHS Digital SIRI reporting classification) will be
reported with 72 hours from the point the incident was discovered

23.

Risk Assessment

23.1 It is the policy of the CCG to ensure compliance of information processing and information
systems with legislation, NHS security policies and standards and that any risks are identified
and mitigated to an acceptable level. It is CCG policy that risk assessments should be completed
against the appropriate security policies, and the technical platforms and IM&T facilities
checked for compliance with the NHS Information Security Standards.
Risk assessments must be completed when introducing any new systems, technologies or ways
of working. The policy requirements include:
•
•

Compliance with security policy
Requirements to conduct risk assessments when introducing any new systems, technologies
or ways of working

23.2 It is CCG policy that risk assessments must be completed in line with the CCG’s Risk Assessment
process.
23.3 The IM&T Service Provider will maintain a local risk register that is reported to the IG Steering
Group.

24.

Business Continuity Planning

24.1 The objective is to be able to maintain essential business activities after any unforeseen major
failure or disaster. It is CCG policy that business continuity plans are developed and maintained
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for all information processes and systems to ensure the speedy restoration of critical processes
and services in the event of serious business interruptions.
Business continuity planning should include measures to limit the consequences of any threats
that are realised, and to provide a resumption of essential operations as soon as required. The
policy requirements include:
•
•
•

25.

Business continuity planning process
Business continuity planning framework
Testing and updating business continuity plans

Equality and Diversity

25.1 The CCG is committed to an environment that promotes equality and embraces diversity both
within our workforce and in service delivery. This policy should be implemented with due
regard to this commitment.
25.2 This information is available in other languages and formats if requested.

26.

Review and revision arrangements

26.1 This policy will be reviewed, and updated in light of that review, by the IG Steering Group
26.2 Review may take place due to major policy breach, identification of new threats or
vulnerabilities, significant organisational restructure or change in technical infrastructure,
change to legislation.

27.

Dissemination and implementation

27.1 Dissemination and implementation will take place through the LCCG Intranet and Staff
Briefings
27.2 The Communications Sections will update the intranet and internet and arrange for new and
revised policies to be advertised in staff communications
27.3 The policy will be available at induction and mandatory training.

28.

Monitoring compliance with this policy

28.1 The effectiveness of this policy will be monitored through a review of incidents and the
assessment of compliance against the Information Governance Toolkit standards, the results of
which will be used to determine the Action Plan and work programme for the forthcoming year.
The IG Steering group will monitor performance throughout the year and where deficiencies
are identified further actions will be devised, agreed and overseen by the group.
28.2 To meet legal and regulatory compliance and to maintain Information Security standards a
regular programme of Information Security audits will be completed. The outcome of the audits
will be reported to the IG Steering Group.

LCCG Information Security Policy V05

Page 15 of 18

28.3 Audit reports highlighting areas of non-compliance will be issued to departments who will be
required to develop an action plan to address areas of non-compliance.
28.4 I Merseyside will provide regular reports to the SIRO/IG Steering Group on the findings of the
audit programme.

29.

Related Policy & Codes of Conduct
•
•
•
•
•
•

30.

Data Protection Policy
Information Governance Policy
Confidentiality and Information Sharing Code of Conduct
Records Management & Information Lifecycle Policy
Data Quality Policy
Risk Assessment Policy

Legal & Regulatory framework
The CCG has a duty to comply with legislation affecting the stewardship and control of
information.
The main relevant legislation is:
•
•
•
•
•
•
•
•

Data Protection Act 1998
Human Rights Act 1998
Access to Health Records Act 1990 (where not superseded)
Freedom of Information Act 2000
Computer Misuse Act 1990
Copyright, designs and patents Act 1988 (as amended by the Copyright (Computer
Programs)) Regulations 1992 (to be replaced by GDPR on 25th May 2017)
Electronic Communications Act 2000
Regulation of Investigatory Powers Act (& Lawful Business Practice Regulations 2000)

The main relevant regulation elements are:
•
•
•
•
•
•

The Caldicott Report (incorporating Caldicott Principles)
Information Governance Toolkit Assessment
ISO 27001 Information Security Standards
NHSLA
NHS Information Risk Management, Digital Information Policy, January 2009
Information Security Management: NHS Code of Practice, April 2007
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Appendix A - GDPR Articles that must be complied with
CHAPTER I - General provisions
Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)
CHAPTER II - Principles
Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)
CHAPTER III - Rights of the data subject
Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of
the data subject (58, 59)
Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60,
61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data
subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)
Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of
processing
Article 20 - Right to data portability (68)
Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)
Section 5 - Restrictions
Article 23 - Restrictions (73)
CHAPTER IV - Controller and processor
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Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority
Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)
Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)
Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)
Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies
CHAPTER V - Transfers of personal data to third countries or international organisations
Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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Introduction

1.

A Privacy Impact Assessment (PIA) is a process which helps assess privacy risks to
individuals in the collection, use, and disclosure of information. PIAs help identify privacy
risks, foresee problems and bring forward solutions.
NHS Liverpool CCG must be seen to act responsibly in key issues of privacy to maintain and
enhance its reputation.
Privacy poses risks which need to be professionally managed in a similar way to other
categories of risk. Organisations that handle personal data must monitor on-going
operations, whether they are dealing with the personal or sensitive information of service
users or employees.
Whilst there is no statutory requirement for any organisation to complete a PIA central
government departments have been instructed to complete PIAs by the Cabinet Office and it
is a requirement for NHS organisations, set out in the Information Governance Toolkit.

Why undertake a PIA?

2.

The CCG should undertake PIAs to:
•
•
•
•
•

Identify and manage privacy risks to service users and employees information
systems.
Identify privacy and Data Protection compliance liabilities
Avoid loss of trust and reputation.
Inform the CCG’s communications strategy.
Meet and exceed legal requirements.

What is privacy?

3.

Interpreted most broadly, privacy is about the integrity of the individual. It therefore
encompasses many aspects of the individual’s social needs.
However, for the purposes of completing a privacy impact assessment (PIA) it is more useful
to examine different aspects of privacy. A PIA could consider the:
•
•
•
•

privacy of personal information
privacy of the person
privacy of personal behaviour
privacy of personal communications

These four aspects of privacy will overlap and should be seen as working guides to the
issues a PIA should explore, rather than strict definitions.
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Background

4.

Whilst the Data Protection Act 1998 provides protection to the personal and sensitive
information of the data subject, the risk to privacy and public confidence in the use of their
personal details can go much further. Provision for these legitimate privacy concerns should
not be left to chance and need to be addressed from the outset of projects to implement and
develop new system for personal data processing.
Projects that involve personal information or intrusive technologies inevitably give rise to
privacy concerns. The cumulative effect of many such initiatives during recent years has
resulted in harm to public trust and to the reputations of corporations and government
agencies.
Where the success of a project depends on people accepting, adopting and using a new
system, process or programme, privacy concerns can be a significant risk factor. In order to
address this risk, it is advisable to use a PIA risk management technique.
The scale of effort that is appropriate to invest in a PIA depends on the circumstances. A
project with large inherent risks warrants much more investment than one with a limited
privacy impact. Other projects may simply need a check of compliance with privacy laws,
and in particular with the provisions of the Data Protection Act.

When should you conduct a PIA?

5.

A PIA should be conducted at an early stage of a project. Compliance checks, on the other
hand, are usually performed later, after business processes and rules have been specified
sufficiently so that they can be assessed for their compliance with the law.
It is more effective to integrate a PIA within the project plan or within broader risk
assessment, and risk management activities.
PIAs are most effective when they are started at an early stage of a project, when:
•
•
•
•

the project is being designed
you know what you want to do
you know how you want to do it
you know who else is involved

and:
•
•
•
•

6.

before decisions are set in stone
before systems have been procured
before contract are signed
while you can still change your mind

Who should take responsibility for a PIA?

A PIA has strategic significance, and therefore, direct responsibility for organisational
compliance will sit with the Senior Information Risk Owner who has lead responsibility for
information risk management.
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Project Managers must be aware of this process and include the application of the
appropriate PIA to all projects that impact on privacy at the earliest stage.
PIAs should initially be the responsibility of senior managers, project board/team and
relevant stakeholders. Where all three groups are involved, measures are needed that
achieve clear communications among the groups.
The Information Governance Steering Group will act as a conduit for the discussion and
approval of PIAs following completion by the project manager/team.
The ccSenior Information Risk Owner (SIRO) will provide advice and documentation to
support the introduction of PIAs within the CCG. The SIRO should be made aware of new
projects at the very early stages of the project to negate any implementation that may impact
on Privacy.

7.

Full-scale PIA

A Full scale PIA conducts a more in-depth internal assessment of privacy risks and liabilities.
Analyses privacy risks, consults widely with stakeholders on privacy concerns and brings
forward solutions to accept, mitigate or avoid them.

8.

Small-scale PIA

A Small-scale PIA is similar to a full-scale PIA, but is less formalised. It requires less
exhaustive information gathering and analysis. This is more likely to be used when focusing
on specific aspects of a project

9.

Privacy law Compliance check

Privacy law compliance checks focus on compliance with various “privacy” laws such as The
Data Protection Act, Human Rights Act, Regulation of Investigatory Powers Act and Privacy
of Electronic Communications Regulations. It examines compliance with statutory powers,
duties and prohibitions in relation to use and disclosure of personal information.

10. Data Protection Compliance Check
This is a checklist for compliance with the Data Protection Act and is usually completed
when the project is more fully formed. If the following question is answered” yes”, then a
Data Protection Act compliance check should be conducted:
Does the project involve the handling of any data that is personal data, as that term is used
in the Data Protection Act?
‘Personal data’ means data which relate to a living individual who can be identified:
(a) from those data, or
(b) from those data and other information which is in the possession of, or is likely to come
into the possession of, the data controller, and includes any expression of opinion about the
individual and any indication of the intentions of the data controller or any other person in
respect of the individual.
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11. Conducting a PIA Process
Project management techniques should be applied to the process of assessing privacy
impact. This includes the definition of phases, tasks within phases, and deliverables.
10.1 Preliminary phase
The purpose of this phase is to ensure that a firm basis is established for the PIA to be
conducted effectively and efficiently. Examines the project at an early stage, identifies
stakeholders, makes an initial assessment of privacy risk and decides which level of
assessment is necessary.
10.2 Preparation phase
The purpose of this phase is to make the arrangements needed to enable the critical phase
to run smoothly. The suggested deliverables are a stakeholder analysis, a consultation
strategy and plan, and establishment of a PIA Consultative Group (PCG). Guidance is
available to assist in specifying the tasks and deliverables involved in this phase.
10.3 Consultation and analysis phase(s)
With the framework in place, this phase focuses on consultations with stakeholders, risk
analysis, the recognition of problems, and the search for solutions.
10.4 Documentation phase
The purpose of this phase is to document the process and the results. The suggested
deliverable is a PIA Report.
10.5 Review and audit phase
The purpose of this phase is to ensure that the design features arising from the PIA are
implemented, and are effective. Sets out a timetable for reviewing actions taken as a result
of a PIA and examines their effectiveness. Looks at new aspects of the project and assesses
whether they should be subject to a PIA.

12. The PIA project plan
A full-scale PIA is sufficiently important and complex that it may itself warrant a formal
project plan. More detailed guidance in relation to the phases, tasks and outcomes involved
in a PIA can be obtained on the Information Commissioners website
http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/privacy_by_design.asp
x

13. Which type of PIA/Data Protection Assessment is suitable for your project?
Follow the process map in Appendix A. To decide which level of PIA assessment is required
use the decision tree in Appendix B and complete the questions in the screening documents
from the list below.
.
Full-scale PIA - complete screening questions in DP PIA 001
Small-scale PIA – complete screening questions DP PIA 002
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Privacy Law Compliance Check – complete screening questions DP PIA 003
Data Protection Act Compliance Checklist – complete questions DP PIA 004
All documentation can be found on the CCG Intranet site Information Governance
page

14. Further advice and assistance
Please contact the CCG SIRO who is the Head of Strategy and Outcomes at the earliest
stage of your project for advice and assistance with PIAs and Compliance Checks.
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APPENDIX A: PIA Initial Process Map
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APPENDIX B: PIA Decision Tree
Full Scale
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1.0

Purpose

The IG Steering Group is a standing group accountable to the Finance, Procurement and
Contracts Committee which is a delegated sub-committee of NHS Liverpool CCG
Governing Body. The purpose of the Group is to support and drive the broader IG agenda
and provide the Governing Body with assurance that effective IG best practice
mechanisms are in place within NHS Liverpool CCG
The Governing Body, through the Finance, Procurement and Contracts Committee, has
allocated responsibility to the IG Steering Group to approve IG and IG related strategies,
policies, procedures and documentation. The Finance, Procurement and Contracts
Committee will be the conduit for formal ratification.
The IG Steering Group will be an essential component of the Information Governance
Management Framework within NHS Liverpool CCG.
2.0

Composition

2.1

Membership

The membership of this group will be reviewed at least annually or where appropriate
to change of circumstance. The membership will comprise of:
Designation
Senior Information Risk Owner/ (Chair)
Caldicott Guardian
Data Protection Officer (when appointed)
IAOs or deputies
I Merseyside Security Manager (as invited)
2.2 The Chair
The Chair of the meeting will be the Senior Information Risk Owner and is the designated
IG Lead for NHS Liverpool CCG, with Governing Body approval.
2.3 Attendance
Members of the IG Steering Group are required to attend set meetings or send
representation in their absence for continuity purposes. If any member or deputising
member is unable to attend then apologies are expected prior to the meetings. The
membership will provide brief progress reports on any specific IG work areas they have
been involved in for discussion and approval. Organisation IG and IG related strategies,
policies and procedures will be presented to the group for discussion, review and
approval by the appropriate member.
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3.0

Meetings

3.1
Frequency – The group will meet at quarterly intervals to fulfil its remit. The IG
Steering Group will report to the Finance, Procurement and Contracts Committee at
quarterly intervals as a standing agenda item. The Governing Body will receive summary
IG updates and progress reports which will detail risks and issues from the Finance,
Procurement and Contracts Committee. The Chair of the IG Steering Group will present
overarching reports/risks and issues, information breaches to the Finance, Procurement
and Contracts Committee and subsequently to the Governing Body.
3.2

Agenda and Papers

The agenda will comprise of a series of briefings and reports and updates on issues or
progress with the IG work programmes. The meeting will also receive the regular
reports listed in section 3.5. The agenda and supporting papers will be distributed at
least five working days in advance of the meeting to allow time for members’ due
consideration of issues. The Agenda will clearly state the author and the purpose of the
paper, together with the action to be taken.
3.3

Minutes

Minutes will be kept of the proceedings and submitted for approval at the next IG
Steering Group meeting prior to submission through the Finance, Procurement and
Contracts Committee, to the Governing Body in report format.
Minutes of the IG Steering Group may be presented in draft form, with the agreement
of the Group’s Chair, at the next available Finance, Procurement and Contracts
Committee meeting where there are issues relating to the timing and schedules of
meetings.
3.4

Other

The IG Steering Group will obtain professional advice; request the presence of
departmental staff, or external experts where appropriate to fulfil its remit

3.5

Reports to IG Sub-Committee
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Report against
Progress against the IG toolkit publication
Progress on IG related Initiatives
Freedom of Information Requests
Subject Access Requests
IG & Caldicott risks & issues
Adverse incidents including:
• Breaches of security
• Breaches of confidentiality
• Data Protection breaches
• Misuse/misappropriation of data
• IT incidents
• Caldicott issues
Other related issues
3.6

Quarterly

Reports to Finance, Procurement and Contracts Committee & Governing Body

Report
IG Toolkit Baseline Assessment
IG Toolkit Update Assessment
IG Toolkit Submission
IG Update Reports
Risks, Issues, breaches
4.0

Frequency
Quarterly
Quarterly
Quarterly
Quarterly
Quarterly
As and when required

Frequency
Annually July/August
Annually October/November
Annually before 31st March
Quarterly
As and when required

Remit

Key responsibilities of the IG Steering Group:
4.1
4.2
4.3
4.4
4.5
4.6
4.7

To ensure that an appropriate comprehensive information governance
framework and systems are in place throughout the organisation in line with
national standards.
To inform the review of the Organisation’s management and accountability
arrangements for Information Governance.
To develop an IG policy and associated IG implementation strategy and/or
maintain the currency of the policy.
To prepare the annual Information Governance assessment for sign off by the
Governing Body.
To develop the Organisation’s Information Governance work programme.
To ensure that the Organisation’s approach to information handling is
communicated to all staff and made available to the public
To coordinate the activities of staff given data protection, confidentiality,
security, information quality, records management and Freedom of
Information responsibilities.
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4.8
4.9
4.10
4.11
4.12
4.13
4.14
4.15
5.0

To offer support, advice and guidance to the Caldicott Function and Data
Protection programme within the Organisation.
To monitor the Organisation’s information handling activities to ensure
compliance with law and guidance
To ensure that training made available by the Organisation is taken up by
staff as necessary to support their role.
Provide a focal point for the resolution and/or discussion of Information
Governance issues.
To receive and review Privacy Impact Assessments in the early stages of
projects implementation of new systems, and software purchase.
To monitor and ratify the content of the organisation’s Privacy Impact
Assessment documents (Data Protection Impact Assessments as defined by
GDPR)
To be responsible for the organisation and implementation of Smartcards as
delivered by the CCG’s ITC provider
To oversee the implementation of the Data Protection Act 1998 to GDPR
transition
Management and Accountability

The SIRO/IG Lead will report to the Liverpool CCG Governing Body through the Finance,
Procurement and Contracts Committee on the progress of the IG Steering Group,
agenda items that need Governing Body approval, IG risks, and issues and seek
approvals where required. The Chief Officer has overall accountability for ensuring that
the organisation operates in accordance with the law.
6.0

Authority

The IG Steering Group is authorised by the Governing Body to investigate any activity
within its terms of reference. It is authorised to seek any information it requires from
any employee and all employees are directed to co-operate with any request made by
the Group. The Group are also authorised to implement any activity which is in line with
the terms of reference, as part of the IG work programme, which shall be signed off by
the Governing Body through the Finance, Procurement and Contracts Committee.
7.0

Performance of the IG Steering Group

The IG Steering Group will review its own performance, effectiveness, including financial
implications, and terms of reference on an annual basis.
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1.

Introduction

The purpose of this document is to outline the data quality assurance process for the
improvement of data quality in Liverpool CCG. Ensuring data used is of the highest
possible standard is crucial to the following functions of the CCG:•
•
•
•
•
•
•

Improving patient outcomes
Improving the quality and safety of services
Effective contract management
Assessing efficiency of service delivery and value for money
Planning current and future service provision
Invoice validation
Compliance with Freedom of Information legislation which substantially
increases the public visibility of information quality

This policy aims to provide a robust framework with clear structures, processes and
accountabilities to maximise the completeness, accuracy and validity of data and
information which informs the above processes.
In addition, recent Information Governance requirements mandated by NHS England
have required that all CCGs investigate the need to develop and implement an
Information Quality Assurance Programme. This policy contributes towards the
submission for information governance toolkit requirement 420.

2.

Related Policies

The following policy should be read on conjunction with the below:•
•

3.

Records Management Policy
IG Framework

Scope

The scope of the policy includes all data flows listed in the Information Asset
Registers (IAR) of the following directorates within the CCG
•
•
•
•
•
•
•

Operations and Corporate Performance
Contracts, Procurement and BI
Primary Care Quality and Improvement
Quality, Children's and Safeguarding
Finance
Healthy Liverpool Programme
Integrated Commissioning
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This policy applies to those members of staff that are directly employed by the CCG
and for whom the CCG has legal responsibility, including those staff of temporary or
fixed term contracts. In addition it is also applicable to any member of staff covered
by a letter of authority/honorary contract or work experience whilst undertaking
duties on behalf of the CCG or working on CCG premises.

4.

Objectives

The objectives of the Data Quality Assurance Process (DQAP) are:• To define data and information quality
• To identify the key components of the Data Quality Assurance Programme
including assessment of information flows, data quality improvement plans
and ongoing assurance of data quality.
• To outline the key roles and responsibilities of individuals, directorates and the
organisational structures in the process of data quality assurance
• To outline the governance structures of the assurance process
• To identify the guidelines, rules, tools and methods individuals can use to
improve data quality
• To identifying and deliver any training requirements to improve data quality
• To identify means of raising awareness of the importance of data quality
throughout the organisation.
• To outline a detailed implementation plan of the DQAP
• To highlight any risks identified with delivering the data quality improvement
strategy (internal and external risks)
• To identify areas of national policy that may shape/influence the DQAP
• To outline how the policy may link to other organisational policies

5.

Definition of data quality

‘Data quality’ is a term that has often been used as if it were interchangeable with
information quality, but it is actually a more limited term. Data relates to the building
blocks of information, i.e. data items. Until data are assembled and interpreted they
are not information. Quality is partially objective and partially subjective and might
best be considered in the context of how well it addresses the requirements of a user
of the information. This policy is concerned with data quality as appose to
information quality.
Item
Data
Information
Quality

Facts, readings, measurements – items that are essentially ‘value
free’
Data that has been interpreted or to which commentary has been
added by a user for a purpose, making it ‘value-laden’.
Has two aspects: The characteristics that meet user needs and
thereby provide user satisfaction; The absence of deficiencies that
result in user dissatisfaction
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The extent to which data quality meets the user needs and provides user satisfaction
can be determined through a set of criteria. Good quality information is derived from
data that is:
• Complete: The degree to which all data items include all expected values
• Valid: The degree to which data collected satisfy the set of standards and
business rules that govern the permitted values and formats for each
individual field in a dataset. This can also be described as accuracy.
• Has integrity: Integrity is the degree to which data satisfy the set of business
rules that govern the relationships between fields, records and data assets
e.g. male codes on female records, appointment data but no record of
referral. It can also mean that the data are protected from deliberate bias or
manipulation for political and or personal reasons.
• Timely: Is the data is received in a timely manner for its purpose?
• Reliable: Reliability is the degree to which the data is consistent each time in
terms of all of the above attributes

6.

Data Quality Assurance Process

The Data Quality and Assurance Process is described in the diagram below
Assess Data
Quality

Create data
quality
improvement
plan

Monitor data
quality

Apply data
quality
improvement
techniques

Data Quality Assessment: All data flows detailed on the Information Asset Register
will need to be assessed against the criteria in section 5 (complete; valid; has
integrity; timely; reliable). A level of 1-3 should be assigned against each criteria, to
determine if the data is of sufficient quality for its purpose and whether a data quality
improvement plan is required, where 1 = sufficient data quality, 2 = some data quality
improvement required and 3 = poor data quality.
If an information asset scores 7 or above (2 or more on 2 or more of the above
criteria) a data quality improvement plan should be put in place to address the areas
that have not scored a 1.
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NB: the above assessment may require some audit of data quality. It is acceptable to
audit a sample of records that is representative of the whole information asset. Audit
results should be provided as evidence of data quality review where completed.
Data Quality Improvement Plan: Where an information asset scores 7 or above a
data quality improvement plan should be put in place. The data quality improvement
plan template can be found in Appendix A which includes the following:•
•
•
•
•
•
•

Information Asset description
Data quality category of issue e.g. complete, accurate, reliable etc
Data quality issue description
Data quality Improvement technique (see Appendix B)
Monitoring Indicators
Data quality assessment date
Risk assessment score (See Appendix C)

Appendix B identifies some of the improvement techniques that can be employed
Appendix C outlines the Risk Assessment that should be undertaken. Where the risk
is high or extreme it should be considered not to use the data source.
Data Quality Monitoring: Information asset owners should identify some measures
of data quality for the issues identified, to understand if data quality has improved as
a result of implementation of the data quality improvement technique. These should
be monitored regularly by each information asset owner.
Information Asset Owners will be asked to re-assess the data quality of a data flow
against the data quality criteria above on a regular basis. Change in scores against
each criterion will be monitored and reported through to the IG Steering group
regularly to monitor if data quality is improving.

7.

Roles and Responsibilities

SIRO: The SIRO is responsible for:•
•
•

Senior responsibility for data quality and is required to champion data quality
at senior levels in the organisation
Review data quality improvement plan and monitoring information as part of
the IG steering Group
Undertake annual data quality training as required

Senior Data Quality Lead: The Senior Information Quality Lead is responsible for:•

Implementation of the Information Quality Assurance Programme
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•
•
•
•
•

Co-ordination of completion of the data quality improvement plans by
Information Asset Owners
Co-ordination of data quality assurance monitoring information for the IG
Steering group
Creating of data quality training plan and dissemination of data quality training
Raising general awareness of data quality within the organisation
Undertake annual data quality training as required

Information Asset Owner: The information asset owner in each directorate is
responsible for:•
•
•
•
•
•

Assessment of the information asset for data quality issues
Completion of data quality improvement plan where required
Implementation of the data quality improvement plan
Monitoring of data quality for improvement
Dissemination of known data quality issues to users
Undertake annual data quality training as required

Individual staff members: Individual staff members will be required to:•
•
•

8.

Be aware of data quality and how it relates to their individual role
Implementation of the data quality improvement techniques where required
Undertake annual data quality training as required

Governance Structures

Internal Assurance: Using the process described in section 6: Data Quality
Assurance Process, data quality will be assured via the Information Governance
Steering Group, which reports into the Finance, Procurement and Contracting
Committee, which in turn reports into the Governing Body.
External Assurance: External assurance for data quality will be sought via an
annual audit undertaken by Mersey Internal Audit Agency. An example audit process
is embedded below
LCCG 14 420 Quality
and Records Manage

9.

Training, Guidance and Awareness Raising

A data quality training programme will be established. Information asset owners will
be trained in the process of information quality assurance. Individual staff members
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may also be required to undertake annual data quality training where deemed
necessary.
Where there are multiple users of data sources that may require data quality
improvement, other awareness raising techniques such as routine data quality
monitoring information, newsletters and standing team meeting agenda items of
‘data quality’ should be employed throughout the CCG.

10. Implementation of the Data Quality Assurance Process
The implementation plan for the Data Quality Assurance Process is below
Action
Data quality policy
Write data quality policy
Sign off data quality policy
Training and Awarness raising
Undertake training on data quality assurance process
Design generic data quality training
Undertake generic data quality training
Design other dissemination techniques e.g. news letter
Implement other dissemination techniques
Data quality assessment process
Assess data quality of data flows on IAR
Create data quality improvement plans
1st DQ report to IG Steering Group
Ongoing assessment and reporting
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Owner

Date started

Data Quality Lead
IG Steering Group

Expected Completion

01 February 2017
31 March 2017

12 February 2017
31 March 2017

Data Quality Lead/IAO
Data Quality Lead
Data Quality Lead
Data Quality Lead
Data Quality Lead

01 April 2017
30 April 2017
01 June 2017
01 June 2017
01 July 2017

30 April 2017
31 May 2017
01 October 2017
30 June 2017
01 September 2017

IAO
IAO
Data Quality Lead/IG Ste
Data Quality Lead/IAO

30 April 2017
31 May 2017
01 June 2017
Ongoing

31 May 2017
30 June 2017
01 June 2017
Ongoing

Appendix A: Example Data Quality Improvement Plan
Information Asset
Number/description

Data Quality
Category

Data Quality
Description

SUS Data - all

Completeness

NHS number
missing

SUS Data - AED

Accuracy

Diagnosis
coding

Invoices

Completeness

Data missing
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Data Quality
improvement
technique
Look up to NHS
Spine

Monitoring
Indicators

Improve coding in
hospital
departments
Cleanse source
data

% of records with
valid AED
diagnosis code
% of invoices with
complete data

% of NHS
numbers missing

Date of next
DQ
assessment
April 2017

Risk

April 2017

Moderate
(5)

April 2017

High

Moderate
(5)

Appendix B: Data Quality Improvement Techniques
Data flow mapping: Map the data flow from start to finish to understand where data
quality issues may arise
Data cleansing: Cleanse data at source or on landing of data inaccuracies
Data dictionary/coding: Standardise dataset definitions by creation of a data
dictionary to improve the consistency of data recording and the structure of the data
Standardise data entry: Standardise data entry through the use of a
templates/coding structures or a set format for recording information
Record linkage: Link data to other records (on a common identifier) that may have
data items that are of better accuracy or better completion.
Reporting of data quality: Identify common areas of poor data quality and
undertake regular reporting to raise awareness
Routine Audit: Undertake routine audit of records and feedback to improve data
quality
Data Analysis Tools: use these to identify data quality issues e.g. Excel pivot tables
or Excel cube functions
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Appendix C: Risk Assessment Matrix

Data Quality Policy V02

NHS Liverpool Clinical Commissioning Group
Information Governance
Mobile Devices Policy

Documentation Control:
Version
Ratified by
Date Ratified
Author(s)
Responsible
Committee/Officers
Date Issue
Review Date
Intended Audience

Version V05
Finance, Procurement and Contracting Committee
13/10/15
PCU
SIRO
13/10/15
20/02/20
All CCG Staff

Further Information about this document:
Name
Mobile devices Policy
Contacts(s)
for
further Dave Horsfield
information about this
document
This document should be Information Governance Framework
read in conjunction with
Published by
NHS Liverpool CCG
Copies of this document are Intranet and IT Lead
available from
Version Control:
Version Number

Reason/Group

By

Date

01.0
02.0
03.0
04.0
05.0

Finance, Procurement & Contracting Committee
Information Governance Support
IG Steering Group Approval
Policy Reviewed
Policy reviewed and minor amendments

PCU
PCU
PCU
PCU
DH

31/03/15
30/09/14
27/02/14
22/02/17
21/02/18

lccg-mobile-devices-policy-v05

Page 2 of 15

Table of Contents
1.

Policy Statement ............................................................................................... 4

2.

Aim and Objectives ........................................................................................... 4

3.

Scope ................................................................................................................ 4

4.

Compliance with Policy..................................................................................... 4

5.

Roles and Responsibilities ................................................................................ 4

6.

Legal and Statutory Duties and Responsiblies ................................................. 5

7.

Definitions of Terms ......................................................................................... 6

8.

Guidance for Staff and Managers..................................................................... 6

9.

Useful Numbers ................................................................................................ 9

10.

Policy Governance ............................................................................................ 9

Appendies .................................................................... Error! Bookmark not defined.

lccg-mobile-devices-policy-v05

Page 3 of 15

1.

Policy Statement

Liverpool CCG (LCCG) is committed to minimizing security risks to staff. It is acknowledged that
the provision and use of mobile communication devices is only one of a range of mechanisms
that can improve security and a sense of safety for staff.
LCCG also acknowledges the importance of effective communication and the role that mobile
communication devices play in this

2.

Aim and Objectives

This policy is designed to provide clarity regarding the provision and use of mobile
communication devices to employees of the CCG.

3.

Scope

It applies to all LCCG staff, Governing Body members, temporary or agency staff,
contractors, volunteers, students and any other staff who have been issued with a CCG
mobile communication device

4.

Compliance with Policy

All staff issued with a mobile communication device are expected to have read and understood
and to comply with the contents of this policy. Failure to do so may result in disciplinary action

5.

Roles and Responsibilities

The following specific duties and responsibilities apply within the CCG.
5.1

LCCG Board

The LCCG Board is responsible for effective risk management practices and for ensuring that the
CCG complies with its statutory obligations.
5.2

Chief Officer

The Chief Executive has overall responsibility for ensuring compliance with legislation and for
ensuring the effectiveness of the policy.
5.3

IG Steering Group

The Information Governance Steering Group is responsible for reviewing and monitoring the
effectiveness of the policy.
5.4

All Senior Management Team Members
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SMT Members are responsible for the implementation of this policy within their departments.
5.5

The IT Lead and Informatics Provider

The IT Lead and contracted informatics provider are responsible for maintaining and updating
the database of all LCCG mobile communication devices, in conjunction with all departmental
heads. The IT Lead and informatics provider are responsible for the procurement of all new
mobile communication devices and for dealing with faulty, lost or stolen devices.
5.6

Managers

The manager is required to identify staff that may need access to a mobile communication
device. Managers are also required to monitor appropriate usage of these mobile
communication devices in line with this policy.
5.7

Budget Holders

The budget holder is required to approve expenditure on hardware and monitor accumulating
costs on their budget codes
5.8

Staff

Staff are responsible for appropriate usage of mobile communication devices in their possession
and for co-operating with the development and implementation of this policy as part of their
normal duties and responsibilities. Staff must take reasonable care to protect themselves and
to implement all guidance, policy and practice relating to risks arising from lone working.
5.9

Temporary or Agency Staff, Contractors, Students or Others

Will be expected to comply with the requirements of all LCCG policies applicable to their area of
operation.

6.

Legal and Statutory Duties and Responsibly

LCCG will adhere to current legal and statutory requirements in regard to the use of mobile
communication devices, including all Road Traffic Acts.
The law relating to mobile
communication device use prohibits drivers using a hand-held mobile communication device, or
similar device, while driving. Using a mobile communication device can itself create hazards and
those staff that have mobile communication devices must not use them in a manner that
endangers themselves or others.
LCCG has decided that under no circumstances should staff use any mobile communication
device whilst they are driving. Staff may not use a blue tooth or any other “hands free” headset
or a vehicle’s built in system to make or receive calls or emails. If staff wish to make or receive a
call/ email they must pull over to the side of the road when and where it is safe to do so and
turn off the vehicles engine before interaction with a mobile communication device.
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For the purposes of this policy the above also applies to the use of personal mobile
communication devices during work hours.

7.

Definitions of Terms

Driving – under the law relating to mobile communication devices, a person is driving if the
vehicle is stationary but the engine is running. The offence will apply to all motor vehicles
including motorcycles but will not apply to pedal cycles.
Portable Appliance Testing (PAT) – Electrical test for mobile communication device charging
equipment to ensure continuity of ‘earth’. This includes any charging device that connects to
mains electricity to either power or recharge a mobile communication device.
Mobile Communication Device– Any handheld device that can electronically communicate
wirelessly for the purposes of either receiving or making phone calls, text messages, emails,
Internet browsing.
Panic Alarm – Any handheld device used to alert visually or audibly of an attack or
compromising situation.

8.
8.1

Guidance for Staff and Managers
Criteria

The following criteria will be considered prior to approving a request for a mobile
communication device:
1. Working alone in the community
2. Working alone in isolated areas without access to a landline
3. Working alone outside of office hours
4. Business requirement for a communication aid
5. On call
The risk assessment of lone working will take into account how much of a member of staff’s
time is clinic based and whether access to a shared mobile communication device is a suitable
alternative to an individually issued mobile communication device.
8.2

Application Process for a Mobile Communication Device

A request for a mobile communication device can be made at any time and a repeat request
made if the circumstances are deemed to have changed.
To make a request for a mobile communication device the line manager or budget holder must
follow the process flowchart outlined in appendix 1.
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The key steps are summarised as follows:
•
Log a job with the IT Service Desk, who will provide assistance in identifying what
information will be used to complete the ‘Mobile Communication Device Request Form’ – (see
Appendix 2)
•
Refer to the criteria in section 7.1 of the policy and include as much supporting
information as possible. Consideration must be given to the use of a ‘pool’ mobile
communication device
•
The ‘Mobile Communication Device Request Form’ must be signed by the budget holder
and presented to the relevant SMT member for approval.
8.3

Ordering and Receipt of Mobile Communication Device

The key steps are summarised as follows:
•
Following SMT member approval, the Informatics service provider will complete the
device procurement.
•
All mobile communication devices will be delivered to the IT department and
arrangements made for the user to collect the device
•
Staff will need to bring photo identification and complete the Declaration Form
(Appendix 3) when collecting the device.
8.4

Ownership

Mobile communication devices and their accessories remain the property of the LCCG at all
times. However, staff have a responsibility to ensure due care is taken of handsets whilst in their
possession.
8.5 Use of Mobile Communication Devices
Calls from a LCCG mobile communication device will normally be work related, although, it is
accepted that exceptional situations arise that necessitate non-work usage.
LCCG will monitor LCCG mobile communication device usage for the purposes of budgetary
control. Specifically call charges, call duration and SMS/ text message use will be analyzed. If
deemed necessary further investigation will be undertaken. This may lead to disciplinary action
if LCCG mobile communication device is being used inappropriately.
The following information should be taken into account when using a CCG mobile
communication device
•
Vodafone to Vodafone calls are free including voice mail. SMS/text messaging should be
avoided as there are charges for these.
•
Staff should not make calls to the talking clock.
•
The Informatics provider/IT Lead has placed a bar on all premium rate or international
numbers. This bar will only be lifted following consent from an SMT Member.
•
Calls to directory enquiries should only be made in exceptional circumstances.
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Please note the following useful information links:
www.bt.com - for private numbers
www.askalix.com - for business numbers
www.google.co.uk - for route finding
8.5.1. Use of a Mobile Communication Device outside Normal Hours of Duty
Staff are not expected to respond to a LCCG mobile communication device whilst not on duty
and in normal circumstances the device should be switched off.
Staff should refer to the Informatics Merseyside Mobile devices guidance which can be located
in the CCG Information Governance Folder.
8.6

Protection of your Work Mobile Communication Device

To prevent the misuse of lost or stolen handsets all staff members must ensure that their
handset has a sim card lock and is password enabled. Staff must contact the IT Service Desk if
they are unsure of how to set this up. The IT Service Desk can reactivate the handset if a staff
member forgets the pin number and locks the phone, however, the Line manager must send an
email to IT to confirm the member of staff’s identity. All LCCG owned mobile devices must have
a password compliant with current security guidance, which can be obtained from the IT Service
Desk.
8.7

Lost/Stolen Devices

Lost and stolen devices need to be reported immediately to the IT Service Desk so steps can be
taken to suspend the device at the earliest opportunity. The Service Desk will report all losses to
appropriate line managers and where necessary facilitate the procurement of a replacement
device. If staff lose multiple devices a charge may be incurred for the necessary replacement.
Continued loss of LCCG equipment may result in disciplinary action.
If a mobile communication device is stolen, staff must contact the police and obtain a crime
reference number. The reference number must then be given to the IT Service Desk.
8.8

Faults and Maintenance

Any faults relating to the mobile communication device must be reported immediately to the IT
Service Desk. Repair of the device will always be considered before replacement. Replacement
of any device will require the completion of a Mobile Communication Device Request Form (see
Appendix 2) and approval by the budget holder and SMT member for the service.
•
PAT Testing – All mobile communication device chargers are to be PAT tested annually.
Custodians of mobile communication devices should consult their line managers for local
arrangements.
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8.9

Change of User Details/Transfer of Device/Leavers

Change of User – Any changes to user details (i.e., name, base, title, contact information) must
be given to the IT Service Desk so our records can be accurately maintained.
Transfer of Device – If the current post holder leaves the CCG or transfers to another post within
the CCG, and the mobile communication device is re-allocated to another team member the
responsible line manager must contact the IT service desk to report the changes. The new user
must sign the declaration (see Appendix 3) before they are issued with any mobile
communication device. All returned devices must be checked and working condition confirmed.
If staff fail to return a device, its charger or associated equipment they may be charged for any
required replacements. The IT service desk must be informed of any faulty equipment before
the handset is reissued.
Leavers – Staff leaving the CCG are responsible for returning the mobile communication device
and all accompanying equipment to the line manager by the last working day. The line manager
will be responsible for notifying the IT Service Desk accordingly. Failure to return any component
or the return of damaged equipment may result in the user being charged.
8.10

Training Requirements

All staff will be informed of this policy on induction and as part of ongoing instruction within
each department. All relevant staff will be given written instructions on the use of mobile
communication devices. PDF versions of training information can be found on the IT help web at
nww.evoke.nhs.uk

9.

Useful Numbers

LCCG IT Service Desk Details:
•

Tel: (0151) 296 7777

•

Email: IT.Servicedesk@imerseyside.nhs.uk

10.

Policy Governance

10.1

Equality and Diversity

The CCG is committed to an environment that promotes equality and embraces diversity in its
performance as an employer and service provider. It will adhere to legal and performance
requirements and will mainstream equality and diversity principles through its policies,
procedures and processes. This policy should be implemented with due regard to this
commitment.
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To ensure that the implementation of this policy does not have an adverse impact in response
to the requirements of the Race Relations (Amendment Act) and the Disability Discrimination
Act 2005, the CCG will monitor the impact of this policy. The CCG will take remedial action when
necessary to address any unexpected or unwarranted disparities and monitor workforce and
employment practices to ensure that this policy is fairly implemented.
10.2

Management and Review Policy

The IG Steering Group will be responsible for the management of this policy, on behalf of the
Governing Body. The formal review of all IM&T Policies will be undertaken on bi-annual basis in
accordance with the CCGs policy review procedures. In addition, the effectiveness of this policy
will be monitored by the IT Lead and the policy may be reviewed and amended at any time if is
deemed necessary. Notification of any changes to policies will be communicated to all staff.
Staff should be aware that the LCCG intranet site version of this document is the only version
that is maintained and controlled. Any printed copies should be viewed as ‘uncontrolled’ and as
such many not necessarily contain the latest updates and amendments.
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Appendices
Appendix 1 – Mobile Communication Device Request Process Flow
Appendix 2 – Liverpool CCG Mobile Communication Device Request Form
Appendix 3 – Declaration Form
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Appendix 1. Mobile Communication Device Request Process Flow
Identify staff name and why
they need a mobile communication
device (new starter, replace damaged
handset, lost/stolen, change of
circumstance).

Details required:
Job to be logged under individual users name.

Identify budget holder
db d t

d

Up to date contact number for user, Line
Manager and budget holder. Location of user,
budget code and details of problem.

Contact the IT Service
Desk on (0151) 296 7777
to log a job
Type of problem.

New Starter.

Replacement for

Replacement for

Change of job role.

damaged device.

lost/stolen device.
Does the user already
IT Service Desk to suspend handset

Additional details required: Type
of device and model number.
Broken handsets IMEI. Mobile
phone number.
Sim card
number.

have a device

immediately. Investtigate usage

YES

charge since last known date
Additional details required:
Type of device.
Broken handsets IMEI.
Mobile phone number.
Sim card number.

Additional details required:
Type of device
Model number
Mobile phone number.

Service Desk to ascertain if the handset is out of
contract.

NO
Where possible IT will recommend the reissue of
an existing handset and provide relevant details of
charges.

Details to be provided by IT:
Call costs.
Line rental cost.
Handset cost.
Replacement part cost.

Line Manager/budget holder to
check with finance that there are
available funds for the device.
Ascertain if number is critical, or
Line Manager to complete a
Mobile Communication Device
Request Form (Appendix 2) inc.
recommendations from IT.

Job closed by IT
Service Desk.

if its out of contract can it be
IT to contact user and
arrange collection of
mobile communication
device.

Budget holder to sign Mobile
Communication Device Request
Form and approve/amend budget
code.
Director to approve or reject
application.

REJECT

All orders must be
delivered to IT Service
Desk.

Inform Line
Manager explaining
why. Contact IT to
close job.

ACCEPT
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Send confirmation to IT Service
Desk. Inform Line Manager.

Asset register updated.

electronic business
case in EOS citing the
job ref number.

Director to
approve cost

through EOS
Inform Line Manager of business case ref number

Order
placed.

Bevan House,
65 Stephenson Way,
Wavertree Technology
Page 12 of 15Park,
Liverpool. L.13 1HN

Appendix 2 Liverpool CCG Mobile Communication Device Request Form
Following sections to be completed by line manager
IT Service Desk Ref

HA

User name(s)
User location(s)
User(s) job title
New Starter
Type of request (tick box as required)

Replacement for damaged device
Replacement lost/ stolen
Change of job role
Smart Phone

Details of mobile communication device required (tick box as
required)

Tablet device
Attack Alarm
Other please specify
Device:

How much will device cost?

Contract cost per month

Criteria for requesting mobile communication device:

Criteria met Y/N

% of time

1. Does the individual work alone in the community? If yes for
what % of the time
2. Does the individual work alone in isolated areas with access to a
landline? If yes for what % of the time
3. Does the individual work alone outside of office hours. If yes for
what % of the time
4. Is the handset required as a communication aid to meet a
business need? Please give additional details below
5. Is the individual required to work “on call”. If yes, for what % of
the time
This must be completed in all cases:
Please give any additional details of why the device is required:
Following sections to be completed by budget holder
Budget code
Name and Signature of Budget Holder
Following sections to be completed by The Head of Service
Issue smartphone
Issue tablet device
Outcome:

Issue shared device
Issue attack alarm
Issue nothing/ Rejected

Signature of SMT memeber
The form is only to be returned to IT once The Head of Service signature has been obtained
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Appendix 3
Liverpool CCG Mobile Device Acceptance Form
User’s Name:

..............................................................................................................................

Job Title:

..............................................................................................................................

Base:

..............................................................................................................................

Contact number:

..............................................................................................................................

Budget Holder:

..............................................................................................................................

Budget Code:

..............................................................................................................................

Device details
Sim number:

8944 1000 ............................................................................................................

Mobile communication device No: ..........................................................................................................
Mobile communication device IMEI No: ................................................................................................
Device type & model no: .........................................................................................................................
Incident number:

..............................................................................................................................

New Issued

Yes

No

Contract Start Date:

…………………..

Repair?

Yes

No

Replacement?

Yes

No

Device Handset:

Yes

No

Device Charger:

Yes

No

Sim Card:

Yes

No

Commissioner – IM – CSS – CMCSU – LCCG – HCCG – 3rd Party
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Declaration:
I hereby acknowledge receipt of the mobile communication device and confirm that I
have received a copy of the Mobile Communication Device Policy and undertake to
read it in full prior to using the mobile communication device.
Person who collected:

___________________________

Signature:

___________________________

Date:

___________________________
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1.

Introduction

A Registration Authority (RA) manages Smartcards and the registration and access
control processes. The role of the RA is to ensure all users of National Programme
applications are provided with the appropriate levels of access through the Smartcard
system and have their identity rigorously checked. The RA comprises of the RA Manager,
Agents and Sponsors and Local Smartcard Administrators.
For Healthcare Professionals to access National Health and Social Care Information
Centre (NHS Digital) applications, spine enabled clinical and administrative systems and
the NHS Care Records Service (NCRS), they must be registered by the RA.
The registration process applies nationally and must meet the current Government
requirements.
All the National Programme applications use a common security and confidentiality
approach. Access levels are identified in terms of organisation code(s), role code(s), and
business function(s).
The method by which users will be able to access a National application is via a
Smartcard issued during the Registration Process. The Informatics Merseyside
Registration Authority manages the distribution and maintenance of Smartcards on
behalf of the CCG.
Once an applicant has been successfully registered they will have a Unique User ID
(UUID), Passcode and Smartcard – which will permit their access to the appropriate
application (s) and information.
The use of the word staff in this document means people who are directly employed by,
or contracted to provide service to, or are part of an agreement with the CCG.

2.

Statement of Intent / Scope of the Policy

This policy applies to all those working in the CCG, in whatever capacity. A failure to
follow the requirements of the policy may result in investigation and management
action being taken as considered appropriate.
This may include formal action in line with the CCG's disciplinary or capability
procedures for CCG employees and other action in relation to other workers, which may
result in the termination of an assignment, placement, secondment or honorary
arrangement. Non-compliance may also lead to criminal action being taken.
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3.

Summary

This document describes procedures for the operation of the Registration Authority (RA)
and Smartcards within NHS Liverpool Clinical Commissioning Group CCG (hereafter
known as the CCG).
The Registration Process is operated at a local level by a Registration Authority (RA) who
is required to conform to the National Registration Policy and Practices identified below.
The CCG will comply fully with the latest published National Policies and Procedures
identified in the following documents:
•
•
•
•
•
•
•
•

Registration Authority Policy
NHS Employers - Verification of Identity Checks
Registration Authorities Operational and Process Guidance
The NHS Confidentiality Code of Practice (www.dh.gov.uk)
On-line Terms and Conditions or RA01 Terms and Conditions
NHS Operating Framework
NHS Care Record Guarantee for England
NHS Code of Practice

These documents are available from https://digital.nhs.uk/Registration-Authorities-andSmartcards and NHS England websites.
The procedures covered in this document are the local support procedures necessary to
support the National Policies and Procedures.

4. Definitions
4.1 Smartcard Passcode
The Smartcard Passcode enables a user to authenticate to the NHS CRS. This Passcode
must be 4-8 characters in length, preferably alphanumeric and a mixture of upper/lower
case. Users are required to check and ensure that they are compliant with the latest
passcode requirements.
4.2 NHS CRS and other Smartcard Applications
These following applications are currently used by the CCG via NHS Smartcards:
• Electronic Staff Records System
4.3 RBAC / Job Roles
Role Based Access Control (RBAC) defines a national standard set of Job Roles and
related activities which can be approved by a Sponsor and granted by the RA to a User.
Each application, such as E-Referral System uses these definitions to enable access to
specific functionality and information in their system.
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4.4 PBAC / Positions
Position Based Access Control (PBAC) simplifies how access rights are granted to a user.
PBAC builds on the existing Role Based Access Control (RBAC) security model, which
provides access to NHS CRS compliant systems appropriate to the job that staff have
been employed to do.
4.5 A Significant Incident
A significant incident is an isolated incident or a series of less significant incidents that
could lead to a serious degradation of healthcare or information security.

5.

Roles & Responsibilities

5.1 Registration Authority (RA) including RA Manager, Agents and Sponsors and Local
Smartcard Administrators:
The Registration Authority (RA) is an official Team supplied by Informatics Merseyside
with appropriate organisational authority and is responsible for ensuring that all aspects
of registration services and operations are performed in accordance with National
policies and procedures (See section 1).
The RA Team comprises of RA Managers and RA Agents, Sponsors and Local System
Administrators and CCG staff and are not included in references to the Registration
Authority.
There needs to be a Board level individual within the CCG who has overall accountability
in the organisation for RA activity. The responsible individual must report annually to
the organisation on this activity and must sign off on RA IG Toolkit submissions.
The named individual is currently:
Name:
Title:
Address:

Mark Bakewell
Interim Chief Financial Officer and SIRO
Liverpool CCG
The Department
2 Renshaw Street
Liverpool
L1 2SA
Tel: 0151 296 7000
Fax: 0151 285 4601

Email: mark.bakewell@liverpoolccg.nhs.uk

The RA is responsible for providing arrangements that will ensure tight control over the
issue and maintenance of electronic Smartcards, whilst providing an efficient and
responsive service that meets the needs of the users and the CCGs patients. (Indirect)
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The Registration Authority has the following responsibilities:
•
•
•
•
•
•
•
•

Ensuring that the National Registration processes are adhered to in full.
Ensure that Self Service functionality i.e. passcode changes / certificate renewal
and un-locking is used where possible when this functionality becomes available.
Ensure that requests are correctly submitted and authorised on the Care Identity
Service (CIS) system
Ensuring that requests are logged via the Service Desk as appropriate.
Ensuring that any forms are used appropriately.
Ensuring that any local processes developed to support the National Registration
processes are adhered to in full.
Ensure Sponsors are familiar with and understand User Registration - Sponsor
Briefing (available from https://digital.nhs.uk/article/311/RegistrationAuthorities-and-Smartcards)
Ensuring Sponsors, Agents and Local Smartcard Administrators have completed
NHS Digital training. See: https://digital.nhs.uk/Registration-Authorities-andSmartcards/Registration-Authority-training

They will be individuals capable of CCG as they will be handling sensitive information
covered by the Data Protection Act 1998.
They will be key players in ensuring the NHS Code of Confidentiality and RA Terms and
Conditions are followed.
The services available to RA Managers and Agents are:
 New User registration
 Re-open a User
 Role profile and Position maintenance
 Adding role profiles
 Changing role profiles
 Deactivating role profiles
 Revocation and cancelling of Smartcards
 Passcode resetting (changes/un-lock) – also available to Sponsors and Local
Smartcard Administrators
 Changes to account recovery settings, when this functionality becomes available
 Smartcard renewal
 Certificate renewal – also available to Sponsors and Local Smartcard
Administrators
 Certificates renewal for expired certificates.
 Search for a position
 Create a position
 Modify multiple access profiles
5.1.1 Registration Authority Training Needs Analysis
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All CCG RA Members will have sufficient training to carry out their RA tasks in
accordance with Local and National Policies and Procedures.
Training Needs Analysis for all RA Managers, Agents, and Sponsors and Local Smartcard
Administrators:1. CCG IG training
2. RA Specific Training (provided by the CCG’s RA Team on ad-hoc basis)
3. NHS Digital RA training.
5.2 Registration Authority Manager:
Access Control at NHS Digital must ensure that all RA procedures are carried out in
accordance with local and national policy.
Access Control at NHS Digital will report incidents to the Information Governance
Steering Group and escalate significant incidents through the risk management
structure as appropriate
The Registration Authority Manager is responsible for running the governance of RA in
the CCG. As such they must agree and sign off on local operational processes with the
CCG and should assure themselves regularly that these processes are being adhered to.
They are also responsible for:











Ensuring that there is sufficient availability of resource to operate the
registration processes in a timely and efficient manner to meet organisational
responsibilities
Ensuring that the RA Agents, Sponsors and Local Smartcard Administrators are
adequately trained and familiar with the local and national RA policies,
procedures and processes
Assign, sponsor and register RA Agents.
Register Sponsors and Local Smartcard Administrators as instructed by the CCG.
All completed forms and associated documents are kept secure in an area where
the RA have access. This is in line with records management: NHS Code of
Practice which stipulates retention periods for RA records.
Ensuring that an indexed and secure audit trail is maintained of applicant’s
registration information and profile changes.
Ensuring that there are sufficient smartcards and smartcard issuing/maintenance
equipment for the organisation.

5.3 Registration Authority Agents:
Registration Agents are responsible to Access Control at NHS Digital for ensuring that
the national and local processes are followed and for the accurate input of information
on the Care Identity Service (CIS).
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Registration Agents will ensure that all inter-CCG agreements are followed and adhered
to. All incidents, misuses, anomalies and problems will be reported to Access Control at
NHS Digital and via the Datix Incident Reporting System.
5.4 Registration Sponsors:
Sponsors are appointed and entrusted to act on behalf of the CCG in determining who
should have what access and maintaining the appropriateness of that access. This role
carries a significant level of responsibility and cannot be delegated. Sponsors will have a
line management or peer relationship for staff that they Sponsor.
Staff will be identified as sponsors by the CCG on behalf of the CCG Executive as being
suitable persons by virtue of their status and role. They will be staff with sufficient
seniority to understand and accept the responsibility required and will be registered by
Access Control at NHS Digital or Agent on behalf of the CCG in accordance with
instructions given by the CCG.
Sponsors have two specific responsibilities:



Identification of the type of access to information a user or a position needs via
an NCRS application – the organisation they belong to and their Role Profile.
Overseeing the appropriate use of the cards and ensure that any incidents or
breaches are reported on Datix and to the RA Manager.

Sponsors are responsible for approving, on behalf of the CCG, who can have access to
what information. They are responsible to the CCG to ensure only appropriate access to
Smartcard Enabled Systems is approved. They will be held accountable by the CCG for
their actions.
Sponsors are responsible to the Access Control at NHS Digitalfor the accuracy of the
information provided through the RA system.
All Sponsors are required to provide documentary evidence to prove their identity.
Sponsors / approvers are responsible for making sure that national application users are
given the minimum appropriate level of access needed to perform their job.
The areas of responsibility with respect to national application user access should be
clearly defined for each Sponsor.
Sponsors and Agents will report any RA related incidents, using the Datix Incident
Reporting System, in line with the CCG Incident Reporting Procedure, and to the RA
Manager.
Additionally, Sponsors and RA Agents will report any operational difficulties, especially
where these have patient healthcare implications, to the RA Manager.
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Sponsors are also able to change and unlock Passcodes – this must only be done when
the Smartcard Holder is present in a face to face meeting and the Smartcard Holder sets
their own Passcode confidentially.
Sponsors also have the ability to assist in the renewal of Smartcard Certificates when
the Smartcard Holder is present in a face to face meeting and the Smartcard Holder sets
their own Passcode confidentially as part of the renewal process.
Local Smartcard Administrators (LSA’s) have the ability to Unlock/Reset a Smartcard –
this must only be done when the Smartcard Holder is present in a face to face meeting
and the Smartcard Holder sets their own Passcode confidentially.
Local Smartcard Administrators also have the ability to assist in the renewal of
Smartcard Certificates when the Smartcard Holder is present in a face to face meeting
and the Smartcard Holder sets their own Passcode confidentially as part of the renewal
process.
However staff should be encouraged to use the self-service portal, when available, to
change their own passcodes, self-un-lock (where details have been provided) and renew
their Smartcard certificates.
Sponsors must ensure that the RA team are informed if a staff member leaves or
changes roles, by making a request to end the access on the RA system and also log a
request with the IT Service Desk.
Sponsors act as an intermediary between the RA and the users to disseminate
information.
5.5 The CCG Board
RA Managers & Sponsors are appointed by the CCG and this appointment is confirmed
in a letter of appointment which must be held by each individual appointed to these
positions. Copies of these letters should also be held by Access Control at NHS Digital so
they are able to provide the necessary evidence to meet IG Toolkit requirements.
Notification of the creation and revocation of RA managers (including their e-mail
address) should be sent to accesscontrol@nhs.net
5.6 Responsibility for identifying Sponsors and Local Smartcard Administrators
The CCG delegates responsibility for identifying Sponsors and Local Smartcard
Administrators to Departmental heads.
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5.7 Caldicott Guardian:
The Caldicott Guardian will consider incidents reported to them and decide whether
CCG systems or working practices should be reviewed as a result.
5.8 Human Resources personnel:
Incidents involving breaches of security that demonstrate that a user may not be
considered trustworthy should be reported to HR and the Caldicott Guardian by Access
Control at NHS Digital so that any disciplinary measures required may be taken.HR will
decide which other members of staff need to be involved (e.g. line manager).
5.9 All Users of the RA Service:
It is the responsibility of all users to comply fully with the latest published National
Policies and Procedures identified under section 3, and to adhere to local policies and
procedures and undertake Information Governance/Information Security training.
Users are required to accept the RA terms and conditions.
Lost or stolen Smartcards must be reported as soon as possible to the RA and on the
Datix Incident Reporting System. The RA will cancel the lost/stolen card and arrange a
re-issue.
A user must not use a Smartcard to prove NHS identity.
All Smartcard users must ensure the security of their cards, and not share the physical
Smartcard or the confidential Passcode with anyone, nor are they to leave their card
unattended at any time.
Smartcards should always be kept in a safe and secure place when not in use e.g. a
locked drawer or secure locker and never to be left logged in.
It is the responsibility of the user to ensure that they have their card available in work. It
is recognised that some users work at multiple bases and may need to take their cards
home.
If the user forgets their card it is their responsibility to make alternative arrangements.
It is recommended that the user returns home to retrieve their card and make the hours
up at a later date. If this is not possible the user should take alternative tasks that do
not require a Smartcard.
A user taking an extended period of absence, i.e. longer than 3 months, will have their
access removed until they return.
5.10 Information Governance Steering Group:
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The information Governance Steering Group is a formal working group to oversee and
coordinate the technical and organisational security measures that need to be place for
all the key Information assets. This ensures the confidentiality, integrity and availability
of information and complies with the CCGs Information Governance policies.
The group will consider incidents reported to them and decide whether CCG systems or
working practices should be reviewed as a result. The group will escalate incidents
through the Risk Management Structure where appropriate.

5.11 All CCG Managers:
All managers are directly responsible for implementing the policies and procedures
within their business areas.
5.12 All CCG Staff:
It is the responsibility of each employee to adhere to the policies and procedures and
undertake Information Governance/Information Security training.
It is the responsibility of all staff to inform Information Governance Manager of any
information security related incident which has occurred in their area.

6.

The Policy

6.1 Incident Reporting
Incidents may be reported by any member of staff where they feel that there is a risk to
patient health, confidentiality or CCG reputation. Incidents should be reported, using
the Datix Incident Reporting System, in line with the CCG Incident Reporting Procedure,
and to the RA Manager.
Examples of incidents include but are not limited to:







Smartcard or application misuse.
Smartcard loss or theft.
Inappropriate levels of access
Non-compliance of local or national NHS RA policy.
Any unauthorised access of Smartcard Enabled Systems.
Any unauthorised alteration of data.

Access Control at NHS Digital will consider all incidents reported to them. Any incidents
considered significant will be escalated through the risk management structure and to
HR and/or the CCG Caldicott Guardian depending on the nature of the incident.
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A major breach of security / significant incident will also be reported by the RA manager
to the System Supplier and NHS Digital to ensure that any risks resulting from the event
can be taken into account and mitigated against.
Security incidents reported directly onto Datix Risk Management System are reviewed
by the IG Steering Group. The Information Governance Manager is made aware and the
incidents are reviewed formally at the Information Governance Steering Group.
Information Security incident reports via Datix will also be reviewed at the Information
Governance Steering Group to identify whether any further action is required, in
addition to any actions taken at the time of the incident or by the risk
coordinator/governance lead. In the event that an NCRS application becomes
unavailable due to a technical failure, this will need to be reported immediately to the IT
department and will be escalated to the NHS Digital National Service Desk for
resolution, as appropriate.
Departments will need to invoke local contingency plans, as appropriate, to minimise
any disruption to services during the period of unavailability.
6.2 Processes
The CCG will ensure that processes supporting the identification, registration and
management of staff will be integrated with other CCG processes as appropriate, e.g.
recruitment process, starters and leavers, disciplinary policy, use of agency/locum/bank
staff etc.
6.2.1 Starters
As part of normal induction processes new staff required to use NCRS applications will
be:






Introduced to the relevant Sponsor who will identify the appropriate RA access
position for the user and take them through the CCG RA processes required.
Trained on the aspects of national application use relevant to their role(s).
Made aware of the National and CCG RA processes.
Where full registration is required; the applicant will be required to bring
suitable forms of identification with them.
Where staff are recruited to a role which requires access to Smartcard Enabled
Systems it is important that the following points are considered:




Checks on an applicant’s ID are made during recruitment to ensure e-Gif
Level 3 identification requirements can be met
Offers of employment are dependent on the applicant’s ability to meet
and continue to meet all requirements for national application access
Induction processes include the issuing of Smartcards (where the
applicant is not an existing Smartcard holder) and adding of the
appropriate access position(s)
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Staff should be trained sufficiently prior to the use of Smartcards and/or
Smartcard Enabled Systems
Staff must digitally sign to accept the NHS Care Records Service
Smartcard Terms and Conditions at issuance of the smartcard once this
functionality is available.
All national application users must have sufficient training to carry out
their tasks without risk.

All the above processes will be integrated into the standard employment processes of
the CCG, as much as possible to prevent duplication.
6.2.2 Leavers and Revocation
When staff leave the CCG, the following points must be considered:


All CCG access positions/role profiles in the RA System pertaining to the
employee must be removed as soon as is practical.



If the user if transferring to another NHS related location e.g. GP practice, CSU,
Acute or CCG etc. the user is allowed to retain the Smartcard but their CCG
profile in this Organisation is removed. If the new employer should request, in
writing, a user’s RA documentation, a copy may be provided to them if essential
– otherwise confirmation by email with significant details will suffice.
Staff permanently leaving the healthcare environment should have their user
registration closed and the Smartcard issued to them should be destroyed
(Examples of permanently leaving would include retirement, leaving for
employment in a non-NHS job or taking up full-time education etc.).



The required actions must be taken as soon as possible.
In the event of a member of staff leaving with immediate effect, it is the responsibility of
the line manager to ensure that the smartcard is recovered before the member of staff
leaves the premises, a job needs to be logged via the IT Service Desk for the Smartcard
to be collected by hand by a member of the RA Team – the card will then be revoked,
destroyed and securely disposed of. In addition, Access Control at NHS Digital will
receive an alert on dismissal of a member of staff.
During the leaving process HR and/or the Sponsor will establish whether the User is
leaving the NHS permanently (retirement, education or a non-NHS job) or joining
another NHS organisation.
Where the user is moving to another NHS organisation, HR and/or the Sponsor will
notify the Access Control at NHS Digital who will arrange for any access associated with
Mersey Care CCG to be removed.
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There are other occasions when it is necessary to deactivate a Smartcard by revoking
the Smartcard certificate or cancelling the card.
Reasons for this include:



The Smartcard is lost or stolen
There has been some other security breach associated with the Smartcard,
Smartcard certificate and/or the Smartcard Passcode.

Revocation tasks can only be carried out by RA Team Members.
Where the revocation is needed due to a staff member leaving the CCG, the line
manager will log a request via Service Desk and the sponsor will raise a request in the
RA CIS System. As an extra precaution, HR will inform the RA of any leavers, by means of
a monthly leaver’s reports.
Where the revocation has been requested by HR because of security related events
Access Control at NHS Digital will authorise the appropriate action and inform the
following staff as appropriate:





The HR Manager
The relevant Sponsor(s)
Revocation renders the Smartcard useless.
Revocation can only be carried out by Registration Managers and Agents.

6.3 Appropriate Identity Documentation
To ensure compliance with the Registration Authorities Operational Processes and
Guidance and the NHS Employers - Verification of Identity Checks guidance the
Registration Authority must follow nationally agreed processes as detailed in section
6.2, including that all Smartcard users/applicants must provide either:
1. Two forms of personal photo ID and one active in the community document or
2. One form of personal photo ID and two active in the community documents.
National Insurance Number should also be available at registration.
6.3.1 Acceptable Photo Personal Identity Documents




Current UK passport or EU/other nationalities passport.
Passport of non-EU nationals, containing UK stamps, a visa or a UK residence
permit showing
the immigration status of the holder in the UK
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A current UK or EU/other nationalities photo-card driving licence
A national ID card and/or other valid documentation relating to immigration
status and permission to work.
Any document NOT listed above is not acceptable.



6.3.2 Acceptable Proof of Address ‘Active in the Community’ Documents
To confirm address, various documents are acceptable as detailed in NHS Digital
guidance.
* The date on any documents presented should be within the last three months (unless
there is a good reason for it not to be, e.g.: clear evidence the user has not lived in the
UK for three months or more) and all the documents must contain the name and
address of the applicant.
** Issued within past 12 months
6.3.3 Active in the Community Documents
Active-in-the-community documents shall have all the following properties:
1. Documents must be issued by a trusted source;
2. Each document must be an original or notarised document, not a photocopy
or printed from the internet;
3. The document must be valid at the time it is used (it must be current)
4. The document must contain the individual’s name;
5. The document must contain the individual’s address;
6. The document must be difficult to forge.
6.3.4 No acceptable photographic documentation available:
If the applicant is unable to provide acceptable photographic personal identification,
two forms of non-photographic personal identification and three documents confirming
the address must be provided. All five documents must be from different sources. To
confirm personal identification, various documents are acceptable as detailed in NHS
Digital guidance.
In addition the applicant will need to provide a passport sized photograph, endorsed on
the back with a signature of a ‘person of standing’ in the community who has known
them for at least three years.
A ‘person of standing’ could be a magistrate, medical practitioner, officer of the armed
forces, teacher, lecturer, lawyer, bank manager or civil servant.
The photograph should be accompanied by a signed statement from the person of
standing, indicating the period of time that they have known the applicant. The
statement also needs to contain a legible name, address and telephone number of the
person of standing.
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Where the User is unable to provide appropriate identification they will not be given a
Smartcard and will not be allowed access to Smartcard Enabled Systems.
6.4 Non CCG Employees e.g. Contractors, Students, Locums, Agency and Bank
Personnel
Temporary staff filling roles may need access to NHS Digital records as part of their role.
The following points should be considered:


Staff working as part of a team may not need a Smartcard to fill the role if they
are not accessing systems



Some temporary staff could already be registered and will only require access
added temporary staff who are Smartcard holders may not have sufficient
training in the use of the particular NHS Digital application needed to be
accessed.



Staff will be required to sign an acceptance of policy and confidentiality
agreement prior to being given Smartcard access at the CCG.

The CCG will ensure all non-CCG employees who need to use the Smartcard Enabled
Systems are bound to the Data Protection Act and The NHS Confidentiality Code of
Practice.
This will include the process to be taken in cases of a breach and liability issues.
6.5 Management and use of RA Equipment
The RA Manager, on behalf of the CCG, will be responsible for ensuring that adequate
resources are available for the issuance and maintenance of smartcards. This includes
the ordering of smartcards through the NHS Digital website, the registration of
smartcard printers with NHS Digital and contacting Data card (Data Card Printers/SCC
(Magi card Printers) directly by email to arrange on site visits for Smartcard printer
repairs.
The CCG will ensure that there is sufficient computer equipment to support all users of
Smartcard Enabled Systems.
6.6 Management of National Application Users
All CCG RA Team members will receive Training on the use of the CIS system and all
relevant RA processes.
Requests for access to the NCRS or Smartcard Enabled Systems should be ‘submitted’
on-line using the CIS system and also raise the request via the IT Service Desk
Requests must be submitted by a registered Smartcard user who has been trained and
authorised to submit and/or Sponsor requests. Sponsors should electronically “Raise
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Requests” requests by logging in to the CIS system. Requests can them be “Granted” by
an RA Agent or Manager.
On-line requests for users in RA system include:
• Create a New User
• Modify a User
• Close User
• Re-Open a User
• User Terms and Conditions
6.6.1 Record retention
RA01, RA02, RA03, RA04, RA05, RA06, RA07, RA08 and RA09 forms are no longer used
but need to be retained in accordance with The NHS England Corporate Records
Retention and Disposal Schedule February 2014 or its successor code of practice on
records management….” Later of 6 years or until age 79”
Further detail available here: https://digital.nhs.uk/media/842/RA-ops-andguidance/pdf/RA_ops_and_guidance
6.7 Smartcards
Smartcards should be treated with care and protected to prevent loss or damage
They should be kept secure and also in a Smartcard Holder with a Lanyard or Clip.
6.7.1 CCG name on Smartcards
There will be no CCG name printed on Smartcards issued due to the varied nature of
agreements and that staff may retain their Smartcards when transferring to other NHS
organisations.
6.7.2 Lost, Stolen and Broken Smartcards
Lost and damaged Smartcards should be reported to the RA Team as soon as is practical.
Once notified of a lost or damaged Smartcard the RA Team will arrange to have the lost
/ damaged Smartcard cancelled and replaced (see below) as soon as possible.
In the case of loss or theft, Access Control at NHS Digital must be informed so that
checks may be made to ensure that the Smartcard has not been misused.
Loss or theft should be reported immediately via Service Desk and logged as a breach in
Datix.
When an issued Smartcard becomes unusable, or it is lost or stolen, the Smartcard
certificate must be cancelled, see section 6.2.2 Leavers and Revocation. Cancellation
renders the Smartcard useless.

lccg-ra-local-policy-v044

Page 18 of 28

The Smartcard holder’s identity must be verified at a face to face meeting for a new
Smartcard to be issued. In exceptional circumstances a replacement Smartcard may be
left with a Sponsor to do the face to face checking and then arrange for the Smartcard
Passcode to be confidentially be reset – where the Smartcard Holder inputs the
Smartcard Passcode to the replacement Smartcard.
Should a lost card be found a job must be logged with the IT Service Desk and a member
of the RA Team will arrange to collect the Smartcard by hand then arrange for the
secure disposal of the Smartcard.
6.7.3 Passcode Unlocking/Changing
Users who have forgotten their Smartcard Passcode or, suspect it may be known by
another or, who have been locked out of NHS Digital Applications because of three
failed login attempts, should report the problem to their Sponsor, Local Smartcard
Administrator or the RA Team as soon as possible.
If the user is unable to resolve the issue with their Sponsor (usually their line manager)
or Local Smartcard Administrator the RA Team will arrange a time within working hours
for the user to have the Passcode unlocked or reset. This task must be carried out face
to face by a Registration Agent, Sponsor, or Local Smartcard Administrator. The
Smartcard holder must be present and confidentially set their own Smartcard Passcode
Users will also be able to change their own Passcode when this functionality becomes
available.
6.7.4 Renewal of Certificates
Smartcard certificates will expire two years after issue of the card and users should use
the ‘Self Service Portal’ to re-new their own certificates. If the notifications are ignored
the user will need to Log a job via the IT Service Desk for the RA team to have the
certificates renewed in an arrange meeting in working hour – the meeting must be face
to face and the Smartcard Holder confidentially inputs their Smartcard Passcode during
this process.
6.7.5 Smartcard Misuse
A staff member must report suspected Smartcard misuse in line with CCG incident
reporting policy and procedure. Depending on the severity of the allegation an
investigation maybe required.
If it is suspected that a Smartcard is being misused then it should be reported to Access
Control at NHS Digital and Information Governance Manager/Information Governance
Steering Group who may request that the certificate associated with the Smartcard
should be suspended or revoked as appropriate and the user’s line manager informed.
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If Smartcard misuse by a CCG staff member is discovered the appropriate disciplinary
measures must be taken. Access Control at NHS Digital will consult with HR and the
matter must proceed using CCG Disciplinary Processes.
6.8 Positions
What a user is able to access is based on the information built in to the access position.
These Positions will be agreed by the CCG and any new or amended Positions should be
reviewed and agreed by the IG Steering Group once it is established to support the
Clinical Information Systems go live.
Whenever there is a change in the way a person works, a review of their Smartcard
access must be carried out by the CCG.
If there are significant changes to the staff member’s role the relevant Position must be
added –




a RA CIS request must be raised by the Sponsor and a job must be logged via the
IT Service Desk
When a user’s role in the organisation comes to an end the Assigned RA Position
must be scheduled or end dated as soon as possible.
Where the user is leaving the NHS please refer to section 6.2.2 Leavers and
Revocation.

6.9 Local support processes for National Application users
Users needing support with Smartcard Enabled Systems should contact the IT Service
Desk
6.9.1 System Supplier Access
As a consequence of RA restrictions in 2008 and in agreement with North West Access
Control at NHS Digital (NHS Digital), RA Agents will allow or remove access for supplier
system administrators for upgrade, testing purposes, projects or resolution of service
calls when the following process is followed:1. The authorisation is received in writing from the supplier.
2. The authorisation of sponsorship is received via RA System
The CCG will not devolve RA Agent status to supplier.
Note: The authorisation must contain name, UUID, access required, duration of
access and the CCG.
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7.

Implementation

The responsibility of implementing this document, including RA training and other RA
needs that arise shall remain with the author. Line managers have the responsibility to
cascade information on new and revised policies/procedures and other relevant
documents to the staff for which they manage.
Line managers must ensure that departmental systems are in place to enable staff
including agency staff to access relevant policies, procedures, guidelines and protocols
and to remain up to date with the content of new and revised policies, procedures,
guidelines and protocols.
This policy has been developed through guidelines from national and local policies and
implementation guides for the implementation of Registration Authority.
This policy has been developed through guidelines from national and local policies and
implementation guides for the implementation of Registration Authority.
This policy has been reviewed and updated after consultation between RA Managers
and the IG Steering Group.

8.

Glossary of Terms

The following glossary has been taken from the Registration Policy and Practices for
Level 3 Authentications (NPFIT-NCR-DES- 0294 06) which contains all the Acronyms and
terminology within the scope of the national Registration Authority process.

Term

Description

Activation
Data

Data values, other than keys, required to operate cryptographic
m o d u l e s that protect private keys. An example of activation data is a
PIN or pass phrase. [IETF RFC 2527]

Authority

Authority means the Secretary of State for Health and any party of the
Authority such as; contractors, directors, officers, employees and subcontractors for the purposes of the Project of the Authority, whether
employed directly by the Authority or any Authority sanctioned supplier.
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ARL

Authority Revocation List – a list of revoked CA certificates (normal
reason - CA’s signing key was compromised).

BS 7799

A standard on security practices issued by the British Standards
Institute and subsequently adopted in 2000 by the International
Standards Organisation (ISO). See also ISO 17799-1:2000.

Certificate

See Public Key Certificate.

CA

Certification Authority – the umbrella term given to a range of
certification services. In this instance of service provision, the certificate
signing functionality is provided by the National Application Service
Provider (the Certificate Manufacturer) for the Issuing Authority (IssA); the
National Programme for IT.
One who is in the process of registering to become a Certificate
Holder (see below), but has not yet been issued the certificate. All
Certificate Applicants must sign a NPfIT User Registration Form RA01
prior to certificate issuance.

Certificate
Applicant

Certificate
Holder

Certificate
Holder
Agreement
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Digital certificates may be issued to individuals (regulated and nonregulated health professionals, administrators, and support staff) and
computer applications, or devices. Each Certificate Holder has been
registered to receive a certificate prior to its issuance. In the case of
certificates for applications or devices, the Certificate Holder is the
individual who is responsible for the use of the certificate by the
application or device.

Certificate Applicants and Certificate Holders must agree to protect their
private decryption key(s). They must also indicate that they
understand t h e c o n s e q u e n c e s o f m i s u s e a n d a g r e e t o
a c c e p t responsibility for those consequences (including any legal
liability if they act negligently). In view of the legal responsibilities
involved, Certificate Applicants and Certificate Holders must therefore
sign an agreement (sometimes called a “Subscriber Agreement”) before
they can be issued an encryption certificate. This agreement describes the
obligations of each Certificate Applicant/Certificate Holder and is part of
the NPfIT User Registration Form RA01.
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Certificate
Policy (CP)

Certificate
Revocation

A named set of rules that indicates the applicability of a certificate to a
particular community and/or class of application with common
security requirements. For example, a particular certificate policy might
indicate applicability of a type of certificate to the digital signing of
information to the level of non-repudiation. [IETF 2527 – framework for CP
development ]
Act of removing any reliable link between a certificate and its related
owner (or security subject owner), because the certificate is not
t r u s t ed any more even though it is still unexpired. [ISO 17090]
Certificates will also be revoked when they are no longer required for the
use against which they were issued; e.g. change of job role does not
warrant use of a certificate, though the certificate is still within its validity
period.

Content
Commitment

Digital signatures which are intended to convey to relying parties, that
the signer is committed to the content being signed. Backed by content
commitment services in PKI (Public Key Infrastructure), which require
both technical and human elements to reach a decision as to whether
an action can be repudiated. Formerly referred to as non-repudiation

CPS

Certification Practice Statement – a statement of the practices which a
certification authority employs in issuing certificates [RFC2527 –
framework for CPs development].

CRL

Certificate Revocation List – a list of revoked certificates created and
signed by the issuing CA.

Digital
Signature

Extra data appended to a message or data which identifies and
authenticates the originator and the data using public key encryption so a
recipient can determine:
1. whether the transformation was created using the signer’s key; and
2. Whether the message has been altered since the transformation was
made.
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DN

Directory

Domain

Distinguished Name – a globally unique identifier representing an
individual's identity. [INFOSEC-99]. Distinguished Names (DNs) are
printable strings that uniquely identify a person, organisation,
Organisational unit, device, or application and that have a syntax that
complies with the X.500 directory standard. According t o t h i s
standard, the distinguished name of each entry in a directory consists of
the entry's relative distinguished name (RDN; see below) and the RDNs of
each of the entries that lie directly between the entry and the root of
the directory tree.
In certificates issued by a Certification Authority, DNs are used to
identify the entity that owns the certificate (e.g. an individual health
professional or an organisation)
A special type of hierarchal database that can be used to store
encryption certificates in such a way that Relying Parties who want to send
an encrypted email or file to recipient can quickly locate the recipient's
encryption certificate. Such directory systems conform to the X.500
reference model.
A domain can be a single organisation or a group of organisations
operating a RA under a shared service arrangement.

ESR

Electronic Staff Record

Encryption

The cryptographic transformation of data so that it’s true meaning is
rendered totally worthless without the mechanisms to reverse the
transformed data. The reverse process is called decryption.

End-Entity

Refers to the entity to which a certificate has been assigned, either an
individual or a computer application/device. For certificates assigned to
computer devices/applications, the certificate holder must be an
authorised responsible member of staff of the organisation owning
the computer application\device.
International Standards Organisation – an international standardssetting body in which the UK actively participates.

ISO
ISO 17090
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A technical specification from the International Standards Organisation
(ISO) on the use of encryption certificates and/or digital signature
certificates in health care.
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ISO 17799

A standard on security practices originally issued by the British
Standards Institute and subsequently adopted in 2000 by the
International Standards Organisation (ISO). See also BS 7799.

IssA

Issuing Authority – the authority responsible for the registration policies
and procedures that govern the verification of an end entities identity
through to the issuance of certificates and their management.
National Care Records Service

NCRS
OCSP

OID

PMA

Private
Decryption Key

Private Signing
Key

Public Key
Encryption
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On-line Certificate Status Protocol – an on-line method of checking the
revocation status of a certificate.
Object Identifier – a unique identifier, consisting of a series of integers
separated by dots, assigned to a specific object or class of objects. OIDs
are hierarchical in nature and are registered with ISO and with national
and Organisational registration authorities to ensure that each OID is
unique.
Policy Management Authority – a body responsible for setting,
implementing and overseeing the administration of the Certificate Policy
and Certification Practices Statement. When this policy has been
adapted to support a local implementation of digital certificates, the
empanelling of the PMA resides with those responsible for oversight of
this local implementation. In addition, the Authority will periodically
review and revise all of its guidance documents on encryption and digital
signatures, including this one. A committee within the Authority is
responsible for this periodic review.
A secret key belonging to the Certificate Holder (and that only the
Certificate Holder can access) that is mathematically associated with the
public encryption key in the Certificate Holder’s certificate. The
Certificate Holder uses the private decryption key when decrypting a
document, file or message.
A secret key belonging to the Certificate Holder (and that only the
Certificate Holder can access) that is mathematically associated with the
public signature verification key in the Certificate Holder’s certificate.
The Certificate Holder uses the private signing key when creating a digital
signature for a document, file or message.
An encryption scheme, introduced by Diffie and Hellman in 1976,
where each person gets a pair of keys, called the public key and the
private key. Each person's public key is published while the private key
is kept secret. Messages are encrypted using the intended recipient's
public key and can only be decrypted using his private key. This is often
used in conjunction with a digital signature.
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Public Encryption
Key

A key contained in the Certificate Holder’s public key certificate that is
mathematically associated with his/her private decryption key. The public
encryption key is used by Relying Parties to encrypt information that only
the Certificate Holder will then be able to decrypt.

Public Key
Certificate

An X.509 public key certificate binds an identity and a public key. The
public key together with the identity and related information are digitally
signed with the private signing key of the Certification Authority that
issues the certificate. The format of the certificate is in accordance with
ITU-T Recommendation X.509.
A key contained in the Certificate Holder’s certificate that is
mathematically associated with his/her private signing key. The public
signature verification key is used to confirm the authenticity of a digital
signature.
Registration Authority – An individual or team that is responsible for
identification and authentication of Certificate Applicants and which
submits certificates for signing and issuance and certificates for
revocation by the CA. Registration Authorities are hierarchical and are
referred to as Superior and Subordinate. Subordinate RAs will be
accountable to a Superior RA.
Role Based Access Control – Use of pre-defined roles as an intermediary
between an individual and the resource. Permissions are assigned to
roles which are in turn assigned to individuals and extended to include
other related attributes such as; Area of Work and Business
Function/Activities.
Relative Distinguished Name – the set of attribute types and values (such
as common name, organisation, etc.) that uniquely identify a directory
entry among its siblings in the directory hierarchy. Every entry in a
directory has a Distinguished Name which is made up of a sequence of
RDNs, separated by commas or semi-colons. There can be more than
one identical RDN in a directory, but they must be in different branches of
the directory tree.

Public
Signature
Verification Key
RA

RBAC

RDN
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Relying Party

Smart Card

Sponsor

tScheme
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A relying party is an individual who:
1) uses an encryption certificate's public encryption key to send the
owner of the certificate (the Certificate Holder, q.v.) an encrypted
message or file, hence relying on the identity of the Certificate Holder and
the security of the encryption offered to ensure that only the
Certificate Holder will be able to decrypt the message or file; or
2) uses a digital signature certificate's public signature verification key
to verify a digital signature, hence relying on the identity of the
Certificate Holder and the security of the digital signature mechanism to
ensure that only the Certificate Holder could have signed the message or
file
An electronic device, the size of a credit card that contains memory and
possibly an embedded integrated circuit. Also known as Integrated
Circuit Cards (ICC)
A Sponsor is a senior trusted person within an organisation who
represents that organisation to the respective RA, for the purpose of
sponsoring users, for which they have direct management responsibility
as applicants for Digital Signature Authentication Certificates. Sponsors
will also be responsible for the allocation of roles for Role Based
Access Control (RBAC) and eventually the allocation of RBAC roles with
workgroups.
Organisational sponsors are designated by the board of directors or the
Caldicott Guardian only.
UK Government sponsored scheme to provide given levels of CCG in the
services offered by CCG service providers.
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1.

Introduction

Records Management is the process by which an organisation manages its records whether
internally or externally generated, that are held in any format or on any media type, from
creation through the records lifecycle, to eventual disposal.
The Department of Health has published a Records Management: NHS Code of Practice as a
guide to the required standards of practice in the management of records for those who work
within or under contract to NHS organisations. It is based on current legal requirements and
professional best practice.
NHS Liverpool CCG records are its corporate memory, providing evidence of actions and
decisions and representing a vital asset to support daily functions and operations. Records
support care, policy formation and managerial decision-making, protect the interests of the CCG
and the rights of service users and staff. Records support consistency, continuity, efficiency and
productivity and help deliver services in consistent and equitable ways.
The CCG Board has adopted this Records Management & Information Lifecycle Policy and is
committed to develop a records management framework to achieve the following
organisational benefits:
•
•
•
•
•
•

improve commissioned care and services for the public
better use of the physical environment and electronic server space
better use of staff time
improve control of information resources
compliance with legislation and standards
reduced costs

This document sets out a records management framework within which staff of the CCG that
create use and retain records can develop local procedures to ensure that records are managed
and controlled in an effective manner and are commensurate with legal, operational and
information needs.

2.

Aims

The aims of the CCG records management framework are to ensure that records are available
when needed and that they will allow the CCG to form a reconstruction of activities or events
that have taken place.
The CCG aims to implement a records management discipline which directs and controls the
creation, version control, distribution, filing, retention, storage and disposal of records, in a way
that is administratively and legally sound, whilst serving the operational needs of the
organisation and preserving a historical record.
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3.

Definitions

The key definitions applicable to this policy are as follows:
Health Record

Corporate Record

Information Life Cycle

4.

The Data Protection Act 1998 defines a health record ‘as a
record consisting of information relating to the physical or
mental health or condition of an identified individual made by
or on behalf of a health professional in connection with the
care of that individual’. A Health Record may be recorded in
computerised or manual form or in a combination of both. It
may include hand written clinical notes, letters, laboratory
reports, radiography and other images i.e. X-rays,
photographs, videos and tape recordings.
Corporate Records are defined as ‘recorded information, in
any form, created or received and maintained by the CCG in
the transaction of its business or conduct of affairs and kept
as evidence of such activity’
Describes the life of a record from its initial creation/receipt
through the period of its ‘active’ use, then into a period of
‘inactive’ retention (such as closed files which may still be
referred to occasionally) and finally either to confidential
disposal or archival preservation (for records of historical
importance);

Duties

4.1 Chief Officer
The Chief Officer has overall responsibility for records management in the CCG. As the
‘Accountable Officer’ they are responsible for the management of the organisation and for
ensuring appropriate mechanisms are in place to support service delivery and continuity.
Records management is the key to this process as it will ensure quality and accurate information
is available as and when required.
The CCG has a particular responsibility for ensuring that it corporately meets its legal
responsibilities, and for the adoption of and compliance with internal and external information
governance requirements.
4.2 The Finance Procurement and Contracting Committee
The Finance Procurement and Contracting Committee will receive reports on compliance with
this Policy on behalf of the Board. The Committee will be informed of progress with records
strategies and improvements to record keeping systems and processes within the CCG via the
Information Governance Steering Group.
4.3 The Information Governance Steering Group
lccg-records-lifecycle-policy-v055
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The Information Governance Steering Group will be a forum for discussion and development of
record processes and procedures. The Group will oversee the management of identified risks to
records and records systems and will report to the Finance Procurement and Contracting
Committee on progress.
The Group will provide a forum for the discussion and resolution of the lawful processing sharing
and uses of records.
4.4 The Senior Information Risk Owner (SIRO) & Information Governance (IG) Lead
The Head of Strategy and Outcome is the designated Senior Information Risk Owner and the
Information Governance Lead in the CCG.
The SIRO will ensure that the procurement of new electronic systems that hold records are risk
assessed for security and privacy at the early stage of the project and that current systems are
risk assessed.
As IG Lead they will ensure that guidance is readily available to staff on best practice in records
management and will raise identified issues at the Information Governance Steering Group
meetings.
4.5 The Caldicott Guardian
The Caldicott Guardian who is the individual who is responsible for the uses and sharing of
person identifiable records and the confidentiality of the information that they contain.
4.6 Senior Management Team / Heads of Departments
The responsibility for local records management is devolved from the Board through the Senior
Management Team to Heads of Departments.
SMT / Heads of Department have overall responsibility for the management of records in their
departments. Records generated by departmental activities will be subject to local processes
that comply with this policy including the creation, use, maintenance and control. The Heads of
Departments will ensure that local processes comply with the records management and
Lifecycle Policy.
4.7 Staff
Staff whether permanent temporary or contracted, who create, receive, use or update records
have records management responsibilities. In particular they must ensure that they comply
with this policy and the local departmental procedures that support it.
Records are essential to the organisation and staff must ensure that they are accurate, up to
date, quality checked, secured and available when needed.
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5.

Legal Obligations

NHS records are Public Records under the Public Records Acts. The CCG will comply with the law
and guidance set down in:
•
•
•
•
•
•
•

The Public Records Act 1958
The Data Protection Act 1998
The Freedom of Information Act 2000
The Common Law Duty of Confidentiality
The NHS: Records Management Code of Practice
The NHS: Confidentiality Code of Practice
The NHS: Information Security Code of Practice.

The CCG will make provision for new legislation or guidance that affects records management as
it arises

6.

Key Components

The key components of records management are:
•
•
•
•
•
•
•

record creation;
record keeping;
record maintenance (including tracking of record movements);
Closure and transfer;
Appraisal;
Archiving;
Disposal:

Information is a corporate asset. CCG records are important sources of administrative,
evidential and historical information. They are vital to the CCG to support its current and future
operations for the purpose of accountability, and for awareness and understanding of its history
and procedures.
Records will conform to the Corporate Records House Style with a distinct set of rules for
formatting, titling, indexing, referencing and if appropriate the protective marking of records.

7.

Information Quality Assurance

Staff will be trained in the management of records and in particular of the importance of the
quality of information held within records.
Staff will be required to understand:
•
•

what they are recording and how it should be recorded;
why they are recording information;
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•
•
•
•

8.

how to validate information against other records;
how to identify and correct and report errors;
why timeliness, accuracy and completeness in record keeping is important;
how to update and add information from other sources:

Inventory of Records

The CCG will establish and maintain an inventory of the records that it holds. An audit of CCG
departments will be undertaken to populate the inventory. The inventory will:
•

maintain a classification of records into series;

•

contain a disposal schedule for records which have exceeded their retention period;

•

record the destruction date;

•

record the format in which they are held;

•

follow guidance on version control;

•

record the identity of the individual creating and managing the record;

•

record records that are for permanent preservation;

•

be reviewed annually:

The inventory will be updated as and when new classifications of records or records are created.
9.

Retention Closure and Disposal of Records.

The Data Protection Act 1998 stipulates that personal data should not be kept for longer than is
necessary. The CCG will conform to this principle by applying minimum record retention periods.
The CCG recognises that records must be retained for a minimum period of time for legal,
operational, research and safety reasons.
The CCG will establish record retention periods in accordance with the type of record and its
importance to the CCG business function by adopting the retention periods set out in the
Records Management: NHS Code of Practice.
The CCG recognises that the destruction of records is an irreversible act and that the cost of
retaining records worthy of permanent preservation is high. Guidance on the appropriate length
of time that records should be kept for business purposes and on the identification of records
worthy of permanent preservation will be provided to staff.
Local records managers will ensure that records that are no longer required for business
purposes are closed, the appropriate destruction date recorded and archived in the CCG secure
storage facility.
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10.

Secure Storage

The CCG will pay due regard to the principles of the Data Protection Act 1998 and will provide
secure storage for all records on CCG premises, whilst active.
Manual records that are no longer current but are within record retention periods will be
archived in a secure storage facility. Guidance will be provided to staff on how to archive
records.
A record of the actual destruction date will be maintained in the records inventory.
Electronic record keeping systems will be protected by appropriate technology and system level
policies including backup and in accordance with the CCG Information Security and Management
Policy. Staff will be appropriately trained in the security of records in electronic systems.

11.

Selection of Records for Permanent Preservation

NHS records are public records under the terms of the Public Records Act 1958. Public records
over thirty years old and selected for permanent preservation should be transferred to the
Public Record Office (PRO) or kept in a secure place of deposit, appointed under S.4(1) of the
1958 Act.
The guidance in the NHS Records Management Code of Practice will be followed when selecting
CCG records for permanent preservation

12.

Records Management Systems of Audit

The CCG will conduct annual audits of its internal records management practices for compliance
with the framework set out in this document.
The audit will:
•
•
•
•

identify areas of operation within the CCG were processes should be further developed to
comply with the policy;
follow a mechanism for adapting the policy to cover deficient areas if these are critical to
the creation and use of records, and use a subsidiary development plan if there are major
changes to be implemented;
set and maintain standards by implementing new procedures, including obtaining feedback
where the procedures do not match the desired levels of performance; and
highlight where non-compliance with the prescribed procedures is occurring and suggest a
tightening of controls and adjustment to related procedures to remedy this:

The results of audits will be reported formally through the Information Governance Steering
Group to the Finance Procurement and Contracting Group which is a designated Sub Group of
the Board.
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13.

Record Disclosure or Transfers

The Data Protection Act 1998 limits the disclosure or records that contain person identifiable
information. The CCG has a Subject Access Policy on access by a service users or member of staff
to their personal information, which should be read in conjunction with this Policy.
Corporate records are subject to the Freedom of Information Act 2000 and the Environmental
Information Regulations 20. The CCG has a Freedom of Information and Environmental
Information Regulations Policy which should be read in conjunction with this Policy.
Manual records that contain personal information will not be transferred outside of the CCG
premises without the prior approval of the Caldicott Guardian. Where approval has been given
to transfer records between buildings the records will be secured in the boot of a car and will
not be left unattended during the day or overnight.
Local records will be maintained where manual records are removed from file. A tracking and
tracing system will be included in local procedures.
Business sensitive records will be accorded the same security as personal records in transfer.
Transfer of electronic records will be subject to compliance with the CCG Information Security
and Management Policy.

14.

Dissemination and Implementation

This Policy will be disseminated to staff via the Intranet/global e-mail/team brief/team
meetings.
The record retention periods appropriate to this Policy will be made available and accessible on
the CCG Intranet site and will be linked to this Policy
New employees will be made aware of this policy through the Induction process
CCG staff will be made aware of their personal and organisational responsibilities for recordkeeping and record management through generic and specific training programme and guidance
materials, which will be regularly reviewed and updated.
The CCG IG Lead will support staff in the records management process.

15.

Monitoring Compliance with Effectiveness

This policy will be reviewed at least every two years (or sooner if new legislation, codes of
practice or national standards are introduced).
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The implementation and compliance with this Policy will be monitored by the Information
Governance Steering Group.
An implementation plan detailing the steps that will be taken to comply with the policy will
contain delegated responsibilities & timeframes for compliance.
Records Management Reports will be provided to the Finance Procurement and Contracting
Committee when and where necessary.
Compliance with this policy will be monitored during the investigation of complaints or
identified incidents or risks
This policy will also be monitored through supporting evidence to the Information Governance
Toolkit.

16.

Associated Documents
•
•
•
•
•
•

17.

Subject Access Policy
Data Protection Policy
Freedom of Information and Environmental Information Policy
Information Governance Policy
Information Security and Management Policy
Risk Management Policy

References

In developing this policy the CCG has had due regard to its legal requirements, the NHS
Information Governance Agenda and best practice standards including, but not limited to:•
•
•
•
•
•

Information Security Management Code of Practice
ISO 27001 and 27002, the International Standards for Information Security
ISO 27799: Health Informatics - Information Security Management in Health Using ISOIEC 27002
Records Management Code of Practice
The legal and regulatory framework as set out within the NHS Information Governance:
Guidance on Legal & Professional Requirements
The NHS Information Governance Toolkit and its component requirements
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NHS Liverpool Clinical Commissioning Group (CCG) recognises the individual’s right of access to
their recorded information and in some cases to information relating to other people. The CCG
will ensure that adequate provision is given to service users and staff to exercise this right.
This Policy describes how the CCG will achieve compliance with the key legislation that provides
access to personal information.
The Data Protection Act 1998 regulates the processing, including disclosure of information
relating to living individuals. The Act gives the individual (data subjects) or their authorised
representatives the right to apply to view or have copies of personal data held about them,
including health records, (subject access rights) and personnel records.
The CCG recognises that where there is legitimate interest, information relating to the deceased
is accessible through the access to Health Records Act 1990.
This Policy should be read in conjunction with the related policies listed in section 24.

2.

Aim

The purpose of this policy is to establish the CCG’s responsibilities as the designated data
controller under the Data Protection Act 1998, to comply with and process subject access
requests.
This document provides policy statements to the staff processing such requests and the data
subjects themselves and:
•
•
•
•

3.

describes how the CCG will comply with the law
provides assurance on lawful practice
establishes the roles and responsibilities of staff in the processing of requests
establishes that processes will be in place to support this policy

Definitions

The key definitions applicable to this policy are as follows:
Health/Medical Record

The Data Subject
The Data Controller
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The Data Protection Act 1998 defines a health record ‘as a
record consisting of information relating to the physical or
mental health or condition of an identified individual
made by or on behalf of a health professional in
connection with the care of that individual’. The record
may be held in computerised or manual form or in a
combination of both.
An individual who is the subject of the information (service
user/member of staff)
A person (organisation) who determines the purposes for
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which and the manner in which personal data, is
processed
Subject Access Rights
Individuals can make an application in writing to gain
access to information held or processed about them
3rd Party
A person identified in the health/medical record other
than the data subject or a health professional
Service users Personal
Defined as the executor or administrator of the deceased
Representative
estate.
Caldicott Guardian
Designated by the Caldicott Committee as responsible for
overseeing the arrangements for the use and sharing of
clinical information.
Statutory Gateway
Permits disclosure of information
Access to Health Records Act This Act has been repealed to the extent that it affected
1990
the Health/medical records of living service users and is
now only in force in respect of deceased service users.
Applies to records created since 1st November 1991
Data Protection Act 1998
An Act that regulates the processing of information
relating to living individuals including the holding use or
disclosure of such information
Freedom of Information Act An Act to make provision for the disclosure of information
2000
held by Public Authorities
Access To Medical Reports Act An Act to make provision for the individual to access
1988
medical reports written by a health professional for the
provision of a service

4.

Responsibilities

4.1 Chief Operating Officer
The Chief Operating Officer has ultimate responsibility for the implementation of the provisions
of this policy. As the ‘Accountable Officer’ they are responsible for the management of the
organisation and for ensuring that the appropriate mechanisms are in place to support service
delivery and continuity.
The CCG has a particular responsibility for ensuring that it corporately meets its legal
responsibilities, and for the adoption of and compliance with internal and external governance
requirements
4.2 Caldicott Guardian
The CCG Caldicott Guardian is responsible for the confidentiality of person identifiable
information as designated in the Caldicott Report and for the information governance agenda,
which incorporates data protection.
4.3 The Information Governance (IG) Lead
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The Senior Information Risk Owner is responsible for overseeing the application of this Policy
and its principle within the organisation. The IG Lead will ensure that there are robust processes
in place to respond to subject access requests from staff and service users.
4.4 Finance Procurement and Contracting Committee
The Finance Procurement and Contracting Committee will monitor compliance with this Policy
on behalf of the Board and will receive reports on compliance with the subject access provisions
through the Information Governance Steering Group.
4.6 The Information Governance Steering Group
The Information Governance Steering Group will receive reports on the number of subject
access requests received and responded to, compliance with the legal timeframes and any
identified issues.
4.7 The Corporate Services Manager
The Corporate Services Manager will manage the processing of subject access requests from
service users and CCG staff, and will provide reports on compliance to the Information
Governance Steering Group.
4.8 Human Resources
The Human Resources department will provide information from staff records where that staff
member has requested access to their personnel file, to comply with this policy. A member of
the Human Resources department will review personnel files with the Corporate Services
Manager before release to establish if any of the information may not be available for release.
4.9 Departmental Managers
Departmental Managers will ensure that their staff are aware of this Policy and comply with and
support the operational procedures. Managers will make information readily available to The
Corporate Services Manager to support the processing of subject access requests.
4.10 Staff
It is the responsibility of all permanent and temporary staff, students, volunteers and contracted
staff to comply with data protection legislation, this Policy and the processes that support it.

5.

Subject Access Requests

The CCG will accept written requests, including e-mail, from a data subject in the provision of
subject access. The CCG will make a standard access form available to the public/staff, where
required, to assist the application - see Appendix B.
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Telephone applications from an individual who is unable to make a written request may be
accepted subject to strict conditions following the Department of Health Guidance for Access to
Health Records 2010.
The CCG requires applicants to provide 2 forms of proof of identity one of which should be
photo identification.
Where an application is made on behalf of a service user/member of staff the CCG will confirm
that the consent of the individual had been obtained prior to any release.
Where an individual has not specified the information that they require the CCG will ask the
applicant to refine the request.
Where an access request has previously been met and a subsequent identical or similar request
is received the CCG will assess if a reasonable time interval has elapsed before providing the
information.

6.

Provision of Copies or Viewing Records

The CCG will ensure that a relevant professional is consulted prior to any release of information
of a health related nature. The CCG will require the professional to consider the following prior
to the release of copies or the viewing of records:
•
•
•

7.

any serious harm to the physical or mental health or condition of the service user or,
member of staff requesting access, or any other person
the consent of any third party where the content relates to that third party who is not a
health professional
if it is reasonable to disclose without the consent of a third party

Medical Terminology and Viewing a Record

A health professional will be available during the viewing of a health related record including
occupational health records to respond to questions relating to any medical terminology.
A designated lay administrator will oversee the viewing of records where a health professional is
not required.

8.

Access to Records of the Deceased

Application to view or have copies of health related records or occupational health records of
the deceased will be considered under the Access to Health Records Act 1990.
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The CCG recognises that it owes a duty of confidentiality to the deceased.
The Caldicott Guardian will be consulted on any proposed disclosure of information relating to
the deceased and legal advice will be sought where necessary.
8.1 Access by Relatives of the Deceased
The CCG will consider access by a relative of the deceased to their health related or occupational
health records. Where a request is made by a person who may have a claim arising out of the
service user’s death the CCG will require proof of such a claim before any disclosure is made.
The CCG will consider if a disclosure relating to the deceased death would help a relative
through the grieving process, subject to any refusal from the deceased prior to death.
Consideration will be given to requests from a living relative for information relating to a genetic
or hereditary condition, subject to any refusal from the deceased prior to death.
8.2 The Personal Representative
The Personal Representative of the deceased has an unqualified right of access to the health
related record. The CCG will require proof of administrator/executor status before any
disclosure is made.

9.

Access to Children Records

The CCG considers that a person with parental responsibility is able to apply for access to a
child’s health related record where a health professional has made due regard to the duty of
confidence owed to the child, before any disclosure.
Young people aged 16 or 17 will be considered as adults in respect to their rights to
confidentiality.
Due regard will be given to children under the age of 16 who have the capacity and
understanding to make decisions about their own treatment and access to records.

10.

Information Shared with Other Organisations

Where the CCG has legitimately shared identifiable information with other organisations and
that organisation maintains its own records the CCG considers that subject access requests
should be made directly to that organisation.
Where the CCG legitimately accesses another organisations system, subject access requests
relating to information in that system will be referred to that organisation.
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11.

Application by Solicitors

The CCG will pay due regard to subject access requests made through a solicitors where the
consent of the data subject has been provided. Consideration will be made to the information
requested under the subject access provisions of the Data Protection Act 1998.

12.

Statutory Disclosures

The CCG will consider application for access to health related and occupational health records
and personnel records where there is a lawful requirement to comply.

13.

Disclosures in Absence of a Statutory Requirement

Where there is no statutory requirement to comply with a request for access the CCG will
consider applications on a case by case basis.
The CCG recognises that in all cases the public interest in disclosure must outweigh the duty of
confidentiality owed to the deceased before any disclosure is approved.

14.

Timeframe for Compliance

The Department of Health has issued guidance recommending that subject access requests are
responded to within 21 days. The CCG will endeavor to comply with the Department of Health
recommendations. Where the CCG cannot meet this compliance guideline the applicant will be
informed and a response will be provided as soon as possible after the 21 day period and prior
to the statutory 40 days under the Data Protection Act 1998.
The CCG will inform applicants of any refusal to comply with requests as soon as possible within
the given timeframe.

15.

Request Log

Subject access requests including access to health related, personnel and occupational health
records will be recorded in a log that will be used to demonstrate compliance with statutory
timeframes and will provide assurance reports.

16.

Amendments to Records

The CCG recognises that an opinion or judgment recorded by a health professional, whether
accurate or not should not be deleted from a health related record.
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Where a data subject requests amendment to information in a health related record or
occupational health records the health professional concerned will be consulted.
Amendments will be made where both parties agree and the original information will be left
clearly visible. An explanation and amendment date signed by the health professional will be
added to the record.
Where a health professional considers disputed information to be accurate the CCG will ensure
that a note recording the service user’s disagreement will be added and that the date and
signature of the health professional will be included.
Inaccuracies in personnel records will be considered with a Senior Manager in the HR
department and will be amended if appropriate and signed and dated by the Senior Manager

17.

Service Users/Former Members of Staff Living Abroad

Service users or former members of staff, who are now living outside of the UK, will be given the
same rights of access under the Data Protection Act 1998, where the records of treatment
occupational health or personnel records are still held by the organisation.
Original medical or occupational health or personnel records will not be transferred abroad. A
copy or summary of record will be provided, subject to the fees stipulated in Appendix A.

18.

Freedom of Information Act 2000

The CCG will consider any requests for information which constitutes personal information to be
exempt from disclosure under the Freedom of Information Act 2000 if:
•
•
•

19.

disclosure would contravene any of the Data Protection principles
Where information has been provided in confidence.
Where a duty of confidentially is owed to the deceased.

Access to Medical Reports Act 1988

Applications to view Medial Reports following Insurance or employment medicals with be
considered with regard to the Access to Medical Reports Act 1988.

20.

Section 29 Access Requests

Section 29 of the Data Protection Act provides an exemption in Law to access person identifiable
information without seeking the consent of that individual for the purpose of investigating
serious crime, fraud and taxation purposes.
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The CCG will consider Section 29 applications on a case by case basis.
Where the CCG deems it acceptable to disclose under a section 29 request it will release
sufficient information for the purpose but not excessive to the purpose.
The CCG recognises that subsequent to the refusal of a Section 29 request the Police may seek a
Court Order which requires the disclosure.

21.

Complaints

Information will be available to service users and staff detailing how to apply for access to
health related, occupational health, and personnel records and will detail the complaints
process.
The CCG will initially try to resolve any complaints regarding subject access requests through
informal discussion. If unresolved a formal complaints process will be initiated.
Where complaints are unresolved details of the NHS Complaints Procedure will be provided by
the CCG to the applicant.
Complainants will be informed of their right to contact the Information Commissioner for a
review of the subject access provision.
22. Fees
The CCG will follow the fees guidance as stipulated in the Data Protection Subject Access Fees
and Miscellaneous Provisions Regulations 2000 and make due regard to the guidance in the
Department of Health: Guidance to Access to Health Records Requests 2010. See Appendix A
23. Dissemination and Implementation
This Policy will be made available to the Public through the CCG Internet site, in supporting
documentation and upon application.
This Policy will be made available to staff through the CCG Intranet site and will be included in
training sessions
Leaflets will be available to the Public and to members of staff, in CCG premises which will
explain the subject access process.
New employees will be made aware of this policy through the Induction process
The CCG will ensure that processes are in place to implement this policy.
24. Monitoring Compliance with Effectiveness
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Compliance with this Policy will be monitored through the provision of quarterly reports to the
Information Governance Steering Group, and will be escalated to the Finance Procurement and
Contracting Committee via the minutes of the meeting.
A log of all subject access requests will be maintained. The effectiveness of the log will be
regularly reviewed.
Written procedures will detail the compliance process. The effectiveness of the procedures will
be reviewed at regular intervals.
Exemplar template documents will be available to the Public in connection with this policy.
Service user satisfaction spot checks will be carried out to establish the effectiveness of the
Access to Health Records processes that support this policy.
This Policy will be monitored through the investigation of any related complaints.
25. Associated documents
This Policy should be read in conjunction with the following CCG Policies:
•
•
•
•

Data Protection Policy
Freedom of Information Policy
Information Governance Policy
Records Management & Information Lifecycle Policy

26. References
•
•
•
•
•
•
•
•
•

Access to Health Records Act 1990
Access to Medical Reports Act 1988
Data Protection Act 1998
Data Protection Subject Access Fees and Miscellaneous Provisions Regulations 2000
Department of Health Guidance on Access to Health Records Requests 2010
Freedom of Information Act 2000
Mental Health Act
Mental Capacity Act
NHS Code of Practice: Records Management 2009
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27.

Appendix A: Fees

Fees to provide a copy of medical/occupational health records (Data Protection Act 1998)
Medical records held totally on computer
To a maximum of £10
Medical records held in part on computer and in part To a maximum of £50
manually
Medical records held manually
To a maximum of £50
Staff personnel/occupational health records
Discretion of the CCG
Fees to view health records (where no copy is required) (Data Protection Act 1998)
Medical records held totally on computer
To a maximum of £10
Medical records held in part on computer and in part To a maximum of £10
manually
Medical records held totally manually
To a maximum of £10
Medical records held manually and where added to in the Free
last 40 days
Staff personnel/occupational health records
Discretion of the CCG
Fees to view records of the deceased (where a legitimate right has been established)
Medical record held manually that has been added to in Free
the last 40 days
Medical records held manually were there has been no To a maximum of £10
addition in the last 40 days
Medical records held partially or wholly on computer
To a maximum of £10
Staff personnel/occupational health records
Discretion of the CCG
Fees to provide a copy of information relating to the deceased (where a legitimate right has
been established)
There is no limit to the amount that can be charged Charged at the discretion of the
however the CCG will consider a proportionate fee in CCG
relation to the request

Appendix B: Template application form: Access to records.
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Please read the CCGs ‘Accessing Records’ leaflet’ as it will explain who should complete this
form, the charges that you may be asked to pay and inform you of the proof that we will need to
verify your identity.
Section 1: Details of the person whose information is required
Surname

Forename(s)

Previous Surname
Date of Birth

Male/female

Current Address

Previous
Address(s)
(with dates)

Postcode

Postcode(s)

Contact number
Section 2: Please provide us with as much information in this section as you can to help us
find what you need
Service users medical
records

Staff members
requesting access to
Personnel records
Staff member requesting
access to Occupational
Health records
NHS number (if known)
I wish to: View my record

Tick box
□

Have copies of my record
Signature

lccg-subject-access-policy-v06
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Section 3: If you require someone else to act on your behalf please complete this section:
Nomination of a representative
I Mr./Mrs./Ms…………………………………..hereby authorise NHS Liverpool CCG to release the
information I am requesting to my personal representative who is
Mr./Mrs./Ms.……………………………………………………………………..(print name)
Details of relationship…………………………………………………………………………
Signed……………………………………………………… Date………………………………..
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Section 4: If you are not the person whose details appear in section 1 but have a legitimate
right to access the information requested please complete this section:
What is your relationship with the person in section 1: Tick one of the boxes
(evidence will be required in all cases)
I am the parent/have parental responsibility of the child whose details appear in
section 1 who is under 16 years of age

□

I am the service users representative as detailed in section 3

□

The service user is deceased and I am the next of kin/designated personal
representative

□

The service user is deceased and I have a claim arising out of the death and I wish to
see information relating to my claim

□

Please complete and sign the following declaration
Surname
Forename(s)
Address

Contact number

Postcode
Signature

Date

Please return this form to: Joanne Davies
Corporate Services Manager
Liverpool Clinical Commissioning Group Headquarters
1 Arthouse Square,
61-69 Seel Street,
Liverpool,
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Merseyside,
L1 4AZ
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